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I.  IDENTITY AND INTEREST OF AMICUS CURIAE
Washington State Association for Justice Foundation (WSAJ
Foundation, formerly Washington State Trial Lawyers Association
Foundation) is a not-for-profit corporation under Washington law, and a

supporting organization to Washington State Association for Justice

(formerly Washington State Trial Lawyers - Association). WSAJ ;. - -

Foundation has an interest in the rights of persons seeking redress in the
civil justice system, including an interest in the rules governing the
conduct of parties to litigation. WSAJ Foundation’s predecessor appeared

as amicus curiae in Loudon v. Mhyre, 110 Wn.2d 675, 756 P.2d 138

(1988), and the Foundation appeared as amicus curiae in Smith v,
Orthopedics Int’l, Ltd., 170 Wn.2d 659, 244 P.3d 939 (2010), which, like
these cases, involve ex parte contact ‘between defense counsel and a
plaintiff’s nonparty treating physicians.
II. INTRODUCTION AND STATEMENT OF THE CASE

Marc Youngs (Youngs) filed suit for medical negligence against
PeaceHealth (PeaceHealth), a .hospital, and several “John Doe”
defendants. Aolani E. Glover (Glover) separately filed suit for medical
negligence against the State of Washington and a certified physician
~ assistant, Lulu M. Gizaw (collectively the State). These linked cases focus

on whether the prohibition of ex parte contact expressed in Loudon and




Smith, supra, applies when the nonparty treating physician is an employee

of a corporate defendant. The underlying facts are drawn from the briefing
of the parties, See Youngs Br. at 4-6; PeaceHealth Br. at 6-16; State Bz, at
3-10; Glover Br. at 1-6; State Reply Br. at 4-5.

Youngs v. PeaceHealth: Youngs was admitted to PeaceHealth for

lung surgery, and during his hospitalization, he developed an infection that-... .

resulted in the amputation of both legs below the knee and both hands
above the wrist. He subsequently filed suit against PeaceHealth and
several “unknown John Does.” In the course of the lawsuit, Youngs

contended that Loudon and Smith prohibited ex parte contact between

defense counsel and all nonparty treating physicians at PeaceHealth except
(1) those who would be considered managing or speaking agents of the

hospital under Wright v. Group Health Hosp., 103 Wn.2d 192, 691 P.2d

564 (1984); and (2) tortfeasor-physicians employed by PeaceHealth for
whom it would be vicariously liable. Youngs asked PeaceI—Iealth to
identify any managing-speaking agents, but the hospitél declined to do so.
Youngs identified two physicians who were not named as parties, Drs.
Richard Leone and Donald Berry, whose conduct forms the basis for his

claim of vicarious liability on the part of PeaceHealth.! For its part,

! PeaceHealth questions whether Youngs® vicarious liability claims are limited to these
two physicians. See Peacelealth Br. at 8-9, 14-15 & n.5.



PeaceHealth contended that ex parte contact was permitted with any
physician in its employ, without limitation.

Youngs initially obtained a protective order from the superior court
prohibiting ex parte contact with Youngs’ treating health care providers,

except Drs. Leone and Berry, as follows:

Defense counsel and the defendant’s risk manager are prohibited from ex-. -

parte contact, directly or indirectly, with any of plaintiff Mark [sic]
Youngs® treating physicians other than Dr. Richard Leone and Dr. Donald
Betry. , :

Youngs Br. at 5 (quoting order). On reconsideration, the superior court
reversed itself, vacated the protective order, and ruled that “counsel for
PeaceHealth may have ex parte contact with PeaceHealth employees who
provided health care to plaintiff Marc Youngs.” Id. at 6 (quoting order).

Youngs sought discretionary review, which this Court accepted, and the

case has been linked with Glover.

‘Glover v, State: Glover went to the emergency room at
Harborview Medical Center (Harborview), a State medical facility,
suffering from chest pains. After waiting for a period of time, she was
given a blood test, which revealed a serious heart problem. However, the
attending certified physician assistant (PA-C) did not review Glover’s test
results. Instead, he allegedly reviewed another patient’s test results, which

were normal, and then discharged Glover, The PA-C discovered his error



approximately two hours later, found Glover at a pharmacy, and asked her
to return to the emergency department. A repeat blood test administered
upon her return confirmed the existence of the heart problem, but by this
time Glover could not be successfully treated at Harborview. She was
transferred to the University of Washington Medical Center (UWMC),
- also a.State facility, where she ultimately received a heart transplant.
Glover filed suit against the State, alleging negligence only on the
part of the Harborview health oaré providers who treated her before she
returned to the emergency department, and objected to anly ex parte
contact with her treating health care providers at UWMC.* The State
sought a protective order allowing such ex parte contact. The superior
court denied the State’s motion, and ordered:
Defense counsel and the defendant’s risk manager are prohibited from ex

parte contact, directly or indirectly, with any of Plaintiff Aolani Glover’s
treating physicians at University of Washington Medical Center.

State Br. at 10 (quoting order). The State sought discretionary review of
the foregoing order, and the Court accepted direct review.
Arguments Before The Court: In their briefing before the Court,

Youngs and Glover each advocate for application of the Loudon rule to

prohibit ex parte contact with all nonparty treating physicians, regardless

% The State notes that Glover does not object to ex parte contact with Harborview health
care providers involved in her care, so long as those individuals are not shown any
records of her subsequent care. See State Br. at 9.



of whether they are employed by the same corporate defendant. However,
they appear to concede that physicians who are managing or speaking
agents of a corporate defendant are properly considered “parties” under
Wright, although in ._Yo_ung_s_ no managing-speaking agents have been

identified, and in Glover there appears to be a dispute whether certain

UWMC-physicians. are managing-speaking agents. Youngs and Glover
also appear to concede that ex parte contact is permitted with physicians

whose conduct may subject the corporate defendant to vicarious liability.

In response to Youngs, PeaceHealth argues: (1) Loudon and Smlth
are d1st1ngu1shab1e to the extent that they did not involve ex parte contact
with treating physicians employed by the same corporate defendant;

(2) the Loudon rule has been undermined, if not eclipsed, by the expanded

waiver of the physician-patient privilege in the current version of
RCW 5.60.060(4)(b); (3) defense counsel cannot adequately represent a
corporate defendant without the ability to have ex parte contact with all
employees, and that this is Aa matter of due process; and (4) the Uniform
Health Care Information Act, Ch. 70.02 RCW (UHCIA), and

Washington’s quéllity improvement program statute, RCW 70.41.200, both

® PeaceHealth seems to make a similar argument, based on regulations adopted under the
Health Insurance Portability and Accountability Act (HIPAA), P.L. 104-191, 110 Stat.
1936 (1996). See PeaceHealth Br. at 4 n.2 & 40 n.20 (citing 45 CF.R. § 164.506(a) &
(c)). (The State also refers to the UHCIA and HIPAA. See State Br. at 11, 15-17 & nn.8-
10; State Reply Br. at 10-11.)



allow for unfettered disclosure of health care information within and
among the employees of a corporate health care entity.*

In response to Glover, the State claims that four of Glover’s
treating physicians at UWMC are managing-speaking agents under

Wright.” In addition to these physicians, the State argues that application

‘of the Loudon rule to.employees of what it describes as an “integrated: ..

health system”®

is not supported by the rationales for the rule, and that
application of the rule in this context interferes with (1) the attorney-client
‘relationship, (2) the attorney-client privilege and work product protection,
and (3) the performance of its quality improvement functions.

III. ISSUE PRESENTED FOR REVIEW
Whether the rule adopted in Loudon, and recently affirmed in Smith,
prohibiting direct and indirect ex parte contact between defense counsel
and a nonparty treating physician, applies when the nonparty physician is

an employee of the corporate defendant?

IV. SUMMARY OF ARGUMENT

Loudon creates a bright-line rule designed to conserve judicial .

resources. The primary purpose of the rule is to protect and foster the

physician-patient relationship. Ex parte contact between defense counsel

* PeaceHealth separately argues that Youngs waived the Loudon rule by submitting
discovery requests that required ex parte contact with nonparty treating health care
providers, This amicus curiae brief does not address this waiver issue,

® It appears that the State wants to rely on these health care providers as consulting or
testifying experts, See State Br. at 7-9 & 28-29.

§ The State notes that Harborview and UWMC share a single medical records system,
personnel, management, expertise, and transfer patients between facilities. See State Br.
at 6-7.



and a nonparty treating physician risks chilling this fiduciary relationship
and hindering treatment, regardless of the form of business under which

the physician chooses to practice medicine. As a result, the Loudon rule

applies when the plaintiff’s nonparty treating physicians are employees of
a corporate defendant.

- However, the "Loudon rule. is limited to nompariy treating
physicians. Under Wright, supra, employees of a corporate defendant
having autﬁority to speak for and bind the corporation are conéidered
“parties” in litigation involving the corporation. Thué, if the corporation
establishes that the physician in question 1s its managing or speaking

agent, then the ‘Loudon rule would be inapplicable. Defense counsel

seeking to avoid application of the rule on this basis should designate its -
managing or speaking agents, and notify plaintiff’s counsel of the basis for
the designations. In the absence of agreement, either party may seek
appropriate relief by protective order under CR 26(c).

As harmonized with Wright, the Loudon rule does not unduly

interfere with the attorney-client relationship between counselb and a
corporate defendant, nor does it implicate due process, principally because
there is no information that counsel can legitimately obtain from ex parte
contact with plaintiff’s nonparty treating physicians that cannot be

obtained through formal discovery methods or informal discovery



conducted in the presence of plaintiff’s counsel. This rule poses no more
inconvenience to counsel for the corporation than when the plaintiff’s
treating health care providers are employed -elsewhere, and any
inconvenience is outweighed by the potential harm to the physician~
patient relationship and the other public policies underlying Loudon.

- The - . waiver. of the ' physician-patient privilege = under
'RCW 5.60.060(4) does not undermine the Loudon rule because:
D ﬁpplication of the rule presupposes that the privilege has already been
waived; (2) the plaintiff has a ‘substan‘tive privacy interest in his or her
heelth care information under the UHCIA and HIPAA that s distinot from
. the privilege; and (3) the plaintiff has the right to limit the scope of
discovery based on principles of relevance, CR 26(b)(1), and to tailor the |
manner of discovery to protect his or her privacy under CR 26(c).

The UHCIA and HIPAA do not override the Loudon rule to permit
ex parte interviews with plaintiff’s nonparty treating physiciaﬁs. These
law§ are compatible with the rule and do not preempt it in this context.

Finally, application of the Loudon rule in this medical negligence

context does not prevent hospitals or their risk managers from complying
with their quality improvement obligations. However, an appropriate
screening mechanism should be employed to separate litigation defense

from quality improvement functions, in order to protect both the



physician-patient relationship and the hospital’s quality improvement
program.

V. ARGUMENT
A, Overvigw Of The Loudon Rule And Its Underpinnings.

Almost 23 years ago, in Loudon, this Court adopted a broad and

bright-line ruie prohibiting ex parte contact between defense counsel and a .
plaintiff’s nonparty treating physicians,” even though under governing
case law the plaintiff was deemed to have waived fhe statutory phyéician-
patient privilege for conditions at issué in the suit, See 110 Wn.2d at 675-

76. The Loudon rule is simple in application, and designed to conserve

judicial resources in supervising the discovery process. See id. at 679.
More recently, in Smith, the Court reaffirmed both the rule and its
brighf-line nature, without regard for the more expansive statutory waiver
of the physician-patient privilege that exists under current law.® In Smith,
the Court confirms that the rule prohibits all contact With‘ nonparty treating

physicians, direct or indirect, and that it is not limited to communications

7 The briefing is unclear whether the parties consider the Loudon rule to prohibit ex parte
contact with nonparty treating health care providers other than physicians. The protective
orders in question are phrased in terms of physicians only.

¥ The privilege, codified at RCW 5.60.060(4), now imposes a qualified waiver of the
privilege 90 days after commencement of a civil action, The full text of the current
version of the statute is reproduced in the Appendix to this brief. The effect of waiver
under the statute is discussed infra.



or interviews. See 170 Wn.2d at 665-69 (prohibiting transmission of
public information via email to physician’s lawyer).”

Several distinct rationales for the Loudon rule are evident from the

Court’s decisions. The first is to protect the plaintiff from the risk of
disclosure of itrelevant personal information. See Loudon at 678. Even
under circumstances where . the - physician-patient . privilege has .been, .
waived by the plaintiff, discovery of health care information, like all
discovery, is limited by principles of relevance. See id. at 678 (citing
CR 26(b)(1).).10 The Court explained the difficulty involved in relying
‘solely on health care providers and defense counsel to limit the disclosure
of irrelevant health care information:

We are concerned ... with the difficulty of determining whether a
particular piece of information is relevant to the claim being litigated.
Placing the burden of determining relevancy on an attorney, who does not
know the nature of the confidential disclosure about to be elicited, is risky.
Asking the physician, untrained in the law, to assume this burden is a

greater gamble and is unfair to the physician. We believe this
determination is better made in a setting in which counsel for each party is

? The 3-Justice lead opinion in Smith finds a Loudon violation, but concludes that the
plaintiff failed to demonstrate prejudice. See 170 Wn.2d at 665-73 (Alexander, I.). The 4-
Justice concurrence/dissent agrees with the finding of a Loudon violation, but presumes
prejudice, See id. at 678-79 (C. Johnson, J.). The 2-Justice concurrence is with the result
only, finding no Loudon violation and not addressing the prejudice issue. See id. at 675
(Fairhurst, J.). Thus, the finding of a Loudon violation, joined by seven Justices,
constitutes a holding, but there appears to be no holding regarding the issue of prejudice.
Citations in this brief are to the lead opinion by Justice Alexander, unless otherwise
indicated,

19 Accord Smith, at 674 (Fairhurst, J., concurring, stating “[d]espite this watver [of the
physician-patient privilege under RCW 5.60.060(4)(b)] the Loudon rule reflects our
concern of a nonparty treating physician inadvertently disclosing irrelevant confidential
information to the defense”; emphasis added).

10



present and the court is available to settle disputes.

Loudon at 678 (ellipses added; quotation omitted); accord Smith at 668.

The second rationale for the Loudon rule is to protect the physiéian

from the consequences of improper disclosure of health care information.

See Loudon at 680; Smith at 667; see also RCW 70.02.170 (remedies for

.-~ violation of UUHCIA). .Thus, the participation of plaintiff’s counsel to - . ..

prevent improper questioning or inadvertent disclosures protects the
physicians as well as the plaintiff, _Sﬁ Loudon at 680; Smith at 667.

The third ratiohale for the rule is to prevent disputes regérding the
content of ex iaarte communications with a physician, protecting defénse'
counsel from becoming an impeachment witness if the physician’s
testimony at trial should differ frofn statements made during ex patte

commuaications. See Loudon at 680,

The fourth rationale is to prevent the plaintiff’s treating physicians
from “improperly assum[ing] a role akin to that of an expert witness for
the defense.” Smith at 668 (brackéts added). A treating physician may
testify both as to facts and medical opinions in a medical negligence
action, but “such testimony is limited to ‘the medical judgments and
opinions which were derived from the treatmemnt.”” 1d. (quoting Carson V.
Fine, 123 Wn.2d 206, 216, 867 P.2d 610 (1994); emphasis in original);

accord Carson, 123 Wn.2d at 216 & 226-27 (approving physician

1



testimony at trial regarding knowledge and opinions derived from
treatment, where probative value outweighs prejudice and there is no
Loudon violation).

The fifth rationale is specific to the medical negligence context,

Although the Loudon rule applies to all personal injury actions, ex parte

. contact is particularly problematic and susceptible to abuse in medical :.... -

negligence cases:

Courts have recognized that, in the past, permitting “ex parte contacts with
an adversary's treating physician may have been a valuable tool in the
arsenal of savvy counsel. The element of surprise could lead to case
altering, if not case dispositive results.” Law v. Zuckerman, 307 F.Supp.2d
705, 711 (D.Md.2004) (citing Ngo v. Standard Tools & Equip., Co., 197
FR.D. 263 (D.Md.2000)); see also State ex rel. Woytus v. Ryan, 776
S.W.2d 389, 395 (Mo.1989) (acknowledging that ex parte contact in
medical malpractice cases between defense counsel and a nonparty
treating physician creates risks that are not generally present in other types
of personal injury litigation, including the risk of discussing “ ‘the impact
of a jury's award upon a physician's professional reputation, the rising cost
of malpractice insurance premiums, the notion that the treating physician
might be the next person to be sued,” ” among others (quoting Manion v.
NP.W. Med Ctr. of NE Pa, Inc, 676 F.Supp. 585, 594-95
(M.D.Pa.1987))), abrogated on other grounds by Brandt v. Pelican, 856
S.W.2d 658, 661 (Mo0.1993). -

Smith at 669 n.2. Ultimately, the Court has identified “an inherent risk that
the nonparty treating physician’s testimony will to some extent be shaped

and influenced by” information received in the course of ex parte contact.

Id. at 668.

As important as the foregoing rationales are, the preeminent

12



rationale for the Loudon rule is protection of the physician-patient
relationship. The relationship between physician and patient is “‘a
fiduciary one of the highest degree ... involv[ing] every element of trust,

confidence and good faith.”” Loudon at 679 (quoting Lockett v. Goodill,

71 Wn.2d 654, 656, 430 P.2d 589 (1967); alterations in original); accord

Smith at 667. The nature of the relationship is confirmed by and reflected - -+ -

in professional ethical guidelines applicable to physicians. See Loudon at
680 & n.3. This type‘ of relationship is incompatible with ex parte contact
b'etweeﬁ the physician and defense counsel:

I[W]e find it difficult to believe that a physician can engage in an ex parte
conference with the legal adversary of his patient without endangering the
trust and faith invested in him by his patient.

Id. at 679 (quotation omitted; brackets in original); accord Smith at 669.
The presence of the patient’s counsel “preserve[s] the fiduciary trust
relaﬁonship between physician and patient.” Loudon at 679-80.

The centrality and importance of the physician-patient relationship

as the basis for the Loudon rule is also supported by the other rationales

for the rule. Disclosure of irrelevant. health care information—the first
rationale above—is problematic by itself, but it also risks undermining the
physician-patient relationship:

The mere threat that a physician might engage in private interviews with

defense counsel would, for some, have a chilling effect on the physician-
patient relationship and hinder further treatment.

13



Loudon at 679; accord Smith at 666-67. Likewise, the risk that a nonparty

treating physician might assume the role of a defense expert—the fourth
rationale above—justifies the Loudon rule precisely because it undermines
the physician-patient relationship:

If there is a risk that a nonparty treating physician testifying as a fact
witness might assume the role of a nonretained expert for the defense, it

- may -result. ‘in chilling communication between patients and their ..

physicians about privileged medical information,

Smith at 668.

Finally, the importance of the physician-patient relationship is
confirmed by the statutory physician-patient privilege. The privilege has -
instrumental wvalue in protecﬁng and fostering the physician-patient
relationship, not as an end in itself: -

The purpose of the physician-patient privilege, set forth in
RCW 5.60.060(4), is twofold: (1) to “surround patient-physician
communications with a ‘cloak of confidentiality’ to promote proper
treatment by facilitating full disclosure of information” and (2) “to protect
the patient from embarrassment or scandal which may result from

revelation of intimate details of medical treatment,”

Smith at 667 4(quoting Carson, 123 Wn.2d at 213).

PeaceHealth argues that the automatic waiver provision of the

privilege statute, taking effect after Loudon and not specifically discussed

in the lead opinion in Smith, has “superseded” or “displaced” the Loudon

rule. See PeaceHealth Br, at 3, 5, 15 & 36-37. At the time Loudon was

decided, the physician-patient privilege was deemed waived only as to

14



those conditions at issue in the particular lawsuit. See 110 Wn.2d at 677-
78. As amended, RCW 5.60.060(4)(b) now imposes an automatic waiver
of the privilege and expands it to all conditions, “subject to such
limitations as a court may impose pursuant to court rules.”

PeaceHealth reasons that the more expapsive, post-Loudon waiver
has ‘essentially eliminated the reason for the Loudon rule...It bases this
argument on two passages in the 3-Justice lead opinion in _S__m_i;c,h,l seeming
to suggest that the physician-patient privilege; rather than thé relationship,
is the primary rationale for the rulé. The first passage states:

Undetlying our decision [in Loudon] .was a concern for protecting the
physician-patient privilege Consistent with that notion, we determined

that a plaintiff’s waiver of the privilege does not authorize ex parte contact
with a plaintiff’s nonparty treating physician.

Smith at 665 (brackets & emphasis added). From the context, it appears
“that the highlighted use of the word “privilege” actually speaks to the
physician-patient relationship, because the very next sentence recognizes

that the privilege had been at least partially waived in Loudon, and, of

course, it was fully waived in Smith. Following waiver of the privilege,
there is no privilege to protect. This explains why the Court in Loudon
focused on the risk of disclosurg of irrelevant information, rather than the
risk of disclosure of privileged information. See Loudon at 678.

The second passage on which PeaceFHealth relies states:

15



As we have indicated above, the fundamental purpose of the Loudon rule
is to protect the physician-patient privilege and to that end, we emphasized
the importance of protecting the sanctity of that relationship[.]

Smith at 667 (emphasis & brackets added). From the context, it appears

that the use of the word “privilege” again speaks to the instrumental nature
of the privilege iﬁ protecting and fostering the relationship, rather than
.- vice-versa. . .

In any event, to the extent either of these passages can be read to
suggest that the privilege, rather than the Vrelationship, underliesl Loudon,
such a reading would be incorrect. 'While Loudon acknowledged the
existence of the privilege and th‘é fact that it was partially waived by filing

suit, the privilege itself was not an explicit rationale for the Loudon rule.

See Loudon at 678 n.1. The expanded waiver of the privilege under the

current version of RCW 5.60.060(4) does nothing to undermine any of the -
six distinct rationales for the rule, discussed above.

The “subject to” clause of RCW 5.60.060(4)(b) conﬁrms that, even
today, the scope of the waiver is limited by princiﬁleé of reievance under
CR 26(b)(1), as it was when Loudon was decided. See Loudon at 678. It is -
therefore not surprising that the Court’s decision in Smith did not find it

necessary to address whether the Loudon rule had been superseded or

displaced by RCW 5.60.060(4)(b).

16



The fact that the waiver of the physician-patient privilege is more

expansive now than when Loudon was decided is all the more reason why

the Loudon rule is necessary. Independent of the privilege, a patient’s .

privacy interest in his or her health care information is recognized under

the UHCIA and HIPAA, along with the importance of limiting the

- ~disclosure -of such private information to protect the physician-patient

relationship, See RCW 70.02.005(1), (3); 45 C.F.R. pts. 160 & 164.1
Health care providers have a duty to minimiée unauthorized disclosure of
health .care information, regardiess of whether it is privileged.” In the
context of discovery, céurts retain the ability to fashion an appropriate
protective order under CR 26(c) that safeguards the plaintiff’s privacy and
- the physician-patient relationship, again without regard for the privilege."

Both the UHCIA and HIPAA post-date Loudon, but their recognition of a

freestanding privacy interest in health care information bolsters the

rationales for the Loudon rule.

" The full text of the current versions of UHCIA provisions cited herein (RCW
70.02,005, .010, .020, .030, ,040, .050, .060, .170 & .900), and HIPAA regulations cited
herein (45 C.FR. §§ 160.103, 160.202, 160.203, 164.501, 164.502, 164.504, 164.506,
164.512 & 164.514), are reproduced in the Appendix to this brief,

12 gee RCW 70.02.050(1) (limiting disclosure “to the extent a recipient needs to know the
information”); 45 C.F.R. § 164.502(b) (stating general rule limiting use and disclosure to
“the minimum necessary”™); id. § 164.514(d) (describing implementation of “minimum
necessary” standard), '

3 See RCW 70.02.030(5) (providing authorization for disclosure of health care
information “is not a wajver of any rights a patient has under other statutes, the rules of
evidence, or common law”); RCW 70.02.060(3) (providing discovery of health care
information “does not constitute a waiver of any privilege, objection, or defense existing
under other law or rule of evidence or procedure”); 45 C.F.R. § 164.512(¢) (describing
standard for disclosures in judicial proceedings).
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B. The Loudon Rule Should Apply When A Plaintiff’s Nonparty
Treating Physicians Are Employees Of A Corporate
Defendant, Unless The Corporation Establishes That The
Physician In Question Is Its Managing Or Speaking Agent.

The relationship between the patient and a treating physician is the -
same, regardless of the form of business entity under which the physician
chooses to practme medicine, and the rationales supportmg the Loudon
.rule are equally apphcable when the phys101an pract1ces medlclne as an‘
employee of a corporation. A nonparty treating physician is not
necessarily. the client nor is s/he deemed to be a party in most instances
involving litigation againsfc _the corporation. When the corporate defendant
establishes that a nonparty treating physician has sufficient managing or
speaking authority on behalf of vthe corporation to be deemed a party, only
in these limited circurhstances should ex parte contact be allowed.,

In the defense of a lawsuit against a corporation, the corporation
itself is the client, even though it can only act through its constituents, i.e.,
directors, officers, shareholders and employees, among others. See
Wright, 103 Wn.2d at 194-05; RPC 1.13(a) & cmts. 1-3.14 Corporate
counsel is required to act in the best interests of the corporation, even
under circumstances when it is contrary to the wishes of the constituents.

See RPC 1.13(b) & cmts. 4-5. Counsel is required to advise constituents

1 The full text of the current versmn of RPC 1.13 & cmits. is reproduced in the Appendix
to this brief.
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when the corporation’s interests are adverse. See RPC 1.13(c) & cmis. 9-
10. The attorney-client privilege and work product protection that may
apply to corporate coﬁnsel’s interactions with constituents of the corporate
defendant do not necessarily turn those constituents into clients. See
Wright at 194-95; see also RPC 1.13 cmt. 2 (indicating RPC 1.6 client
.mpﬁdences are held by the corporation). The privilege and work product
protection bélong to the corporate defendant, and may even be waived by
the corporation to the detrimeﬁt of its constituents. See e.g. United States
v. Ruchle, 583 F.3d 600, 604-06 & n.3 (9" Cir. 20095

Oﬁly those constituents of the corporate defendant Who have
managing authority sufficient to give them the right to speak for and bind
the corporation can be considered parties to the litigation. See Wright at
195-202. The “‘managing-speaking’ agent test” is well-established,
flexible, and based on principles of agency and evidence law. See id. at
201. There is no sound reason thr this test should not be employed to
determine whether a plaintiff’ svtreating physician is deemed a “ioarty” ina

lawsuit against the physician’s corporate employer for purposes of

applying the Loudon rule. See Loudon, at 681 (rejecting argument that

5 Counsel may not jointly represent the corporate defendant and its constituents if the
obligations to one would be materjally limited by obligations to the other. See
RPC 1.13(d) (referencing RPC 1.7). Presumably, the Loudon rule would materially limit
corporate counsel’s ability to represent a nonparty treating physician; In Youngs and
Glover, however, there is no suggestion in the briefing that corporate counsel also
represents the plaintiffs’ nonparty treating physicians.
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Wright is inconsistent). The test strikes the proper balance between the

. policies underlying the Loudon rule and the corporation’s interest in

defending itself in a lawsuit.'s
If there is a dispute among the parties regarding which employees -

of a corporate defendant satisfy the test, then it can be resolved by the trial

. court on a motion .for protective order under CR 26(c). The corporate.:.;=. - -

defendant should not be able to make the designation unilaterally. Cf. In re

Firestorm 1991, 129 Wn.2d 130, 138-39, 916 P.2d 411 (1996) (stating
counsel should not unilaterally determine whether ex parte contact is

permissible with consulting expert); see also Lowy v. PeaceHealth, 174

Wn.2d 769, 789, 280 P.3d 1078 (2012) (requiring hospital to seek
protective order if it believes disclosure of information would implicate
quality improvement privilege).

PeaceHealth and the State argue that prohibiting ex parte contact
with any nonparty treating physicians who are corporate employees
interferes with their attorney-client privilege, work product, and,
ultimately, the attornéy-client relationship itself. However, the Court has

already rejected similar arguments. See Loudon at 677 & 680 (rejecting

16 peaceHealth and the State both point out that Wright involved a plaintiff's counsel’s
right to contact employees of a corporate defendant ex parte, not a corporate defendant’s
counsel’s right to contact its own employees ex parte, and attempt to distinguish Wright
on this basis, See PeaceHealth Br. at 12, 26-28; State Br. at 22-23, However, this
distinction ignores the clear import of the Court’s holdings regarding who can be
considered a client or a party in litigation involving the corporation.
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argument “that requiring defendants to depose treating physicians gives
- plaintiffs a tactical advantage by enabling them to monitor the defendants'
case preparation” because the argument “does not comport with a purpose
behind the discovery rules — to prevent surprise at trial”); Smith at 665.

PeaceHealth and the State cannot identify any information that they could

. legitimately obtain from ex parte contact with plaintiff’s nonparty treating .. .~ .. -~

physicians (who are not managing-speaking agents) that cannot be
obtained through formal discovery methods or informal interviews

conducted in the presence of plaintiff’s counsel. See Loudon at 680

(stating use of formal discovery methods not overly burdensome because

defendants could still reach the relevant records); Smith at 667. In any

event, any inconvenience involved in using formal discovery methods in
this context is outweighed by the potential risks involved in ex parte
contacts. See _L()_ll_dg_n at 677, Smith at 665. Harmonizing Wright and
Loudon to permﬁ ex parte contact only with managing-speaking agents

sufficiently protects the attorney-client relationship,"”

" Youngs and Glover also appear to concede for purposes of this review that ex parte
contact is permissible with tortfeasor-physicians for whom PeaceHealth or the State
would be vicariously liable, although the briefing is unclear whether Youngs is seeking to
impose vicarious liability for only two physicians (Drs. Leone and Berry) or other health
care providers. In this regard, it should be noted that Wright specifically considered, and
rejected, a definition of “parties” in litigation against a corporate defendant that would
include employees whose acts or omissions are imputed to the corporation for purposes
of civil liability. See 103 Wn.2d at 199. The Court explained: “We find no reason to
distinguish between employees who in fact witnessed an event and those whose act or
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Next, PeaceHealth and the State argue that HIPAA permits ex
parte contact in this corporate context,' and imply that the Court cannot
therefore prohibit it. See PeaceHealth Br. at 4 n.2 & 40 n.20 (citing 45
CFR. § 164.506(a) & (c)); State Br. at 11, 15-17 & nn.10-12 (citing 45

C.F.R. §§164.506(a) & 164.514(d)(3)(iii}(C)). Notably, however, they do

- ..not suggest that:HIPAA preempts the Loudon rule. They overlook the.

HIPAA provision that expressly does not preempt state law that “relates to
the iorjvacy of individually identifiable health informatioﬁ and is more
stringent than” HIPAA. 45 C.F‘.R. § 160.203(b). In this sense, HIPAA
establishes the floor rather than the céiling for protection of health care
information. The phrase “more stringent than” is defined in part to mean
“[w]ith respect to a use or disclosure, the [state] law prohibité or restricts a
use or disclosure in circumstances under which such use or disclosure
otherwise would be permitted under [HIPAA].” 45 C.F.R. § 160.202, § 1
(brackets added).'® The phrase “state law” is defined to include state
common law rules. See id. The Loudon rule satisfies these défmitions, and
is therefore entirely compatible with, and unaffected by, HIPAA.

Similar to the HIPAA argument, PeaceHealth and the State also

argue that the UHCIA permits ex parte contact in the corporate context,

omission caused the event leading to the action. It is not the purpose of the rule to protect
a corporate party from the revelation of prejudicial facts.” Id. at 200.

¥ The Loudon rule also appears to be more stringent than HIPAA under 7 4 & 6 of the
definition. See 45 C.F.R. § 160.202.
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again implying that the Court may not prohibit it. See PeaceHealth Br. at
39-42 (citing RCW 70.02.050(1)(b)); State Br. at 11 (same). This
argument ignores the provision of the UHCIA stating that “[t]his chapter
does . not restrict a health care provider ... from complying with
obligations imposed by ... state law.” RCW 70.02.900(1). The plain

meaning of “state law” includes common law rules like Loudon.'

Finally, PeaceHealth and the State argue that ex parte contact
between defense counsel and a plaintiff’s nonparty 'treating physicians is
necessary for them to maintain a quality improvement program as requited
by RCW 70.41.200.2° See PeaceHealth Br. at 43-47; State Br. at 29-31, A
quality improvement program includes gathering information to review
services rendered in the hospital and the performance of staff, among other
things, for the sake of improving the quality of care in the hospital. See
RCW 70.41.200(1). PeaceHealth and the State appear to be arguing that
litigation defense counsel must have ex parte contact vﬁth a plaintiff’s
nonparty treating physicians in order to fulfill the requirements of a

quality improvement program. This argument should be rejected, and the

1 Seg State ex rel. Ralston v. State Dep’t of Licenses, 60 Wn.2d 535, 539-42, 374 P.2d
571 (1962) (indicating “laws of this state” as used in former RCW 46.20.290(4)
“connotes states law in the generic sense; i.e., encompassing all sources of law including
decisions of the courts ..,”); Matter of Cashaw, 123 Wn.2d 138, 149 n.6, 866 P.2d 8
(1994) (citing Ralston with approval); Black’s Law Dictionary, s.v. “state law” (9% ed.
2009) (defining state law as “[a] body of law in a particular state consisting of the state’s
constitution, statutes, regulations, and common law”),

20 The full text of the current version of RCW 70.41.200 is reproduced in the Appendix to
this brief.

23



litigation defense and quality improvement functions should be separated.
In an analogous context, the Court has approved a screening mechanism
based on the duty of good faith and the quasi-fiduciary relationship
between an underinsured motorist insurer and its insured. See Ellwein v.

Hartford Ace. & Indem. Co., 142 Wn.2d 766, 782 & n.11, 15 P.3d 640

- (2001), overruled on other grounds, Smith v. Safeco Ins. Co., 150 Wn.2d :

478, 78 P.3d 1274 (2003). The grounds for imposing an appropriate
screening mechanism are even stronger in this physician-patient context,
because here the physician is a true fiduciary. See Lockett, 71 Wn.2d at

656; Loudon at 679; Smith at 667.

An appropriate screening mechanism would also protect the -
integrity of the quality improvement program. Under the quality
- improvement statute, information and documents “created specifically for,
and collected and maintained by, a quality improvement committee are not
subject to review or disclosure[.]” RCW 70.41.200(3). PeaceHealth and
the State further argue that this privilege would be “meaningless,” see
PeaceHealth Br. at 46, and “negated,” see State Br. at 31, unless litigation
defense counsel can have ex parte contact with a plaintiff’s nonparty
treating physicians. To the contrary, they would jeopardize the privilege
by involving litigation defense counsel in the quality improvement process

because, under those circumstances, the information would not be “created
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specifically for” or “collected and maintained by” the quality
improvement committee. At the very least, not screening litigation defense
counsel from quality improvement function engenders uncertainty
regarding the applicability of the quality improvement privilege.®!
VI. CONCLUSION
- " Consistent with the analysis in this brief, the Court should confirm-

that the Loudon rule prohibits direct or indirect contact with a plaintiff’s

nonparty treating physicians, even when the physicians are employed by a
corporate defendant.

DATED this 22nd day of January, 2013.

B0, Pt %%W

GEORGE M. AHREND FFoBRYAN P, HARNETIAUX, e 7

. HuToevies Ty
%&u/

2eDAVID P. GARDNER, w272+
%‘LWMV

On Behalf of WSAJ Foundation

! The protective orders at issue in these cases apply to risk managers as well as counsel.
To the extent that there is an appropriate screening mechanism between litigation defense
and quality improvement functions, this may be urmecessary, Of course, this assumes risk
managers will not make indirect ex parte contact with nonparty treating health care
providers on behalf of defense counsel. Cf, Smith at 668-69 (prohibiting defense
attorneys from accomplishing indirectly what they cannot accomplish directly). In Lowy;
174 Wn2d at 780-81, the Court indicated that defense counsel may look at quality
improvement records if necessary to answer discovery requests, but there is nothing in
Lowy that would authorize ex parte contact with nonparty treating physicians.
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RCW 5.60.060. Who is disqualified--Privileged communications

(1) A spouse or domestic partner shall not be examined for or against his or her spouse

or domestic partner, without the consent of the spouse or domestic partner; nor can either
during marriage or during the domestic partnership or afterward, be without the consent
of the other, examined as to any communication made by one to the other during the
matriage or the domestic partnership. But this exception shall not apply to a civil action
or proceeding by one against the other, nor to a criminal action or proceeding for a crime -
comimitted by one against the other, nor to a criminal action or proceeding against a
spouse or domestic partner if the marriage or the domestic partnership occurred
subsequent to the filing of formal charges against the defendant, nor to a criminal action
or proceeding for a crime committed by said spouse or domestic partner against any child
of whom said spouse or domestic partner is the parent or guardian, nor to a proceeding
under chapter 70.96A, 70.96B, 71.05, or 71.09 RCW: PROVIDED, That the spouse or
the domestic partner of a person sought to be detained under chapter 70.96A, 70.96B,
71.05, or 71.09 RCW may not be compelled to testify and shall be so informed by the
court prior to being called as a witness.

(2)(a) An attorney or counselor shall not, without the consent of his or her client, be
examined as to any communication made by the client to him or her, or his or her advice
given thereon in the course of professional employment,

(b) A parent or guardian of a minor child arrested on a criminal charge may not be
examined as to a communication between the child and his or her attorney if the
communication was made in the presence of the parent or guardian. This privilege does
not extend to communications made prior to the arrest,

(3) A member of the clergy, a Christian Science practitioner listed in the Christian
Science Journal, or a priest shall not, without the consent of a person making the
confession or sacred confidence, be examined as to any confession or sacred confidence
made to him or her in his or her professional character, in the course of discipline
enjoined by the church to which he or she belongs.

(4) Subject to the limitations under RCW 70.96A.140 or 71.05.360 (8) and (9), a
physician or surgeon or osteopathic physician or surgeon or podiatric physician or
surgeon shall not, without the consent of his or her patient, be examined in a civil action
as to any information acquired in attending such patient, which was necessary to enable
him or her to prescribe or act for the patient, except as follows:

(8) In any judicial proceedings regarding a child's injury, neglect, or sexual abuse or the
cause thereof; and

(b) Ninety days after filing an action for personal injuries or wrongful death, the claimant
shall be deemed to waive the physician-patient privilege. Waiver of the physician-patient
privilege for any one physician or condition constitutes a waiver of the privilege as to all
physicians or conditions, subject to such limitations as a court may impose pursuant to
court rules.



(5) A public officer shall not be examined as a witness as to communications made to
him or her in official confidence, when the public interest would suffer by the disclosure.

(6)(a) A peer support group counselor shall not, without consent of the law enforcement
officer or firefighter making the communication, be compelled to testify about any
communication made to the counselor by the officer or firefighter while receiving
counseling. The counselor must be designated as such by the sheriff, police chief, fire
chief, or chief of the Washington state patrol, prior to the incident that results in
counseling. The privilege only applies when the communication was made to the
counselor while acting in his or her capacity as a peer support group counselor, The
privilege does not apply if the counselor was an initial responding officer or firefighter, a
witness, or a party to the incident which prompted the delivery of peer support group
counseling services to the law enforcement officer or firefighter.

(b) For purposes of this section, “peer support group counselor” means a:

() Law enforcement officer, firefighter, civilian employee of a law enforcement agency,

or civilian employee of a fire department, who has received training to provide emotional

and moral support and counseling to an officer or firefighter who needs those services as

a result of an incident in which the officer or firefighter was involved while acting in his
or her official capacity; or

(if) Nonemployee counselor who has been designated by the sheriff, police chief, fire
chief, or chief of the Washington state patrol to provide emotional and moral support and
counseling to an officer or firefighter who needs those services as a result of an incident
in which the officer or firefighter was involved while acting in his or her official capacity.

(7) A sexval assault advocate may not, without the consent of the victim, be examined as
to any communication made between the victim and the sexual assault advocate.

(a) For purposes of this section, “sexual assault advocate” means the employee or
volunteer from a community sexual assault program or underserved populations provider,
victim assistance unit, program, or association, that provides information, medical or
legal advocacy, counseling, or support to victims of sexual assault, who is designated by
the victim to accompany the victim to the hospital or other health care facility and to
proceedings concerning the alleged assault, including police and prosecution interviews
and court proceedings.

(b) A sexual assault advocate may disclose a confidential communication without the
consent of the victim if failure to disclose is likely to result in a clear, imminent risk of
serious physical injury or death of the victim or another person. Any sexual assault
advocate participating in good faith in the disclosing of records and communications
under this section shall have immunity from any liability, civil, criminal, or otherwise,
that might result from the action. In any proceeding, civil or criminal, arising out of a
disclosure under this section, the good faith of the sexual assault advocate who disclosed
the confidential communication shall be presumed.



(8) A domestic violence advocate may not, without the consent of the victim, be
examined as to any communication between the victim and the domestic violence
advocate.

(a) For purposes of this section, “domestic violence advocate” means an employee or
supervised volunteer from a community-based domestic violence program or human
services program that provides information, advocacy, counseling, crisis intervention,
emergency shelter, or support to victims of domestic violence and who is not employed
by, or under the direct supervision of, a law enforcement agency, a prosecutor's office, or
the child protective services section of the department of social and health services as
defined in RCW 26.44.020,

(b) A domestic violence advocate may disclose a confidential communication without the
consent of the victim if failure to disclose is likely to result in a clear, imminent risk of
serious physical injury or death of the victim or another person, This section does not
relieve a domestic violence advocate from the requirement to report or cause to be
reported an incident under RCW 26.44,030(1) or to disclose relevant records relating to a
child as required by *RCW 26.44.030(12). Any domestic violence advocate participating
in good faith in the disclosing of communications under this subsection is immune from
liability, civil, criminal, or otherwise, that might result from the action. In any
proceeding, civil or criminal, arising out of a disclosure under.this subsection, the good
faith of the domestic violence advocate who disclosed the confidential communication
shall be presumed.

(9) A mental health counselor, independent clinical social worker, or marriage and family
therapist licensed under chapter 18.225 RCW may not disclose, or be-compelled to testify
about, any information acquired from persons consulting the individual in a professional
capacity when the information was necessary to enable the individual to render
professional services to those persons except:

(a) With the written authorization of that person or, in the case of death or disability, the
person's personal representative;

(b) If the person waives the privilege by bringing charges against the mental health
counselor licensed under chapter 18,225 RCW;

(¢) In response to a subpoena from the secretary of health, The secretary may subpoena
only records related to a complaint or report under RCW 18.130.050;

(d) As required under chapter 26.44 or 74,34 RCW or RCW 71.05.360 (8) and (9); or

(e) To any individual if the mental health counselor, independent clinical social worker,
or marriage and family therapist licensed under chapter 18.225 RCW reasonably believes
that disclosure will avoid or minimize an imminent danger to the health or safety of the
individual or any other individual; however, there is no obligation on the part of the
provider to so disclose.



[2012 ¢ 29 § 12, eff, June 7, 2012; 2009 ¢ 424 § 1, eff. July 26, 2009; 2008 ¢ 6 § 402,
eff, June 12, 2008; 2007 ¢ 472 § 1, eff. July 22, 2007, Prior: 2006 ¢ 259 § 2, eff. June 7,
2006; 2006 ¢ 202 § 1, eff., June 7, 2006; 2006 ¢ 30 § 1, eff. June 7, 2006; 2005 ¢ 504 §
705, eff. July 1, 2005; 2001 ¢ 286 § 2; 1998 ¢ 72 § 1; 1997 ¢ 338 § 1; 1996 ¢ 156 § 1;
1995 ¢ 240 § 1; 1989 ¢ 271 § 301; prior; 1989 ¢ 10 § 1; 1987 ¢ 439 § 11; 1987 ¢ 212 §
1501; 1986 ¢ 305 § 101; 1982 ¢ 56 § 1; 1979 ex.s. ¢ 215 § 2, 1965 ¢ 13 § 7; Code 1881 §
392;1879p 118 § 1; 1877 p 86 § 394; 1873 p 107 § 385; 1869 p 104 § 387; 1854 p 187 §
294; RRS § 1214, Cf. 1886 p 73 § 1.]

RCW 70.02.005. Findings
The legislature finds that:

(1) Health care information is personal and sensitive information that if improperly used
or released may do significant harm to a patient's interests in privacy, health care, or other
interests,

(2) Patients need access to their own health care information as a matter of fairness to
enable them to make informed decisions about their health care and correct inaccurate or
incomplete information about themselves.

(3) In order to retain the full trust and confidence of patients, health care providers have
an interest in assuring that health care information is not improperly disclosed and in
having clear and certain rules for the disclosure of health care information.

(4) Persons other than health care providers obtain, use, and disclose health record
information in many different contexts and for many different purposes. It is the public
policy of this state that a patient's interest in the proper use and disclosure of the patient's
health care information survives even when the information is held by persons other than
health care providers,

(5) The movement of patients and their health care information across state lines, access
to and exchange of health care information from automated data banks, and the
emergence of multistate health care providers creates a compelling need for uniform law,
rules, and procedures governing the use and disclosure of health care information.

[1991 ¢ 335 § 101.]



RCW 70.02.010. Definitions

The definitions in this section apply throughout this chapter unless the context clearly
requires otherwise,

(1) “Audit” means an assessment, evaluation, determination, or investigation of a health

care provider by a person not employed by or affiliated with the provider to determine
compliance with:

(a) Statutory, regulatory, fiscal, medical, or scientific standards;
(b) A private or public program of payments to a health care provider; or
(¢) Requirements for licensing, accreditation, or certification.

(2) “Directory information” means information disclosing the presence, and for the
purpose of identification, the name, location within a health care facility, and the general
health condition of a particular patient who is a patient in a health care facility or who is
currently receiving emergency health care in a health care facility.

(3) “Federal, state, or local law enforcement authorities” means an officer of any agency
or authority in the United States, a state, a tribe, a territory, or-a political subdivision of'a
state, a tribe, or a territory who is empowered by law to: (a) Investigate or conduct an
official inquiry into a potential criminal violation of law; or (b) prosecute or otherwise
conduct a criminal proceeding arising from an alleged violation of law.

(4) “General health condition” means the patient's health status described in terms of
“critical,” “poor,” “fair,” “good,” “excellent,” or terms denoting similar conditions.

(5) “Health care” means any care, service, or procedure provided by a health care
provider:

(a) To diagnose, treat, or maintain a patient's physical or mental condition; or
(b) That affects the structure or any function of the human body,

(6) “Health care facility” means a hospital, clinic, nursing home, laboratory, office, or
similar place where a health care provider provides health care to patients.

(7) “Health care information” means any information, whether oral or recorded in any
form or medium, that identifies or can readily be associated with the identity of a patient
and directly relates to the patient's health care, including a patient's deoxyribonucleic acid
and identified sequence of chemical base pairs. The term includes any required
accounting of disclosures of health care information,

(8) “Health care operations” means any of the following activities of a health care
provider, health care facility, or third-party payor to the extent that the activities are



related to functions that make an entity a health care provider, a health care facility, or a
third-party payor:

(a) Conducting: Quality assessment and improvement activities, including outcomes
evaluation and development of clinical guidelines, if the obtaining of generalizable
knowledge is not the primary purpose of any studies resulting from such activities;
population-based activities relating to improving health or reducing health care costs,
protocol development, case management and care coordination, contacting of health care
providers and patients with information about treatment alternatives; and related
functions that do not include treatment;

(b) Reviewing the competence or qualifications of health care professionals, evaluating
practitioner and provider performance and third-party payor performance, conducting
training programs in which students, trainees, or practitioners in areas of health care learn
under supervision to practice or improve their skills as health care providers, training of
nonhealth care professionals, accreditation, certification, licensing, or credentialing
activities;

(¢) Underwriting, premium rating, and other activities relating to the creation, renewal, or
replacement of a contract of health insurance or health benefits, and ceding, securing, or
placing a contract for reinsurance of risk relating to claims for health care, including stop-
loss insurance and excess of loss insurance, if any applicable legal requirements are met;

(d) Conducting or arranging for medical review, legal services, and auditing functions,
including fraud and abuse detection and compliance programs;

(e) Business planning and development, such as conducting cost-management and
planning-related analyses related to managing and operating the health care facility or
third-party payor, including formulary development and administration, development, or
improvement of methods of payment or coverage policies; and

(f) Business management and general administrative activities of the health care facility,
health care provider, or third-party payor including, but not limited to:

(i) Management activities relating to implementation of and compliance with the
requirements of this chapter;

(if) Customer service, including the provision of data analyses for policy holders, plan
sponsors, or other customers, provided that health care information is not disclosed to
such policy holder, plan sponsor, or customer;

(iii) Resolution of internal grievances;

(iv) The sale, transfer, merger, or consolidation of all or part of a health care provider,
health care facility, or third-party payor with another health care provider, health care
facility, or third-party payor or an entity that following such activity will become a health

care provider, health care facility, or third-party payor, and due diligence related to such
activity; and



(v) Consistent with applicable legal requirements, creating deidentified health care
information or a limited dataset and fund-raising for the benefit of the health care
provider, health care facility, or third-party payor.

(9) “Health care provider” means a person who is licensed, certified, registered, or
otherwise authorized by the law of this state to provide health care in the ordinary course
of business or practice of a profession.

(10) “Institutional review board” means any board, committee, or other group formally
designated by an institution, or authorized under federal or state law, to review, approve
the initiation of, or conduct periodic review of research programs to assure the protection
of the rights and welfare of human research subjects.

(11) “Maintain,” as related to health care information, means to hold, possess, preserve,
retain, store, or control that information.-

(12) “Patient” means an individual who receives or has received health care, The term
includes a deceased individual who has received health care.

(13) “Payment” means:
(a) The activities undertaken by:

(i) A third-party payor to obtain premiums or to determine or fulfill its responsibility for
coverage and provision of benefits by the third-party payor; or

(il) A health care provider, health care facility, or third-party payor, to obtain or provide
reimbursement for the provision of health care; and

(b) The activities in (a) of this subsection that relate to the patient to whom health cate is
provided and that include, but are not limited to:

(1) Determinations of eligibility or coverage, including coordination of benefits or the
determination of cost-sharing amounts, and adjudication or subrogation of health benefit
claims;

(i) Risk adjusting amounts due based on enrollee health status and demographic
characteristics;

(iif) Billing, claims management, collection activities, obtaining payment under a contract
for reinsurance, including stop-loss insurance and excess of loss insurance, and related
health care data processing;

(iv) Review of health care services with respect to medical necessity, coverage under a
health plan, appropriateness of care, or justification of charges;

(v) Utilization review activities, including precertification and preauthorization of
services, and concurrent and retrospective review of services; and



(vi) Disclosure to consumer reporting agencies of any of the following health care
information relating to collection of premiums or reimbursement:

(A) Name and address;

(B) Date of birth;

(C) Social security number;
(D) Payment history;

(E) Account number; and

(F) Name and address of the health care provider, health care facility, and/or third-party
payor.

(14) “Person” means an individual, corporation, business trust, estate, trust, partnership,.
association, joint venture, government, governmental subdivision or agency, or any other
legal or commercial entity.

(15) “Reasonable fee” means the charges for duplicating or searching the record, but shall
not exceed sixty-five cents per page for the first thirty pages and fifty cents per page for
all other pages. In addition, a clerical fee for searching and handling may be charged not
. to exceed fifteen dollars. These amounts shall be adjusted biennially in accordance with
changes in the consumer price index, all consumers, for Seattle-Tacoma metropolitan
statistical area as determined by the secretary of health., However, where editing of
records by a health care provider is required by statute and is done by the provider
personally, the fee may be the usual and customary charge for a basic office visit.

(16) “Third-party payor” means an insurer regulated under Title 48 RCW authorized to
transact business in this state or other jurisdiction, including a health care service
contractor, and health maintenance organization; or an employee welfare benefit plan; or
a state or federal health benefit program.

(17) “Treatment” means the provision, coordination, or management of health care and
related services by one or more health care providers or health care facilities, including
the coordination or management of health care by a health care provider or health care
facility with a third party; consultation between health care providers or health care
facilities relating to a patient; or the referral of a patient for health care from one health
care provider or health care facility to another,

[2006 ¢ 235 § 2, eff. March 27, 2006; 2005 ¢ 468 § 1, eff. July 24, 2005; 2002 ¢ 318 § 1;
1993 ¢ 448 § 1, 1991 ¢ 335 § 102.]



RCW 70,02.020. Disclosure by health care provider

(1) Except as authorized in RCW 70.02.050, a health care provider, an individual who
assists a health care provider in the delivery of health care, or an agent and employee of a
health care provider may not disclose health care information about a patient to any other
person without the patient's written authorization. A disclosure made under a patient's
written authorization must conform to the authorization.

(2) A patient has a right to receive an accounting of disclosures of health care information
made by a health care provider or a health care facility in the six years before the date on
which the accounting is requested, except for disclosures:

(a) To carry out treatment, payment, and health care operations;

(b) To the patient of health care information about him or her;

(c) Incident to a use or disclosure that is otherwise permitted or required;

(d) Pursuant to an authorization where the patient authorized the disclosure of health care
information about himself or herself}

(e) Of directory information;
(f) To persons involved in the patient's care;

(g) For national security or intelligence purposes if an accounting of disclosures is not
permitted by law;

(h) To correctional Institutions or law enforcement officials if an accounting of
disclosures is not permitted by law; and

(1) Of a limited data set that excludes direct identifiers of the patient or of relatives,
employers, or household members of the patient.

[2005 ¢ 468 § 2, eff. July 24, 2005; 1993 ¢ 448 § 2; 1991 ¢ 335 § 201.]

RCW 70,02.030, Patient authorization of disclosure

(1) A patient may authorize a health care provider or health care facility to disclose the
patient's health care information. A health care provider or health care facility shall honor
an authorization and, if requested, provide a copy of the recorded health care information
unless the health care provider or health care facility denies the patient access to health
care information under RCW 70.02,090. '

(2) A health care provider or health care facility may charge a reasonable fee for
providing the health care information and is not required to honor an authorization until
the fee is paid.



(3) To be valid, a disclosure authorization to a health care provider or health care facility
shall:

(a) Be in writing, dated, and signed by the patient;
(b) Identify the nature of the information to be disclosed,;

(c) Identify the name and institutional affiliation of the person or class of persons to
whom the information is to be disclosed;

(d) Identify the provider or class of providers who are to make the disclosure;

(e) Identify the patient; and

(f) Contain an expiration date or an expiration event that relates to the patient or the
purpose of the use or disclosure.

(4) Unless disclosure without authorization is otherwise permitted under RCW 70.02.050
or the federal health insurance portability and accountability act of 1996 and its
implementing regulations, an authorization may permit the disclosure of health care
information to a class of persons that includes:

(a) Researchers if the health care provider or health care facility obtains the informed
consent for the use of the patient's health care information for research purposes; or

(b) Third-party payors if the information is only disclosed for payment purposes.

(5) Except as provided by this chapter, the signing of an authorization by a patient is not a
waiver of any rights a patient has under other statutes, the rules of evidence, or common
law.

(6) When an authorization permits the disclosure of health care information to a financial
institution or an employer of the patient for purposes other than payment, the
authorization as it pertains to those disclosures shall expire ninety days after the signing
of the authorization, unless the authorization is renewed by the patient.

(7) A health care provider or health care facility shall retain the original or a copy of each
authorization or revocation in conjunction with any health care information from which
disclosures are made,

(8) Where the patient is under the supervision of the department of corrections, an
authorization signed pursuant to this section for health care information related to mental
health or drug or alcohol treatment expires at the end of the term of supervision, unless
the patient is part of a treatment program that requires the continued exchange of
information until the end of the period of treatment.

[2005 ¢ 468 § 3, eff. July 24, 2005; 2004 ¢ 166 § 19, eff. July 1, 2004; 1994 sp.s. ¢ 9 §
741, 1993 ¢ 448 § 3; 1991 ¢ 335 § 202.]



RCW 70.02,040. Patient's revocation of authorization for disclosure

A patient may revoke in writing a disclosure authorization to a health care provider at any
time unless disclosure is required to effectuate payments for health care that has been
provided or other substantial action has been taken in reliance on the authorization, A
patient may not maintain an action against the health care provider for disclosures made

in good-faith reliance on an authorization if the health care provider had no actual notice
of the revocation of the authorization,

[1991 ¢ 335 § 203.]

RCW 70.02.050. Disclosure without patient's authorization

(1) A health care provider or health care facility may disclose health care information
about a patient without the patient's authorization to the extent a recipient needs to know
the information, if the disclosure is:

‘(a) To a-person who the provider or facility reasonably believes is providing health care
to the patient;

(b) To any other person who requires health care information for health care education, or
to provide planning, quality assurance, peer review, or administrative, legal, financial,
actuarial services to, or other health care operations for or on behalf of the health care
provider or health care facility; or for assisting the health care provider or health care
facility in the delivery of health care and the health care provider or health care facility
reasonably believes that the person: :

(i) Will not use or disclose the health care information for any other purpose; and
(if) Will take appropriate steps to protect the health care information;

(c) To any other health care provider or health care facility reasonably believed to have
previously provided health care to the patient, to the extent necessary to provide health
care to the patient, unless the patient has instructed the health care provider or health care
facility in writing not to make the disclosure;

(d) To any person if the health care provider or health care facility reasonably believes
that disclosure will avoid or minimize an imminent danger to the health or safety of the
patient or any other individual, however there is no obligation under this chapter on the
part of the provider or facility to so disclose;

(e) To immediate family members of the patient, including a patient's state registered
domestic partner, or any other individual with whom the patient is known to have a close
personal relationship, if made in accordance with good medical or other professional



practice, unless the patient has instructed the health care provider or health care facility in
writing not to make the disclosure;

(£ To a health care provider or health care facility who is the successor in interest to the
health care provider or health care facility maintaining the health care information;

| (g) For use in a research project that an institutional review board has determined:

(i) Is of sufficient importance to outweigh the intrusion into the privacy of the patient that
would result from the disclosure;

(i) Is impracticable without the use or disclosure of the health care information in
individually identifiable form;

(iif) Contains reasonable safeguards to protect the information from redisclosure;

(iv) Contains reasonable safeguards to protect against identifying, directly or indirectly,
any patient in any report of the research project; and

(v) Contains procedures to remove or destroy at the earliest opportunity, consistent with
the purposes of the project, information that would enable the patient to be identified,
unless an institutional review board authorizes retention of identifying information for -
purposes of another research project;

(h) To a person who obtains information for purposes of an audit, if that person agrees in
writing to:

(1) Remove or destroy, at the earliest opportunity consistent with the purpose of the audit,
information that would enable the patient to be identified; and

(i) Not to disclose the information further, except to accomplish the audit or report
unlawful or improper conduct involving frand in payment for health care by a health care
provider or patient, or other unlawful conduct by the health care provider;

() To an official of a penal or other custodial institution in which the patient is detained;

() To provide directory information, unless the patient has instructed the health care
provider or health care facility not to make the disclosure;

(k) To fire, police, sheriff, or another public authority, that brought, or caused to be
brought, the patient to the health care facility or health care provider if the disclosure is
limited to the patient's name, residence, sex, age, occupation, condition, diagnosis,
estimated or actual discharge date, or extent and location of injuries as determined by a
physician, and whether the patient was conscious when admitted;

(I) To federal, state, or local law enforcement authorities and the health care provider,
health care facility, or third-party payor believes in good faith that the health care



information disclosed constitutes evidence of criminal conduct that occurred on the
premises of the health care provider, health care facility, or third-party payor;

(m) To another health care provider, health care facility, or third-party payor for the
health care operations of the health care provider, health care facility, or third-party payor
that receives the information, if each entity has or had a relationship with the patient who
is the subject of the health care information being requested, the health care information

pertains to such relationship, and the disclosure is for the purposes described in RCW
70,02.010(8)(a) and (b); or

(n) For payment.

(2) A health care provider shall disclose health care information about a patient without
the patient's authorization if the disclosure is:

(@) To federal, state, or local public health authorities, to the extent the health care
provider is required by law to report health care information; when needed to determine
compliance with state or federal licensure, certification or registration rules or laws; or
when needed to protect the public health;

(b) To federal, state, or local law enforcement avthorities to the extent the health care
provider is required by law;

(c) To federal, state, or local law enforcement authorities, upon receipt of a written or oral
request made to a nursing supervisor, administrator, or designated privacy official, in a
case in which the patient is being treated or has been treated for a bullet wound, gunshot
wound, powder burn, or other injury arising from or caused by the discharge of a firearm,
or an injury caused by a knife, an ice pick, or any other sharp or pointed instrument
which federal, state, or local law enforcement authorities reasonably believe to have been
intentionally inflicted upon a person, or a blunt force injury that federal, state, or local
law enforcement authorities reasonably believe resulted from a criminal act, the
following information, if known:

(i) The name of the patient;
(ii) The patient's residence;
(iii) The patient's sex;
(iv) The patient's age;
(v) The patient's condition;

(vi) The patient's diagnosis, or extent and location of injuries as determined by a health
care provider;

(vii) Whether the patient was conscious when admitted,;



(viif) The name of the health care provider making the determination in (c)(v), (vi), and
(vii) of this subsection;

(ix) Whether the patient has been transferred to another facility; and

(x) The patient's discharge time and date;

(d) To county coroners and medical examiners for the investigations of deaths;
(€) Pursuant to compulsory process in accordance with RCW 70.02.060.

(3) All state or local agencies obtaining patient health care information pursuant to this
section shall adopt rules establishing their record acquisition, retention, and security
policies that are consistent with this chapter.

[2007 ¢ 156 § 12, eff. July 22, 2007; 2006 ¢ 235 § 3, eff. March 27, 2006; 2005 ¢ 468 §
4, eff. July 24, 2005; 1998 ¢ 158 § 1; 1993 ¢ 448 § 4; 1991 ¢ 335 § 204.]

RCW 70.02.060. Discovery request or compulsory process

(1) Before service of a discovery request or compulsory process on a health care
provider for health care information, an attorney shall provide advance notice to the
health care provider and the patient or the patient's attorney involved through service of
process or first-class mail, indicating the health care provider from whom the information
is sought, what health care information is sought, and the date by which a protective
order must be obtained to prevent the health care provider from complying. Such date
shall give the patient and the health care provider adequate time to seek a protective
order, but in no event be less than fourteen days since the date of service or delivery to
the patient and the health care provider of the foregoing, Thereafter the request for
discovery or compulsory process shall be served on the health care provider.

(2) Without the written consent of the patient, the health care provider may not disclose
the health care information sought under subsection (1) of this section if the requestor has
not complied with the requirements of subsection (1) of this section. In the absence of a
protective order issued by a court of competent jurisdiction forbidding compliance, the
health care provider shall disclose the information in accordance with this chapter. In the
case of compliance, the request for discovery or compulsory process shall be made a part
of the patient record.

(3) Production of health care information under this section, in and of itself, does not
constitute a waiver of any privilege, objection, or defense existing under other law or rule
of evidence or procedure.

[1991 ¢ 335 § 205.]



RCW 70.02.170. Civil remedies

(1) A person who has complied with this chapter may maintain an action for the relief
provided in this section against a health care provider or facility who has not complied
with this chapter.

(2) The court may order the health care provider or other person to comply with this
chapter. Such relief may include actual damages, but shall not include consequential or
incidental damages. The court shall award reasonable attorneys' fees and all other
expenses reasonably incurred to the prevailing party.

(3) Any action under this chapter is barred unless the action is commenced within two
years after the cause of action is discovered.

(4) A violation of this chapter shall not be deemed a violation of the consumer protection
act, chapter 19.86 RCW.

[1991 ¢ 335 § 801.]

RCW 70.02.900. Conflicting laws

(1) This chapter does not restrict a health care provider, a third- party payor, or an
insurer regulated under Title 48 RCW from complying with obligations imposed by
federal or state health care payment programs or federal or state law.,

(2) This chapter does not modify the terms and conditions of disclosure under Title 51
RCW and chapters 13.50, 26.09, 70.24, 70.96A, 71,05, 71.34, and 74.09 RCW and rules
adopted under these provisions.

[2011 ¢ 305 § 10, eff. July 22, 2011; 2000 ¢ 5 § 4; 1991 ¢ 335 § 901.]

RCW 70.41.200, Quality improvement and medical malpractice prevention
program--Quality improvement committee--Sanction and grievance procedures-
Information collection, reporting, and sharing

(1) Every hospital shall maintain a coordinated quality improvement program for the
improvement of the quality of health care services rendered to patients and the
identification and prevention of medical malpractice. The program shall include at least
the following:

(a) The establishment of a quality improvement committee with the responsibility to
review the services rendered in the hospital, both retrospectively and prospectively, in
order to improve the quality of medical care of patients and to prevent medical
malpractice. The committee shall oversee and coordinate the quality improvement and



medical malpractice prevention program and shall ensure that information gathered
pursuant to the program is used to review and to revise hospital policies and procedures;

(b) A medical staff privileges sanction procedure through which credentials, physical and
mental capacity, and competence in delivering health care services are periodically
reviewed as part of an evaluation of staff privileges;

(c) The periodic review of the credentials, physical and mental capacity, and competence

in delivering health care services of all persons who are employed or associated with the
hospital;

(dy A procedure for the prompt resolution of grievances by patients or their
representatives related to accidents, injuries, treatment, and other events that may result
in claims of medical malpractice;

(¢) The maintenance and continuous collection of information concerning the hospital's
experience with negative health care outcomes and incidents injurious to patients
including health care-associated infections as defined in RCW 43.70.056, patient
grievances, professional liability premiums, settlements, awards, costs incurred by the
hospital for patient injury prevention, and safety improvement activities;

(f) The maintenance of relevant and appropriate information gathered pursuant to (a)
through (e) of this subsection concerning individual physicians within the physician's
personnel or credential file maintained by the hospital;

(8) Education programs dealing with quality improvement, patient safety, medication
errors, injury prevention, infection control, staff responsibility to report professional
misconduct, the legal aspects of patient care, improved communication with patients, and
causes of malpractice claims for staff personnel engaged in patient care activities; and

(h) Policies to ensure compliance with the reporting requirements of this section.

(2) Any person who, in substantial good faith, provides information to further the
purposes of the quality improvement and medical malpractice prevention program or
who, in substantial good faith, participates on the quality improvement committee shall
not be subject to an action for civil damages or other relief as a result of such activity.
Any person or entity participating in a coordinated quality improvement program that, in
substantial good faith, shares information or documents with one or more other programs,
committees, or boards under subsection (8) of this section is not subject to an action for
civil damages or other relief as a result of the activity. For the purposes of this section,
sharing information is presumed to be in substantial good faith. However, the
presumption may be rebutted upon a showing of clear, cogent, and convincing evidence
that the information shared was knowingly false or deliberately misleading.

(3) Information and documents, including complaints and incident reports, created
specifically for, and collected and maintained by, a quality improvement committee are
not subject to review or disclosure, except as provided in this section, or discovery or
introduction into evidence in any civil action, and no person who was in attendance at a



meeting of such committee or who participated in the creation, collection, or maintenance
of information or documents specifically for the committee shall be permitted or required
to testify in any civil action as to the content of such proceedings or the documents and
information prepared specifically for the committee. This subsection does not preclude:
(2) In any civil action, the discovery of the identity of persons involved in the medical
care that is the basis of the civil action whose involvement was independent of any
quality improvement activity; (b) in any civil action, the testimony of any person
concerning the facts which form the basis for the institution of such proceedings of which
the person had personal knowledge acquired independently of such proceedings; (¢) in
any civil action by a health care provider regarding the restriction or revocation of that
individual's clinical or staff privileges, introduction into evidence information collected
and maintained by quality improvement committees regarding such health care provider;
(d) in any civil action, disclosure of the fact that staff privileges were terminated or
restricted, including the specific restrictions imposed, if any and the reasons for the
restrictions; -or (e) in any civil action, discovery and introduction into evidence of the
patient's medical records required by regulation of the department of health to be made
regarding the care and treatment received.

(4) Bach quality improvement committee shall, on at least a semiannual basis, report to
the governing board of the hospital in which the committee is located. The report shall
review the quality improvement activities conducted by the committee, and any actions
taken as a result of those activities,

(5) The department of health shall adopt such rules as are deemed appropriate to
effectuate the purposes of this section.

(6) The medical quality assurance commission or the board of osteopathic medicine and
surgery, as appropriate, may review and audit the records of committee decisions in
which a physician's privileges are terminated or restricted. Each hospital shall produce
and make accessible to the commission or board the appropriate records and otherwise
facilitate the review and audit. Information so gained shall not be subject to the discovery
process and confidentiality shall be respected as required by subsection (3) of this
section, Failure of a hospital to comply with this subsection is punishable by a civil
penalty not to exceed two hundred fifty dollars.

(7) The department, the joint commission on accreditation of health care organizations,
and any other accrediting organization may review and audit the records of a quality
improvement committee or peer review committee in connection with their inspection
and review of hospitals, Information so obtained shall not be subject to the discovery
process, and confidentiality shall be respected as required by subsection (3) of this
section, Each hospital shall produce and make accessible to the department the
appropriate records and otherwise facilitate the review and audit.

(8) A coordinated quality improvement program may share information and documents,
including complaints and incident reports, created specifically for, and collected and
maintained by, a quality improvement committee ot a peet review committee under RCW
4.24.250 with one or more other coordinated quality improvement programs maintained



in accordance with this section or RCW 43.70.510, a coordinated quality improvement
committee maintained by an ambulatory surgical facility under RCW 70.230.070, a
quality assurance committee maintained in accordance with RCW 18.20.390 or
74.42.640, or a peer review committee under RCW 4.24,250, for the improvement of the
quality of health care services rendered to patients and the identification and prevention
of medical malpractice. The privacy protections of chapter 70.02 RCW and the federal
health insurance portability and accountability act of 1996 and its implementing
regulations apply to the sharing of individually identifiable patient information held by a
coordinated quality improvement program. Any rules necessary to implement this section
shall meet the requirements of applicable federal and state privacy laws. Information and
documents disclosed by one coordinated quality improvement program to another
coordinated quality improvement program or a peer review committee under RCW
424250 and any information and documents created or maintained as a result of the
sharing of information and documents shall not be subject to the discovery process and
confidentiality shall be respected as required by subsection (3) of this section, RCW
18.20.390 (6) and (8), 74.42.640 (7) and (9), and 4.24.250.

(9) A hospital that operates a nursing home as defined in RCW 18.51.010 may conduct
quality improvement activities for both the hospital and the nursing home through a
quality improvement committee under this section, and such activities shall be subject to
.the provisions of subsections (2) through (8).of this section.

(10) Violation of this section shall not be considered negligence per se.

[2007 ¢ 273 § 22, eff, July 1, 2009; 2007 ¢ 261 § 3, eff. July 22, 2007. Prior: 2005 ¢ 291
§ 3, eff, July 24, 2005; 2005 ¢ 33 § 7, eff. July 24, 2005; 2004 ¢ 145 § 3, eff. June 10,
2004; 2000 ¢ 6 § 3; 1994 sp.s. ¢ 9 § 742; 1993 ¢ 492 § 415; 1991 ¢ 3 § 336; 1987 ¢ 269 §
5, 1986 ¢ 300 § 4.]

RPC 1.13 ORGANIZATION AS CLIENT

(a) A lawyer employed or retained by an organization represents the organization acting
through its duly authorized constituents.

(b) If a lawyer for an organization knows that an officer, employee or other person
associated with the organization is engaged in action, intends to act or refuses to act in a
matter related to the representation that is a violation of a legal obligation to the
organization, or a violation of law that reasonably might be imputed to the organization,
and that is likely to result in substantial injury to the organization, then the lawyer shall
proceed as is reasonably necessary in the best interest of the organization. Unless the
lawyer reasonably believes that it is not necessary in the best interest of the organization
to do so, the lawyer shall refer the matter to higher authority in the organization,
including, if warranted by the circumstances, to the highest authority that can act on
behalf of the organization as determined by applicable law.

(c) Except as provided in paragraph (d), if



(1) despite the lawyer's efforts in accordance with paragraph (b) the highest authority that
can act on behalf of the organization insists upon or fails to address in a timely and
appropriate manner an action, or a refusal to act, that is clearly a violation of law, and

(2) the lawyer reasonably believes that the violation is reasonably certain to result in
substantial injury to the organization.

then the lawyer may reveal information relating to the representation whether or not Rule

1.6 permits such disclosure, but only if and to the extent the lawyer reasonably believes
necessary to prevent substantial injury to the organization.

(d) Paragraph (c) shall not apply with respect to information relating to a lawyer's
representation of an organization to investigate an alleged violation of law, or to defend
the organization or an officer, employee or other constituent associated with the
organization against a claim arising out of an alleged violation of law.

(e) A lawyer who reasonably believes that he or she has been discharged because of the
lawyer's actions taken pursuant to paragraphs (b) and (c), or who withdraws under
circumstances that require or permit the lawyer to take action under either of those
paragraphs, shall proceed as the lawyer reasonably believes necessary to assure that the
organization's highest authority is informed of the lawyer's discharge or withdrawal.

(f) In dealing with an organization's directors, officers, employees, members,
shareholders or other constituents, a lawyer shall explain the identity of the client when
the lawyer knows or reasonably should know that the organization's interests are adverse
to those of the constituents with whom the lawyer is dealing,.

(g) A lawyer representing an organization may also represent any of its directors,
officers, employees, members, shareholders or other constituents, subject to the
provisions of Rule 1.7. If the organization's consent to the dual representation is required
by Rule 1.7, the consent shall be given by an appropriate official of the organization other
than the individual who is to be represented, or by the shareholders.

(h) For purposes of this Rule, when a lawyer who is not a public officer or employee
represents a discrete governmental agency or unit that is part of a broader governmental
entity, the lawyer's client is the particular governmental agency or unit represented, and
not the broader governmental entity of which the agency or unit is a part, unless:

(1) otherwise provided in a written agreement between the lawyer and the governmental
agency or unit; or

(2) the broader governmental entity gives the lawyer timely written notice to the contrary,
* in which case the client shall be designated by such entity. Notice under this subsection
shall be given by the person designated by law as the chief legal officer of the broader
governmental entity, or in the absence of such designation, by the chief executive officer
of the entity.

[Adopted effective September 1, 2006.]



COMMENT
The Entity as the Client

[1] An organizational client is a legal entity, but it cannot act except through its officers,
directors, employees, shareholders and other constituents. Officers, directors, employees
and shareholders are the constituents of the corporate organizational client. The duties
defined in this Comment apply equally to unincorporated associations. “Other
constituents” as used in this Comment means the positions equivalent to officers,
directors, employees and shareholders held by persons acting for organizational clients
that are not corporations.

[2] When one of the constituents of an organizational client communicates with the
organization's lawyer in that person's organizational capacity, the communication is
protected by Rule 1.6, Thus, by way of example, if an organizational client requests its
lawyer to investigate allegations of wrongdoing, interviews made in the course of that
investigation between the lawyer and the client's employees or other constituents are
covered by Rule 1.6, This does not mean, however, that constituents of an organizational
client are the clients of the lawyer, The lawyer may not disclose to such constituents
information relating to the representation except for disclosures explicitly or impliedly
authorized by the organizational client in order to carry out the representation or as
otherwise permitted by Rule 1.6. '

[3] When constituents of the organization make decisions for it, the decisions ordinarily
must be accepted by the lawyer even if their utility or prudence is doubtful. Decisions
concerning policy and operations, including ones entailing serious risk, are not as such in
the lawyer's province, Paragraph (b) makes clear, however, that when the lawyer knows
that the organization is likely to be substantially injured by action of an officer or other
constituent that violates a legal obligation to the organization or is in violation of law that
might be imputed to the organization, the lawyer must proceed as is reasonably necessary
in the best interest of the organization, As defined in Rule 1.0(f), knowledge can be
inferred from circumstances, and a lawyer cannot ignore the obvious.

[4] In determining how to proceed under paragraph (b), the lawyer should give due
consideration to the seriousness of the violation and its consequences, the responsibility
in the organization and the apparent motivation of the person involved, the policies of the
organization concerning such matters, and any other relevant considerations, Ordinarily,
referral to a higher authority would be necessary. In some circumstances, however, it may
be appropriate for the lawyer to ask the constituent to reconsider the matter; for example,
if the circumstances involve a conmstituent's innocent misunderstanding of law and
subsequent acceptance of the lawyet's advice, the lawyer may reasonably conclude that
the best interest of the organization does not require that the matter be referred to a higher
authority, If a constituent persists in conduct contrary to the lawyer's advice, it will be
necessary for the lawyer to take steps to have the matter reviewed by a higher authority in
the organization, If the matter is of sufficient seriousness and importance or urgency to
the organization, referral to higher authority in the organization may be necessary even if
the lawyer has not communicated with the constituent. Any measures taken should, to the



extent practicable, minimize the risk of revealing information relating to the
representation to persons outside the organization. Even in circumstances where a lawyer
is not obligated by Rule 1.13 to proceed, a lawyer may bring to the attention of an
organizational client, including its highest authority, matters that the lawyer reasonably

believes to be of sufficient importance to warrant doing so in the best interest of the
organization,

[5] Paragraph (b) also makes clear that when it is reasonably necessary to enable the
organization to address the matter in a timely and appropriate manner, the lawyer must
refer the matter to higher authority, including, if warranted by the circumstances, the
highest authority that can act on behalf of the organization under applicable law. The
organization's highest authority to whom a matter may be referred ordinarily will be the
board of directors or similar governing body. However, applicable law may prescribe that
under certain conditions the highest authority reposes elsewhere, for example, in the
independent directors of a corporation.

Relation to Other Rules

[6] The authority and responsibility provided in this Rule are concurrent with the
authority and responsibility provided in other Rules. In particular, this Rule does not limit
or expand the lawyer's responsibility under Rules 1.8, 1.16, 3.3 or 4.1, Paragraph (c) of
this Rule supplements Rule 1.6(b) by providing an additional basis upon which the
lawyer may reveal information relating to the representation, but does not modify,
restrict, or limit the provisions of Rule 1.6(b)(1)-(7). Under paragraph (c) the lawyer may
reveal such information only when the organization's highest authority insists upon or
fails to address threatened or ongoing action that is clearly a violation of law, and then
only to the extent the lawyer reasonably believes necessary to prevent reasonably certain
substantial injury to the organization. It is not necessary that the lawyer's services be used
in furtherance of the violation, but it is required that the matter be related to the lawyer's
representation of the organization. If the lawyer's services are being used by an
organization to further a crime or fraud by the organization. Rules 1.6(b)(2) and 1.6(b)(3)
may permit the lawyer to disclose confidential information. In such circumstances Rule
1.2(d) may also be applicable, in which event, withdrawal from the representation under
Rule 1,16(a)(1) may be required.

[7] Paragraph (d) makes clear that the authority of a lawyer to disclose information
relating to a representation in circumstances described in paragraph (c) does not apply
with respect to information relating to a lawyer's engagement by an organization to
investigate an alleged violation of law or to defend the organization or an officer,
employee or other person associated with the organization against a claim arising out of
an alleged violation of law. This is necessary in order to enable organizational clients to
enjoy- the full benefits of legal counsel in conducting an investigation or defending
against a claim,

[8] A lawyer who reasonably believes that he or she has been discharged because of the
lawyer's actions taken pursvant to paragraph (b) or (¢), or who withdraws in
circumstances that require or permit the lawyer to take action under either of these



paragraphs, must proceed as the lawyer reasonably believes necessary to assure that the
organization's highest authority is informed of the lawyer's discharge or withdrawal,

Government Agency

[9] The duty defined in this Rule applies to governmental organizations. Defining
precisely the identity of the client and prescribing the resulting obligations of such
lawyers may be more difficult in the government context and is a matter beyond the

scope of these Rules. See Scope [18]. Although in some circumstances the client may be
" aspecific agency, it may also be a branch of government, such as the executive branch,
or the government as a whole. For example, if the action or failure to act involves the
head of a bureau either the department of which the bureau is a part or the relevant
branch of government may be the client for purposes of this Rule, Moreover, in a matter
involving the conduct of government officials, a government lawyer may have authority
under applicable law to question such conduct more extensively than that of a lawyer for
a private organization in similar circumstances, Thus, when the client is a governmental
organization, a different balance may be appropriate between maintaining confidentiality
and assuring that the wrongful act is prevented or rectified, for public business is
involved. In addition, duties of lawyers employed by the government or lawyers in
military service may be defined by statutes and regulation, This Rule does not limit that
authority. See Scope..

Clarifying the Lawyer's Role

[10] There are times when the organization's interest may be or become adverse to those
of one or more of its constituents. In such circumstances the lawyer should advise any
constituent, whose interest the lawyer finds adverse to that of the organization of the
conflict or potential conflict of interest, that the lawyer cannot represent such constituent,
and that such person may wish to obtain independent representation. Care must be taken
to assure that the individual understands that, when there is such adversity of interest, the
lawyer for the organization cannot provide legal representation for that constituent
individual, and that discussions between the lawyer for the organization and the
individual may not be privileged.

[11] Whether such a warning should be given by the lawyer for the organization to any
constituent individual may turn on the facts of each case.

Dual Representation

[12] Paragraph (g) recognizes that a lawyer for an organization may also represent a
principal officer or major shareholder.

Derivative Actions
[13] Under generally prevailing law, the shareholders or members of a corporation may

bring suit to compel the directors to perform their legal obligations in the supetvision of
the organization. Members of unincorporated associations have essentially the same right.



Such an action may be brought nominally by the organization, but usually is, in fact, a
legal controversy over management of the organization.

[14] The question can arise whether counsel for the organization may defend such an
action, The proposition that the organization is the lawyer's client does not alone resolve
the issue. Most derivative actiors are a normal incident of an organization's affairs, to be
defended by the organization's lawyer like any other suit. However, if the claim involves
serious charges of wrongdoing by those in control of the organization, a conflict may
arise between the lawyer's duty to the organization and the lawyer's relationship with the
board. In those circumstances, Rule 1.7 governs who should represent the directors and
the organization.

Additional Washington Comment (15)
[15] Paragraph (h) was taken from former Washington RPC 1.7(c); it addresses the
obligations of a lawyer who is not a public officer or employee but is representing a

discrete governmental agency or unit.

[Comment adopted effective September 1, 2006.]
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(b) To the extent required under the
Social Security Act, 42 U.S.C. 1320a—
Tc(a)(5), nothing in this subchapter
shall be construed to diminish the au-
thority of any Iaspector General, in-
cluding such authority as provided in
the Inspector General Act of 1978, as
amended (5 U.S.C. App.).

[65 FR 82798, Dec. 28, 2000, as amended at 67
FR 53266, Aug. 14, 2002]

§160.108 Definitions.

Except as otherwise provided, the fol-
lowing definitions apply to this sub-
chapter:

Act means the Social Security Act.

ANSI stands for the American Na-
tional Standards Institute,

Business associate: (1) Except as pro-
vided in paragraph (2) of this defini-
tion, business associgte means, with re-
gpect to a covered entity, a person who:

(i) On behalf of such covered entity
or of an organized health care arrange-
ment (as defined in §164.501 of this sub-
chapter) in which the covered entity
participates, but other than In the ca-
pacity of a member of the workforce of
such covered entity or arrangement,
performs, or assists in the performance
of:

(A) A function or activity involving
the use or disclosure of individually
identifiable health {nformation, includ-
ing claims processing or administra-
tion, data analysls, processing or ad-
ministration, utilization review, qual-
ity assurance, billing, benefit manage-
ment, practice management, and re-
pricing; or ‘

(B) Any other function or activity
regulated by this subchapter; or

(i) Provides, other than in the capac-
ity of a member of the workforce of
guch covered entity, legal, actuarial,
accounting, consulting, data aggrega-~
tion (as defined in §164.501 of this sub-
chapter), management, admlinistrative,
accreditation, or financial services to
or for such covered entity, or to or for
an organized health care arrangement
in which the covered entity partici-
pates, where the provision of the serv-
tce involves the disclosure of individ-
vally ldentifiable health information
from such covered entity or arrange-
ment, or from another business asso-
oiate of such covered entity or arrange-
ment, to the person,

§160.103

(2) A covered entlty participating in
an organized health care arrangement
that performs a function or activity as
described by paragraph (1)(1) of this
definition for or on behalf of such orga-
nized health care arrangement, or that
provides a service as described in para-
graph (1)(ii) of this definition to or for
such organized health care arrange-
ment, does not, simply through the
performance of such function or activ«
ity or the provision of such service, be-
come a business associate of other cov-
ered entities participating in such or-
ganized health care arrangement.

(3) A covered entity may be a busi-
ness associate of another covered enti-
ty.
CMS stands for Centers for Medicare
& Medicald Services within the Depart-
ment of Health and Human Services.

Compliance date means the date by
which a covered entity must comply
with a standard, implementation speci-
fication, requirement, or modification
adopted under this subchapter,

Covered entity means:

(1) A health plan.

(2) A health care clearinghouse.

(3) A health care provider who trans-
mits any health information in elec-
tronie form In connection with a trans-
action covered by this subchapter,

Disclosure means the release, trans-
fer, provision of, access to, or divulging
in any other manner of information
outside the entity holding the informa-
tion,

EIN stands for the employer ldenti-
fication number assigned by the Inter-
nal Revenue Service, U.S. Department
of the Treasury, The BIN is the tax-
payer identifying number of an Indi-
vidual or other entity (whether or not
an employer) assigned under one of the
foltowing:

(1) 26 U.§8.C, 6011(b), which is the por-
tion of the Internal Revenue Code deal-
ing with identifying the taxpayer in
tax returns and statements, or cor-
responding provisions of prior law,

(2) 26 U.8.C. 6109, which is the portion
of the Internal Revenue Code dealing
with identifying numbers in tax re-
turns, statements, and other required
documents,

Electronic media means:

(1) Electronic storage media includ-
ing memory devices in computers (hard
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drives) and any removable/transport-
able digital memory medium, such as
magnetic tape or disk, optical disk, or
digital memory card; or

(2) Transmission media used to ox-
change information alrecady in elec-
tronic storage medla, Transmission
media include, for example, the inter-
net (wide-open), extranet (using inter-
net technology to link a business with
information accessible only to collabo-
rating parties), leased lines, dial-up
lines, private networks, and the phys-
ical movement of removable/transport-
able electronic storage media. Certain
transmissions, including of paper, via
facsimile, and of voice, via telephone,
are not considered to be transmissions
via electronic media, because the infor~
mation being exchanged did not exist
in electronic form "before the trans-
mlssion,

Electronic protected health Information
means information that comes within
paragraphs (1){) or (1)(ii) of the defini-
tion of protected healilh information as
specified in this section.

Employer is defined as it ls in 26
U.8.C. 3401(d).

Group health plan (also see definition
of health plan in this section) means an
employee welfare benefit plan (as de-
fined in section 3(1) of the Employee
Retirement Income and Security Act of
1974 (ERISA), 29 U.S.C. 1002(1)), inclnd-
ing insured and self-insured plans, to
the extent that the plan provides med-
jcal care (as defined in section
2791(a)(2) of the Public Health Service
Act (PHS Act), 42 U.5.C. 300gg-91(a }(2)),
including items and services paid for as
medical care, to employees or their de-

pendents directly or through insur-
ance, reimbursement, or otherwise,
that:

(1) Has 50 or more participants (as de-
“fined in section 3(7) of ERISA, 20 U.S.C,
1002(7)); or

(2) Is administered by an entity other
than the employer that established and
maintains the plan,

HHS stands for the Department of
Health and Human Services.

Health care means care, services, or
supplles related to the health of an in-
dividual, Health care includes, but is
not limited to, the following:

(1) Preventive, diagnostic, thera-
peutic, rehabilitative, maintenance, or
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palliative care, and counseling, service,
assessment, or procedure with respect
to the physical or mental conditton, or
functional status, of an individual or
that affects the structure or function
of the body; and

(2) Sale or dispensing of a drug, de-
vice, equipment, or other item in ac-
cordance with a prescription.

Health care clearinghouse means a
public or private entity, including a
billing service, repricing company,
community health management infor-
mation system or community health
information system, and ‘‘value-added”
networks and switches, that does ei-
ther of the following functions:

(1) Processes or facilitates the proc-
essing of health information received
from another entity in a nonstandard
format or containing nonstandard data
content into standard data elements or
a standard transaction.

(2) Reoceives a standard transaction
from another entity and processes or
facilitates the processing of health in-
formation into nonstandard format or
nonstandard data content for the re-
ceiving entity,

Health care provider means a provider
of services (as defined in section 1861(u)
of the Act, 42 U.S.C, 1395x(u)), a pro-
vider of medical or health services (as
defined in section 1861(s) of the Act, 42
U.S.C. 1395x(8)), and any other person
or organization who furnishes, bills, or
is paid for health care in the normal
course of business,

Health information means any infor-
mation, whether oral or recorded in
any form or medium, that:

(1) Is created or received by a health
care provider, health plan, public
health authority, employer, life In-
surer, school or university, or health
care clearinghouse; and

(2) Relates to the past, present, or fu-
ture physical or mental health or con-
dition of an individual; the provision of
health care to an individuaf; or the
past, present, or future payment for
the provision of health care to an indi-
vidual.

Health insurance issuer (as defined In
section 2791(b)(2) of the PHS Act, 42
U.5.C. 300gg-91(b)(2) and used in the
definition of health plan in this section)
means an insurance company, Insur-
ance service, or insurance organization

698



Department of Health and Human Services

(including an HMO) that is licensed to
engage in the business of insurance in
a State and is subject to State law that
regulates insurance, Such term does
not include a group health plan,

Health maintenance organization
(HMO) (as defined in section 2791(b)(3)
of the PHS Act, 42 U.8.C. 300gg-91(b)(3)
and used in the definition of health plan
in this section) means a federally
qualified HMO, an organization recog-
nized as an HMO under State law, or a
similar organization regufated for sol-
vency under State law in the same
manner and to the same extent as such
an HMO,

Health plan means an individual or
group plan that provides, or pays the
cost of, medical care (as defined in sec-
tion 2791(a)(2) of the PHS Act, 42 U.S.C,
300g5-91(a)(2)). :

(1) Health plan includes the following,
singly or in combination:

(1) A group health plan, as defined in
this section.

(ii) A health insurance issuer, as de-
fined In this section,

(ili) An HMO, as defined in this sec-
tion.

(iv) Part A or Part B of the Medicare
program under title XVIII of the Act,

(v) The Medicaid program under title
XIX of the Act, 42 U.S.C. 1396, et seq.

(vi) An issuer of a Medicare supple-
mental policy (as defined in section
1882(g)(1) of the Aoct, 42 U.5.C
1395ss8(g)(1)).

(vi1) An lssuer of a long-term care
policy, excluding a nursing home fixed-
indemnity poliey,

(viii) An employee welfare benefit
plan or any other arrangement that is
established or maintained for the pur-
pose of offering or providing health
benefits to the employees of two or
more employers.

(1x) The health care program for ac-
tive military personnel under title 10 of
the United States Code,

(x) The veterans health care program
under 38 U,S.C. chapter 17.

(x1) The Civillan Health and Medical
Program of the Uniformed Services
(CHAMPUS) (as defined in 10 U.S.C.
1072(4)).

(xii) The Indian Health Service pro-
gram under the Indian Health Care Im-
provement Act, 25 U,S.C. 1601, et seq.
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(xiii) The Federal Employees Health
Benefits Program under 5 U.S.C., 8902,
et seq.

(xiv) An approved State child health
plan under title XXI of the Act, pro-
viding benefits for child health assist- .
ance that meet the requirements of
sectlon 2103 of the Act, 42 U.8.C, 1397, et
seq.

(xv) The Moedicare+Choice program
under Part C of title XVIII of the Act,
42 0.8.C. 1395w-21 through 1395w-28,

(xvi) A high risk pool that is a mech-
anism established under State law to
provide health insurance coverage or
comparable coverage to eligible indi-
viduals,

(xvii) Any other individual or group
plan, or combination of individual or
group plans, that provides or pays for
the cost of medical care (as defined in
section 2791(a)(2) of the PHS Act, 42
U.$.C. 300gg-91(a)(2)).

(2) Health plan excludes:

(i) Any policy, plan, or program to
the extent that it provides, or pays for
the cost of, excepted benefits that are
ligted in section 2791(c)(1) of the PHS
Act, 42 U.S.C. 300gg-91(c)(1); and

(ii) A government-funded program
(other than one listed in paragraph
(D({)~(xvi) of this definition):

(A) Whose principal purpose is other
than providing, or paying the cost of,
health care; or

(B) Whose principal activity is:

(1) The direct provision of health care
to persons, or

(2) The making of grants to fund the
direct provision of health care to per-
sOns,

Implementatlon  specification means
specific requirements or instructions
for implementing a standard.

Individual means the person who is
the subject of protected health infor-
mation,

Individually identiflable health infor-
mation ls information that Is a subset
of health information, including demo-
graphic information collected from an
individual, and:

(1) Is created or received by a health.
care provider, health plan, employer,
or health care clearinghouse; and

(2) Relates to the past, present, or fu-
ture physical or mental health or con-
dition of an individualj the provision of
health care to an individual; or the
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past, present, or future payment for
the provision of health care to an indi-
vidualjand

(i) That identifies the individual; or

(ii) With respect to which there is a
reagonable basls to believe the infor-
mation can be used to identify the indi-
vidual,

Modify or modification refers to a
change adopted by the Secretary,
through regulation, to a standard or an
implementation specification,

Organlzed health care arrangement
means:

(1) A clinically integrated care set-
ting in which individuals typically re-
celve health care from more than one
health care provider;

(2) An organized system of health
care in which more than one covered
entity participates and in which the
participating covered entities:

(i) Hold themselves out to the public

as participating in a joint arrange-
ment; and
(ii) Participate in joint activities

that include at least one of the fol-
lowing:

(A) Utilization review, in which
health care decisions by participating
covered entities are reviewed by other
participating covered entities or by a
third party on their behalf;

(B) Quality assessment and improve-
ment activities, in which treatment
provided by participating covered enti-
ties is assessed by other participating
covered entities or by a third party on
their behalf; or

(C) Payment activities, if the finan-
cial risk for delivering health care is
shared, in part or in whole, by partici-
pating covered ecntities through the
joint arrangement and If protected
health information created or received
by a covered entity is reviewed by
other participating covered entities or
by a third party on thelr behalf for the
purpose of administering the sharing of
financial risk,

(3) A group health plan and a health
insurance issuer or HMO with respect
to such group health plan, but only
with respect to protected health infor-
mation created or received by such
health insurance isswer or HMO that
relates to individuals who are or who
have been participants or beneficiaries
in such group health plan;
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(4) A group health plan and one or
more other group health plans each of
which are maintained by the same plan
sponsor; ar

(5) The group health plans described
in paragraph (4) of this definition and
health insurance issuers or HMOs with
respect to such group health plans, but
only with respect to protected health
information created or received by
such health insurance lssuers or HMOs
that relates to individuals who are or
have been participants or beneficiaries
in any of such group health plans.

Person means a natural person, trust
or estate, partnership, corporation,
professional association or corporation,
or other entity,public or private. '

Protected health information means in-
dividually identifiable health informa-
tion:

(1) Bxcept as provided in paragraph
(2) of this definition, that is:

(i) Transmitted by electronic media;

(ii) Maintained in electronic media;
or

(iii) Transmitted or maintained in
any other form or medium,

(2) Protected health information ex-
cludes individually identifiable health
information tn:

(1) Education records covered by the
Famlly Educational Rights and Pri-
vacy Act,as amended, 20 U.5.C, 1232g;

(if) Records described at 20 U.8.C.
1232g(a)(4)(B)(v); and

(i11) Employment records held by a
covered entity in its role as employer.

Secretary means the Secretary of
Health and Human Services or any
other officer or employee of HHS to
whom the authority involved has been
delegated.

Small health plan means a health plan
with annual receipts of $5 million or
less.

Standard means a rule, condition, or
requirement:

(1) Describing the following informa-
tion for products, systems, services or
practices:

(1) Classification of components,

(ii) Specification of materials, per-
formance, or operations; or

(iii) Delineation of procedures; or

(2) With respect to the privaoy of In-
dividually identifiable health informa-
tion,
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Standard setting organization (SSO)
means an organization accredited by
the American National Standards In-
stitute that develops and maintains
standards for information transactions
or data elements, or any other stand-
ard that is necessary for, or will facili-
tate the implementation of, this part.

State refers to one of the following:

(1) For a health plan established or
regulated by Federal law, State has the
meaning set forth in the applicable sec-
tion of the United States Code for such
health plan.

(2) For all other purposes, State
means any of the several States, the
Distriet of Columbia, the Common-
wealth of Puerto Rico, the Virgin Is-
lands, and Guam.

Trading partner agreement means an
agreement related to the exchange of
information In electronic transactions,
whether the agreement is distinct or
part of a larger agreement, between
each party to the agreement, (For ex-
ample, a trading partner agreement
may specify, among other things, the
duties and responsibilities of each
party to the agreement in conducting a
standard transaction.)

Transaction means the transmission
of informatlon between two parties to
carry out financial or administrative
activities related to health care. It in-
cludes the following types of informa-
tion transmissions:

(1) Health care claims or equivalent
encounter information,

(2) Health care payment and remit-
tance advioe,

(3) Coordination of benefits,

(4) Health care claim status,

(5) Enroliment and disenroliment in a
health plan,

(6) Eligibiiity for a health plan.

(7) Health plan premium payments,

(8) Referral certification and author-
ization,

(9) First roport of injury.

(10) Health claims attachments.

(11) Other transactions that the Sec-
retary may prescribe by regulation.

Use means, with respect to indlvid-
ually ldentifiable health informatlon,
the sharing, employment, application,
utilization, examination, or analysis of
such information within an entity that
maintains such information.

§160.201
Workforce means employees, volun-
teers, trainees, and other persons

whose conduct, in the performance of
work for a covered entity, is under the
direct control of such entity, whether
or not they are paid by the covered en-
tity.

[65 FR 82798, Dec. 28, 2000, as amended at 67
FR 38019, May 31, 2002; 67 FR 53266, Aug. 14,
2002; 68 FR 8374, Feb, 20, 2003; 71 FR 8424, Feb.
16, 2006)

§160.104 Modifications.

(a) Except as provided in paragraph
(b) of this section, the Secretary may
adopt a modification to a standard or
implementation specification adopted
under this subchapter no more fre-
quently than once every 12 months,

(b) The Secretary may adopt a modi-
fication at any time during the first
year after the standard or implementa-
tion specification is initially adopted,
if the Secretary determines that the
modification is necessary to permit
compliance with the standard or imple-
mentation specification.

(¢) The Secretary will establish the |
compliance date for any standard or
implementation specification modified
under this sectlon, '

(1) The compliance date for a modi-
fication is no earlier than 180 days
after the effective date of the final rule
in which the Secretary adopts the
modification,

(2) The Secretary may consider the
extent of the modification and the
time needed to comply with the modi-
fication in determining the compliance
date for the modification,

(3) The Secretary may extend the
compliance date for small health plans,
as the Secretary determines is appro-
priate,

[65 FR 82798, Dec. 28, 2000, as amended at 67
FR 38019, May 31, 2002)

Subpart B—Preemption of State
Low

§160.201 Applicability.

The provisions of this subpart imple-
ment section 1178 of the Act, as added
by section 262 of Public Law 104-191.
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§160.202 Definitions.

For purposes of this subpart, the fol-
!owing terms have the following mean-
ings:

Contrary, when used to compare a
provision of State law to a standard,
tequirement, or implementation specl-
fication adopted under this subchapter,
means:

(1) A covered entity would find it im-
possible to comply with both the State
and federal requirements; or

(2) The provision of State law stands
as an obstacle to the accomplishment
and execution of the full purposes and
objectives of part C of title XI of the
Act or section 264 of Pub, L. 104191, as
applicable.

More stringent means, in the context
of a comparison of a provision of State
law and a standard, requirement, or
Implementation specification adopted
under subpart E of part 164 of this sub-
chapter, a State law that meets one or
more of the following criteria:

(1) With respect to a use or disclo-
sure, the law prohibits or restricts a
use or disclosure In circumstances
under which such use or disclosure oth-
erwise would be permitted under this
subchapter, except if the disclosure is:

(1) Required by the Secretary in con-
nection with determining whether a
covered entity is in compliance with
this subchapter; or

(ii) To the individual who is the sub-
jeet of the individually identifiable
health information,

(2) With respect to the rights of an
individual, who is the subject of the in-
dividually identifiable health informa-
tlon, regarding access to or amendment
of individually identifiable health in
formation, permits greater rights of ac-
cesg or amendment, ag applicable.

(3) With respect to information to be
provided to an individual who is the
subject of the individually identifiable
health information about a use, a dis-
closure, rights, and remedies, provides
the greater amount of information,

(4 With respect to the form, sub-
stance, or the need for express legal
permission from an individual, who ls
the subject of the individually identifi-
able health Iinformation, for use or dis-
closure of individually identifiable
health information, provides require-
ments that narrow the scope or dura-

45 CFR Subtitie A (10-1-07 Edition)

tion, increase the privacy protections
afforded (such as by expanding the cri-
teria for), or reduce the coercive effect
of the circumstances surrounding the
express tegal permission, as applicable.

(5) With respect to recordkeeping or
requirements relating to accounting of
disclosures, provides for the retention
or reporting of more detailed informa-
tion or for a longer duration,

(6) With respect to any other matter,
provides greater privacy protection for
the individual who is the subject of the
individually identiflable health infor-
matton, .

Relates to the privacy of individually
identifiable health information means,
with respect to a State law, that the
State law has the specific purpose of

protecting the privacy of health infor-

mation or affects the privacy of health
information in a direct, clear, and sub-
stantial way,

State law means a constitution, stat-
ute, regulation, rule, common law, or
other State action having the force and
effect of law,

[65 FR 82798, Dec, 28, 2000, as amended at 67
FR 53266, Aug. 14, 2002]

§160.203 Generél rule and exceptions,

A standard, requirement, or imple-
mentation specification adopted under
this subchapter that is contrary to a
provision of State law preempts the
provision of State law. This general
rule applies, except if one or more of
the following conditions is met:

(a) A determination is made by the
Secretary under §160.204 that the provi-
sion of State law:

(1) Is necessary:

(1) To prevent fraud and abuse related
to the provision of or payment for
health care;

(11) To ensure appropriate State regu-
lation of insurance and health plans to
the extent expressly authorized by
statute or regulation;

(1if) For State reporting on health
care delivery or costs; or
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(iv) For purposes of serving a compel.
ling need related to public health, safe-
ty, or welfare, and, if a standard, re-
quirement, or implementation speci-
fication under part 164 of this sub-
chapter is at issue, if the Secretary de-
termines that the intrusion into pri-
vacy 1is warranted when balanced
against the need to be served; or

(2) Has as its principal purpose the
regulation of the manufacture, reg-
Istration, distribution, dispensing, or
other control of any controlled sub-
stances (as defined in 21 U.S.C. 802), or
that is deemed a controlled substance
by State law,

(b) The provision of State law relates
to the privacy of individually identifi-
able health information and is more
stringent than a standard, require-
ment, or implementation specification
adopted under subpart E of part 164 of
this subchapter.

(¢) The provision of State law, in-
cluding State procedures established
under such law, as applicable, provides
for the reporting of disease or injury,
child abuse, birth, or death, or for the
conduct of public health surveiilance,
investigation, or intervention,

(d) The provision of State law re-
quires a health plan to report, or to
provide access to, information for the
purpose of management audits, finan-
cial audits, program monitoring and
evaluation, or the licensure or certifi-
cation of facilities or individuals.

[65 FR 82798, Dec, 28, 2000, as amended at 67
FR 33266, Aug. 14, 2002]

§160.204 Process for requesting excep-
tion determinations.

(a) A request to except a provision of
State law from preemption under
§160.203(a) may be submitted to the
Secretary. A request by a State must
be submitted through its chief elected
offieial, or his or her designee. The re-
quest must be in writing and include
the following information:

(1) The State law for which the ex-
ception is requested;

(2) The particular standard, require-
ment, or implementation specification
for which the exception is requested;

(3) The part of the standard or other
provision that will not be implemented
based on the exception or the addi-
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tional data to be collected based on the
exception, as appropriate;

(4) How health care providers, health
plans, and other entities would be af.
fected by the exception;

(5) The reasons why the State law
should not be preempted by the federal
standard, requirement, or implementa-
tion specification, including how the
State law meets one or more of the cri-
teria at §160.203(a); and :

(6) Any other information the Sec-
retary may request in order to make
the determination,

(b) Requests for exception under thls
section must be submitted to the Sec-
retary at an address that will be pub-
lished in the FEDERAL REGISTER. Until
the Secretary’s determination is made,
the standard, requirement, or imple-
mentation specification under this sub-
chapter remains in effect,

(¢) The Secretary's determination
under thig section will be made on the
basis of the extent to which the infor-
mation provided and other factors dem-
onstrate that one or more of the cri-
teria at §160.203(a) has been met,

§160.205 Duration of effectiveness of
exception determinations.

An exceptlon granted under this sub-
part remains In effect until:

(a) Bither the State law or the fed-
eral standard, requirement, or imple-
mentation specification that provided
the basis for the exception is materi-
ally changed such that the ground for
the exception no longer exists; or

(b) The Secretary revokes the excep-
tion, based on a determination that the
ground supporting the need for the ex-
ception no fonger exists,

Subpart C—Compliance and
Investigations

SOURCE: 71 FR 8424, Feb, 16, 2006, unless
otherwise noted,

§160.300 Applicability.

This subpart applies to actions by
the Secretary, covered entities, and
others with respect to ascertaining the
compliance by covered entities with,
and the enforcement of, the applicable
provisions of this part 160 and parts 162
and 164 of this subchapter.
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Standards Sections

Implementatlon Spacifioations (R}=Required,
(A)=Addressabla

Encryption (A)

Subpart D [Reserved]

Subpart E—Privacy of Individucilly
|dentifiable Health Information

AUTHORITY: 42 U,S.C, 1320d~2 and 1320d-4,
seo. 264 of Pub. L. 104~191, 110 Stat, 2033-2034
(42 U.S.C. 1320d-2(note)). )

§164.500 Applicability.

(a) EBExcept as otherwise provided
herein, the standards, requirements,
and Implementation specifications of
this subpart apply to covered entities
with respect to protected health infor-
mation,

(b) Health care clearinghouses must
comply with the standards, require-
ments, and implementation specifica-
tions as follows:

(1) When a health care clearinghouse
creates or recelves protected health in-
formation as a business associate of an-
other covered entity, the clearinghouse
must comply with:

(i) Section 164.500 relating to applica-
bility;

(it) Section 164.501 relating to defini-
tions;

(iit) Section 164.502 relating to uses
and disclosures of protected health In-
formation, except that a clearinghouse
is prohibited from using or disclosing
protected health information other
than as permitted in the business asso-
clate contract under which it created
or received the protected health {nfor-
mation;

(iv) Section 164,504 relating to the or-
ganizational requirements for covered
entities;

(v) Section 164,512 relating to uses
and disclosures for which indlvidual
authorization or an opportunity to
agree or object is not required, except
that a clearinghouse is prohibited from
using or disclosing protected health in-
formation other than as permitted in
the business associate contract under
which it created or received the pro-
tected health information;

(vi) Section 164.532 relating to transi-
tion requirements; and

(vil) Section 164,534 relating to com-
pliance dates for initial implementa-
tion of the privacy standards.

(2) When a health care clearinghouse
creates or receives protected health in-
formation other than as a business as-
sociate of a covered entity, the clear-
Inghouse must comply with all of the
standards, requirements, and fimple-
mentation specifications of this sub-
part.,

(¢) The standards, requirements, and
implementation specifications of this
subpart do not apply to the Depart-
ment of Defense or to any other federal
agency, or non-governmental organiza-
tion acting on its behalf, when pro-
viding health care to overseas foreign
national beneficiaries.

[65 FR 82802, Dec, 28, 2000, as amended at 67
FR 53266, Aug, 14, 2002; 68 FR 838!, Feb. 20,
2003}

§164.501 Definitions,

As used in this subpart, the following
terms have the following meanings:

Correctional institution means any
penal or correctional facility, jall, re-
formatory, detention center, work
farm, halfway house, or residential
community program center operated
by, or under contract to, the United
States, a State, a territory, a political
subdivision of a State or territory, or
an Indian tribe, for the confinement or
rehabilitation of persons charged with
or convicted of a oriminal offense or
other persons held in lawful custody.
Other persons held in lawful custody in-
cludes juvenile offenders adjudicated
delinquent, allens detained awaiting
deportation, persons committed to
mental Institutions through the erimi-
nal justice system, witnesses, or others
awalting charges or trial,

Data aggregation means, with respect
to protected health information cre-
ated or recelved by a business assoclate
in its capacity as the business asso-
ciate of a covered entity, the com-
bining of such protected health infor-
mation by the business associate with
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the protected health information re-
ceived by the business associate in its
capacity as a business associate of an-
other covered entity, to permit data
analyses that relate to the health care
operations of the respective covered
entitles.

Designated record set means:

(1) A group of records maintained by
or for a covered entity that is:

(1) The medical records and billing
records about indlviduals maintained
by or for a covered health care pro-
vider;

(i) The enrollment, payment, claims
adjudication, and case or medical man-
agement record systems maintained by
or for a health plan; or

(1it) Used, in whole or in part, by or
for the covered entity to make deci-
sions about individuals.

(2) For purposes of this paragraph,
the term record means any item, col-
leotion, or grouping of information
that includes protected health Informa-
tion and is maintained, collected, used,
or disseminated by or for a covered en-
tity.

Direct treatment relationship means a
treatment relationship between- an in-
dividual and a health care provider
that is not an indirect treatment rela-
tionship,

Health care operations means any of
the following activities of the covered
entity to the extent that the activities
are related to covered functions:

(1) Conducting quality assessment
and improvement activities, including
outcomes evaluation and development
of clinical guidelines, provided that the
obtaining of generalizable knowledge is
not the primary purpose of any studies
resulting from such activities; popu-
lation-based activities relating to im-
proving health or reducing health care
costs, protocol development, case man-~
agemont and care coordination, con-
tacting of health care providers and pa-
tients with information about treat-
ment alternatives; and related func-
tions that do not include treatment;

(2) Reviewing the competence or
qualifications of health care profes-
slonals, evaluating practitioner and
provider performance, health plan per-
formance, conducting training pro-
grams in which students, trainees, or
practitioners in areas of health care

45 CFR Subtitle A (10-1-07 Edition)

fearn under superviston to practice or
improve their skills as health care pro-
viders, training of non-health care pro-
fessionals, acereditation, certification,
licensing, or credentialing activities;
(3) Underwriting, premium rating,
and other activities relating to the cre-
ation, renewal or replacement of a con-

traot of health insurance or health ben-

efits, and ceding, securing, or placing a
contract for reinsurance of risk relat-
ing to claims for health care (including
stop-loss insurance and excess of loss
insurance), provided that the require-
ments of §164.514(g) are met, if applica-
ble;

(4) Conducting or arranging for med-
ical review, legal services, and auditing
functions, including fraud and abuse
detection and compliance programs;

(5) Business planning and develop-
ment, such as conducting cost-manage-
ment and planning-related analyses re-
lated to managing and operating the
entity, including formulary develop-
ment and administration, development
or improvement of methods of payment
or coverage policies; and

(6) Business management and general
administrative activities of the entity,
including, but not limited to:

(1) Management activities relating to
implementation of and compliance
with the requirements of this sub-
chapter;

(ii) Customer service, including the
provision of data analyses for policy
holders, plan sponsors, or other cus-
tomers, provided that protected health
information is not disclosed to such
policy holder, plan sponsor, or cus-
tomer,

(i1}) Resolution of
ances;

(lv) The sale, transfer, merger, or
consolidation of all or part of the cov-
ered entity with another covered enti-
ty, or an entity that following such ac-
tivity will become a covered entity and
due diligence related to such activity;
and

(v) Consistent with the applicable re-
quirements of §164.514, creating de-
identified health information or a lim-
ited data set, and fundraising for the
benefit of the covered entity,

Health oversight agency means an
agency or authority of the United
States, a State, a territory, a political

internal griev-
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" subdivision of a State or territory, or
an Indian tribe, or a person or entity
acting under a grant of authority from
or contract with such public agency,
Including the employees or agents of
such public agency or its contractors
or persons or entities to whom it has
granted authority, that Is authorized
by law to oversee the health care sys-
tem (whether public or private) or gov-
ernment programs in which health in-
formation is neceéssary to determine
eligibility or compliance, or to enforece
civil rights laws for which health Infor-
mation is relevant,

Indlirect treatment relationship means a
relationship between an individual and
a health care provider in which:

(1) The health care provider delivers
health care to the individual based on
the orders of another health care pro-

vider; and
" (2) The health care provider typleally
provides services or products, or te-
ports the diagnosls or results associ-
ated with the health care, directly to
another health care provider, who pro-
vides the services or products or re-
ports to the individual.

Inmate means a person incarcerated
in or otherwise confined to a correc-
tional institution,

Law enforcement official means an of-
ficer or employee of any agency or au-
thority of the United States, a State, a
territory, a political subdivision of a
State or territory, or an Indian tribe,
who is empowered by law to:

(1) Investigate or conduct an official
inquiry into a potential violation of
law; or

(2) Prosecute or otherwise conduct a
criminal, civil, or administrative pro-
ceeding arising from an alleged viola-
tion of law,

Marketing means:

(1) To make a communication about
a product or service that encourages
recipients of the communication to
purchase or use the product or service,
unless the communication is made:

(i) To describe a health-related prod-
uct or service (or payment for such
product or service) that is provided by,
or included in a plan of benefits of, the
covered entity making the communica-
tion, including communications about;
the entities participating in a health
care provider network or health plan

§164.501

network; replacement of, or enhance-
ments to, a health plan; and health-re-
lated products or services available
only to a health plan enrollee that add
value to, but are not part of, a plan of
benefits.

(ii) For treatment of the individual;
or

(i1i) For case management or care co-
ordination for the individual, or to di-
rect or recommend alternative treat-
ments, therapies, health care pro-
viders, or settings of care to the indi-
vidual,

(2) An arrangement between a cov-
ered entity and any other entity
whereby the covered entity discloses
protected health Information to the
other entity, in exchange for direct or
indirect remuneration, for the other
entity or dts affiliate to.make a.com-
munication about its own product or
service that encourages recipients of
the communication to purchase or use
that product or service.

Payment means:

(1) The activities undertaken by:

(i) A health plan to obtain premiums
or to determine or fulfill its responsi-
bility for coverage and provision of
benefits under the health pian; or

(ii) A health care provider or health
plan to obtain or provide reimburse-
ment for the provislon of health care;
and

(2) The activities in paragraph (1) of
this definition relate to the individual
to whom health care is provided and in-
clude, but are not limited to:

(1) Determinations of eligibility or
coverage (including coordination of
benefits or the determination of cost
sharing amounts), and adjudication or
subrogatlion of health benefit claims;

(if) Risk adjusting amounts due based
on enrollee health status and demo-
graphic characteristics;

(i11) Billing, clalms management, col-
jection actlvities, obtaining payment
under a contract for reinsurance (in-
cluding stop-loss insurance and excess
of loss insurance), and related health
care data processing;

(iv) Review of health care services
with respect to medical necessity, cov-
erage under a health plan, appropriate-
ness of care, or justification of charges;

(v) Utilization review activities, in-
cluding precertification and
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preauthorization of services, concur-
rent and rotrospective review of serv-
ices; and

(vi) Disclosure to consumer reporting
agencies of any of the following pro-
tected health information relating to
collection of premiums or reimburse-
ment:

(A) Name and address;

(B) Date of birth;

(C) Soclal security number;

(D) Payment history;

(E) Account number: and

(F) Name and address of the health
care provider and/or health plan,

Psychotherapy notes means notes re-
corded (in any medium) by a health
care provider who is a mental health
professional documenting or analyzing
the contents of conversation during a
private counseling session or a group,
joint, or family counseling session and
that are separated from the rest of the
individual's medical record. Psycho-
therapy notes excludes medication pre-
seription and monitoring, counseling
session start and stop times, the mo-
dalitlies and frequencies of treatment
furnished, results of clinical tests, and
any summary of the following items:
Diagnosis, functional status, the treat-
ment plan, sympioms, prognosis, and
progress to date,

Public health authority means an
agency or authority of the United
States, a State, a territory, a political
subdivision of a State or territory, or
an Indian tribe, or a person or entity
acting undet a grant of authority from
or contract with such public agency,
including the employees or agents of
such public agency or its contractors
or persons or entities to whom it has
granted authority, that s responsible
. for public health matters as part of its
officlal mandate,

Research means a systematic inves-
tigation, including research develop-
ment, testing, and evaluation, designed
to develop or contribute to generaliz-
able knowledge.

Treatment means the provision, co-
ordination, or management of health
care and related services by one or
more health care providers, including
the coordination or management of
health care by a health care provider
with a third party; consultation be-
tween health care providers relating to
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a patient; or the referral of a patient
for health care from one health care
provider to another,

{65 FR 82802, Dec. 28, 2000, as amended at 67
FR 53266, Aug. 14, 2002; 68 FR 8381, Feb, 20,
2003]

§164.502 Uses and disclosures of pro-
te(lzted health information: general
rules,

(a) Standard. A covered entity may
not use or disclose protected health in-
formation, except as permitted or re.
quired by this subpart or by subpart C
of part 160 of this subchapter,

(1) Permitted uses and disclosures, A
covered entity is permitted to use or
disclose protected health information
as follows:

(1) To the Individual;

(t1) For treatment, payment, or
health carc operations, as permitted by
and in compliance with §164.506;

(iii) Incident to a use or disclosure
otherwise permitted or required by this
subpart, provided that the covered en-
tity has complied with the applicable
requirements of §164.502(b), §164.514(d),
and §164,530(¢) with respect to such
otherwise permitted or required use or
disclosure;

(lv) Pursuant to and In compliance
with a valid authorization under
§164,508;

(v) Pursuant to an agreement under,
or as otherwise permitted by, §164.510;
and

(vi) As permitted by and in compli-
ance with this section, §164.512, or
§164,514(e}, (f), or (g).

(2) Required disclosures, A covered on-
tity Is required to dlsclose protected
health information:

(i) To an individual, when requested
under, and required by §164.524 or
§164.528; and

(i) When required by the Secretary
under subpart C of part 160 of this sub-
chapter to investigate or determine the
covered entity's compliance with this
subpart,

(b) Standard: Minimum necessary—(1)
Minimum necessary applies. When using
or disclosing protected health informa-
tion or when requesting protected
health information from another covs
ered entity, a covered entity must
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make reasonable efforts to limit pro-
tected health information to the min-
imum necessary to accomplish the in-
tended purpose of the use, disclosure,
or request,

(2) Minimum necessary does not apply.
This requirement does not apply to:

(1) Disclosures to or requests by a
health care provider for treatment;

(ii) Uses or disclosures made to the
individual, as permitted under para-
graph (a)(1)(1) of this section or as re-
quired by paragraph (a)(2)(i) of this sec-
tion;

(iii) Uses or disclosures made pursu-
ant to an authorization under §164,508;

(iv) Disclosures made to the Sec-
retary in accordance with subpart C of
part 160 of this subchapter;

(v) Uses or disclosures that are re-
quired by law, as deseribed by
§164.512(a); and

(vi) Uses or disclosures that are re-
quired for compliance with applicable
requirements of this subchapter.

(¢) Standard: Uses and disclosures of
protected health Information subject to an
agreed upon restriction, A covered entity
that has agreed to a restriction pursu-
ant to §164.522(a)(1) may not use or dis-
close the protected health information
covered by the restriction in violation
of such restriction, except as otherwlse
provided in §164.522(a).

(d) Standard: Uses and disclosures of
de-ldentified protected health informa-
tion. (1) Uses and disclosures to create de-
identified information. A covered entity
may use protected health information
to create information that is not indi-
vidually identifiable health informa-
tion or disclose protected health infor-
mation only to a business associnte for
such purpose, whether or not the de-
identified information Is to be used by
the covered entity,

(2) Uses and disclosures of de-identified
information., Health information that
meets the standard and implementa-
tion specifications for de-identification
under §164.514(a) and (b) is considered
not to be individually identifiable
health information, e, de-identified.
The requirements of this subpart do
not apply to information that has been
de-identified in accordance with the
applicable requirements of §164.514,
provided that:

§164.502

(i) Disclosure of a code or other
means of record identification designed
to enable coded or otherwise de-identi-
fied informatlon to be re-identificd
constitutes disclosure of protected
health Informatlion; and

(it) If de-identified informatlon Is re-
tdentified, a covered entity may use or
disclose such re-identified information
only as permitted or required by this
subpart,

(e)(1) Standard: Disclosures to business
associates, (1) A covered entlty may dis-
close protected health information to a
business associate and may allow a
buslness associate to create or receive
protected health information on its be-
half, if the covered ontity obtains sat-
isfactory assurance that the business
associate will appropriately safeguard
the information. ’ :

(i1) This standard does not apply:

(A) With respect to disclosures by a
covered entity to a health care pro-
vider concerning the treatment of the
individual;

(B) With respect to disclosures by a
group health plan or a health insurance
issuer or HMO with respect to a group
health plan to the plan sponsor, to the
extent that the requirements of
§164.504(f) apply and are met; or

(C) With respect to uses or disclo-
sures by a health plan that is a govern-
ment program providing public bene.- -
fits, if eligibility for, or enrollment in,
the health plan is determined by an
agency other than the agency admin-
Istering the health plan, or if the pro-
tected health information used to de-
termine enrollment or eligibility in the
health plan is collected by an agency
other than the agency administering
the health plan, and such actlvity is
authorized by law, with respect to the
collection and sharing of individually
fdentifiable health information for the
performance of such functions by the
health plan and the agency other than
the agency administering the health
plan.

(iii) A covered entity that violates
the satisfactory assurances it provided
as a business associate of another cov-
ered entity will be in noncompliance
with the standards, implementation
specifications, and requirements of this
paragraph and §164.504(e).
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(2) Implementation specification: docu-
mentation. A covered entity must docu-
ment the satisfactory assurances re-
quired by paragraph (e)(1) of this sec-
tion through a written contract or
other written agreement or arrange-
ment with the business assoclate that
meets the applicable requirements of
§164.504(e).

(f) Standard: Deceased individuals. A
covered entity must comply with the
requirements of this subpart with re-
spect to the protected health informa-
tion of a deceased individual.

(g)X1) Standard: Personal representa-
tives. As specified in this paragraph, a
covered entity must, except as pro-
vided in paragraphs (g)(3) and (g)(5) of
this section, treat a personal represent-
~ative as the individual for purposes of
this subchapter,

(2) Implementation specifieation: adults
and emancipated minors. If under appli-
cable law a person has authority to act
on behalf of an individual who is an
adult or an emanclpated minor in mak-
ing declsions related to health care, a
govered entity must treat such person
as a personal representative under this
subchapter, with respect to protected

heaith information relevant to such
personal representation,
(3)d) Implementation  specification:

unemancipated minors. If under applica-
ble law a parent, guardian, or other
person acting in loco parentls has au-
thority to act on behalf of an indi-
vidual who is an unemancipated minor
in making decisions related to health
care, a covered entity must treat such
person as a personal representative
under this subchapter, with respect to
protected health information relevant
to such personal representation, exoept
that such person may not be a personal
representative of an unemancipated
minor, and the minor has the authority
to act as an Individual, with respect to

protected health Iinformation per-
taining to a health care service, if:
(A) The minor consents to such

health care service; no other consent to
such health care service is required by
law, regardless of whether the consent
of another person has also been ob-
tained; and the minor has not re-
quested that such person be treated as
the personal representative;
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(B) The minor may lawfully obtain
such health care service without the
consent of a parent, guardian, or other
person acting In loco parentis, and the
minor, a court, or another person au-
thorized by law consents to such health
care service; or

(C) A parent, guardian, or other per-
son acting In loco parentls assents to an
agreement of oonfidentiality between a
covered health care provider and the
minor with respect to such health care
service,

(il) Notwithstanding the provisions of
paragraph (g)(3)(i) of this section:

(A)If,and to the extent, permitted or
required by an applicable provision of
State or other law, Including applica-
ble case law, a covered entity may dis-
close, or provide access in accordance
with §164:524 to, protected health infor-
mation about an unemancipated minor
to a parent, guardian, or other person
acting in loco parentis;

(B) If, and to the extent, prohibited
by an applicable provision of State or
other law, including applicable case
law, a covered entity may not disclose,
or provide access in accordance with
§164.524 to, protected health informa-
tion about an unemancipated minor to
a parent, guardian, or other person act-
Ing in loco parentis; and

(C) Where the parent, guardian, or
other person acting in loco parentis, is
not the personal representative under
paragraphs (g)(3)(1)(A), (B), or (C) of
this section and where there is no ap-
plicable access provision under State
or other law, including case law, a cov-
ered entity may provide or deny access
under §164.524 to a parent, guardian, or
other person acting in loco parentis, if
such action is consistent with State or
other applicable law, provided that
such decision must be made by a Ii-
censed health care professional, in the
exercise of professional judgment,

(4 Implementation specification: De-
ceased Indlviduals, If under applicable
law an executor, administrator, or
other person has authority to act on
behalf of a deceased individual or of
the individual's estate, a covered enti-
ty must treat such person as a personal
representative under this subchapter,
with respect to protected health infor-
mation relevant to such personal rep-
resentation,
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(5) Implementation specification: Abuse,
neglect, endangerment situations. Not-
withstanding a State law or any re-
quirement of this paragraph to the con-
trary, a covered entity may elect not
to treat a person as the personal rep-
resentative of an individual if:

(i) The covered entity has a reason-
able belief that:

(A) The individual has been or may
be subjected to domestic violence,
abuse, or neglect by such person; or

(B) Treating such person as the per-
sonal representative could endanger
the individual; and

(i) The covered entlty, in the exer-
clse of professional judgment, decides
that it is not in the best interest of the
individual to treat the person as the in-
dividual’s personal representative,

(h) Standard: Confldential communica-
tions. A covered health care provider or
health plan must comply with the ap-
plicable requirements of §164.522(b) in
communicating protected health infor-
mation,

(1) Standard: Uses and disclosures con-
sistent with notice. A covered entity
that is required by §164.520 to have a
notice may not use or disclose pro-
tected health information in a manner
inconsistent with such notice, A cov-
ered entity that 1is required by
§164.520(b)(1)(ii1) to include a specific
statement in its notice if it intends to
engage in an activity listed in
§164.520(0)(D(1I(A)C), may not use or
disclose protected health information
for such activities, unless the required
statement is included in the notice.

(j) Standard: Disclosures by whistle-
blowers and workforce member crime vlc-
tims—(1) Disclosures by whistleblowers, A
covered entity is not considered to
have violated the requirements of this
subpart if a member of its workforce or
a business associate discloses protected
health information, provided that:

(i) The warkforce member or business
assoclate belleves in good faith that
the covered entity has engaged In con-
duct that is uniawful or otherwise vio-
lates professional or clinical standards,
or that the care, services, or conditions
provided by the covered entity poten-
tially endangers one or more patients,
workers, or the public; and

(1i) The disclosure ig to:
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(A) A health oversight agency or pub-
fic health authority authorized by law
to investigate or otherwise overseo the
relevant conduct or conditions of the
covered entity or to an appropriate
health care acoreditation organization
for the purpose of repotting the allega-
tion of fallure to meet professional
standards or misconduct by the cov-
ered entity; or

(B) An attorney retained by or on be-
half of the workforce member or busi-
ness assoclate for the purpose of deter-
mining the legal options of the work-
force member or business associate
with regard to the conduct described in
paragraph (j)(1)(i) of this section.

(2) Disclosures by workforce members
who are victims of a crime, A covered en-
tity is not considered to have violated
the requirements of this subpart if a
member of its workforce who is the vic-
tim of a criminal act discloses pro-
tected health information to a [aw en-
forcement official, provided that:

(i) The protected health information
disclosed is about the suspected perpe-
trator of the oriminal act; and

(ii) The protected health information
disclosed is limited to the information
listed in §164.512(£)(2)(i).

[65 FR 82802, Dec, 28, 2000, as amended at 67
FR 53267, Aug. 14, 2002]

§164,504 TUses and disclosures: Organi-
zational requirements.

(a) Definitions. As used in this sec-
tlon:

Plan administration functions means
administration functions performed by
the plan sponsor of a group health plan
on behalf of the group health plan and
excludes functions performed by the
plan sponsor in connection with any
other benefit or benefit plan of the plan
sponsor. '

Summary health information means in.
formation, that may be indlvidually
identifiable health information, and:

(1) That summarizes the ¢laims his-
tory, claims expenses, or type of claims
experienced by individuals for whom a
plan sponsor has provided health bene-
fits under a group health plan; and

(2) From which the information de-
seribed at §164,.514(b)(2)(i) has been de-
leted, except that the geographic infor-
mation described in §164.514(b)(2)(IXB)
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need only be aggregated to the level of
a five digit zip code.

(b)~(d) [Reserved]

(e)(1) Standard: Business associate con-
tracts, (1) The contract or other ar-
rangement between the covered entity
and the business associate required by
§164.502(e)(2) must meet the require-
ments of paragraph (e)(2) or (e)(3) of
this section, as applicable,

(ti) A covered entity is not in compli-
ance with the standards in §164,502(e)
and paragraph (e) of this section, if the
covered entity knew of a pattern of ac-
tivity or practice of the business asso-
clate that constituted a material
breach or violation of the business as-
sociate’s obligation under the contract
or other arrangement, unless the cov-
ered entity took reasonable steps to
¢ufe the breach of end the violation, as
applicable, and, if such steps were un-
suceessful:

(A) Terminated the contract or ar-
rangement, if feasible; or

(B) If termination is not feasible, re-
ported the problem to the Secretary.

(2) Implementation specifications: Busi-
ness assoclate contracts, A contract be-
tween the covered entity and a busi-
ness associate must: '

(i) Establish the permitted and re-
quired uses and disclosures of such in-
formation by the business associate,
The contract may not authorize the
business associate to use or further dis-
close the information in a manner that
would vioclate the requirements of this
subpart, if done by the covered entity,
except that:

(A) The contract may permit the
business associate to use and disclose
protected health information for the
proper management and administra-
tion of the business associate, as pro-
vided in paragraph (e)(4) of this sec-
tion; and

(B) The contract may permit the
business assooiate to provide data ag-
gregation services relating to the
health care operations of the covered
entity.

(1i) Provide that the business asso-
ciate will;

(A) Not use or further disclose the in-
formation other than as permitted or
required by the contract or as required
by law;

45 CFR Subtitie A (10-1-07 Edition)

(B) Use appropriate safeguards to
prevent use or disclosure of the infor-
mation other than as provided for by
its contract;

(C) Report to the covered entity any
use or disclosure of the information
not provided for by its contract of
which it becomes aware;

(D) Ensure that any agents, including
a subcontractor, to whom it provides
protected health information received
from, or oreated or received by the
business associate on behalf of, the
covered entity agrees to the same re-
strictions and conditions that apply to
the business associate with respect to
such information;

(E) Make available protected health
information in  accordance  with
§164.524;

(F) Make available protected health
information for amendment and incor-
porate any amendments to protected
health information In accordance with
§164.526;

(G) Make available the information
required to provide an accounting of
disclosures {n accordance with §164.528;

(H) Make Its internal practices,
books, and records relating to the use
and disclosure of protected health in-
formation received from, or created or
received by the business associate on
behalf of, the covered entity available
to the Secretary for purposes of deter-
mining the covered entity's compliance
with this subpart;and

(I) At termination of the contract, if
feasible, return or destroy all protected
health information received from, or
created or received by the business as-
sociate on behalf of, the covered entity
that the business assoclate still main-
tains in any form and retain no copies
of such information or, if such return
or destruction is not feasible, extend
the protections of the contract to the
information and limlit further uses and
disclosures to those purposes that
make the return or destruction of the
information infeasible.

(i1i) Authorize termination of the
contract by the covered entity, if the
covered entity determines that the
business associate has violated a mate-
rial term of tha contract.

(3) Implementation specifications: Other
arrangements, (1) If a covered entity and
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its business associate are both govern-
mental entities:

(A) The covered entity may comply
with paragraph (e) of this section by
entering into a memorandum of under-
standing with the business assoclate
that contains terms that accomplish
the objectives of paragraph (e)(2) of
this section,

(B) The covered entity may comply
with paragraph (e) of this section, if
other law (Including reguiations adopt-
ed by the covered entity or its business
associate) contains requirements appli-
cable to the business associate that ac-
complish the objectives of paragraph
(e)(2) of this section.

(it) If a business associate is required
by law to perform a function or activ-
ity on behalf of a covered entity or to
provide a service described in the defi-
nition of business assoclate in §160,103 of
this subchapter to a covered entity,
such covered entity may disclose pro-
tected health information to the busi-
ness associate to the extent necessary
to comply with the legal mandate
without meeting the requirements of
this paragraph (e), provided that the
covered entity attempts in good faith
to obtaln satisfactory assurances as re-
quired by paragraph (e)(3)(i) of this sec-
tion, and, If such attempt fails, docu-
ments the attempt and the reasons
that such assurances cannot be ob-
tained.

(iiti) The covered entity may omit
from its other arrangements the terml-
nation authorization required by para-
graph (e)(2)(lil) of this section, if such
authorization is inconsistent with the
statutory obligations of the covered
entity or its business agsociate,

(4) Implementation specifications: Other
requirements for contracts and other ar-
rangements. (1) The contract or other
arrangement between the covered enti-
ty and the business associate may per-
mit the business assoclate to use the
information received by the business
associate in Its capacity as a business
associate to the covered entlty, if nec-
essary:

(A) For the proper management and
adminigtration of the business asso-
ciate; or

(B) To carry out the legal respon-
sibilities of the business associate,

(ii) The contract or other arrange-
ment between the covered entity and
the business associate may permit the
business associate to disclose the infor-
mation received by the business asso-
clate in its capaclty as a business asso-
oiate for the purposes described in
paragraph (e)(4)(i) of this section, if:

(A) The disclosure is required by law;
or

(B)(J) The business associate obtains
reasonable assurances from the person
to whom the information is disclosed
that it will be held confidentially and
used or further disclosed only as re-
quired by law or for the purpose for
which it was disclosed to the person;
and

(2) The person notifies the business
associate of any instances of which it
is aware in which the confidentiality of
the information has been breached.

(H)(1) Standard: Requirements for group
health plans. (i) Except as provided
under paragraph (f)(1)(ii) or (iii) of this
gection or as otherwise authorized
under §164.508, a group health plan, in
order to disclose protected health in-
formation to the plan sponsor or to
provide for or permit the disclosure of
protected health information to the
plan sponsor by a health insurance
issuer or HMO with respect to the
group health plan, must ensure that
the plan documents restrict uses and
disclosures of such information by the
plan sponsor consistent with the re-
quirements of this subpart.

(ii) The group health plan, or a
health insurance issuer or HMO with
respect to the group health plan, may
disclose summary health information
to the plan sponsor, if the plan sponsor
requests the summary health informa-
tion for the purpose of :

(A) Obtaining premium bids from
health plans for providing health lnsur-
ance coverage under the group health
plan; or

(B) Modifying, amending, or terml-
nating the group health plan.

(iii) The group health plan, or a
health Insurance issuer or HMO with
respect to the group health plan, may
disclose to the plan sponsor informa-
tion on whether the individual is par-
ticipating in the group health plan, or
{s enrolled in or has disenrolled from a

751



§164.504

health insurance fssuer or HMO offered
by the plan,

(2) Implementation specifications: Re-
quirements for plan documents. The plan
documents of the group health plan
must be amended to incorporate provi-
slons to:

(1) Establish the permitted and re-
quired uses and disclosures of such in-
formation by the plan sponsor, pro-
vided that such permitted and required
uses and disclogsures may not be incon-
sistent with this subpart.

(i1) Provide that the group health
plan will disclose protected health in-
formation to the plan sponsor only
upon recelpt of a certification by the
plan sponsor that the plan documents
have been amended to incorporate the
following provisions and that the plan
sponsor-agrees to: :

(A) Not use or further disclose the in-
formation other than as permitted or
required by the plan documents or as
required by law;

(B) Ensure that any agents, including
a subcontractor, to whom it provides
protected health information received
from the group health plan agree to the
same restrictions and conditions that
apply to the plan sponsor with respect
to such information;

(C) Not use or disclose the {nforma-
tion for employment-related actions
and decisions or in oconnection with
any other benefit or employee benefit
plan of the plan sponsor;

(D) Report to the group health plan
any use or disclosure of the informa-
tion that Is inconsistent with the uses
or disclosures provided for of which it
becomes aware;

(B) Make available protected health
Information in  accordance  with
§164.524;

(F) Make available protected health
information for amendment and incor-
porate any amendments to protected
health information In accordance with
§ 164,526

(G) Make available the information
required to provide an accounting of
disoclosures in accordance with §164.528;

(H) Make 1its internal practices,
books, and records relating to the use
and disclosure of protected health In-
formation received from the group
health plan available to the Secretary
for purposes of determining compliance
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by the group health ptan with this sub-
part;

(I) If feasible, return or destroy all
protected health information received
from the group health plan that the
sponsor still maintains in any form and
retain no copies of such information
when no longer nseded for the purpose
for which disclosure was made, except
that, if such return or destruction is
not feasible, limit further uses and dis-
closures to those purposes that make
the return or destruction of the infor-
mation infeasible; and

(J) Ensure that the adequate separa-
tion required in paragraph (f)(2)(iil) of
this section is established.

(ili) Provide for adequate separation
between the group health plan and the
plan sponsor. The plan documents
must: 4

(A) Describe those employees or
classes of employees or other persons
under the control of the plan sponsor
to be given access to the protected
health information to be disclosed, pro-
vided that any employee or person who
recelves protected health Information
relating to payment under, health care
operations of, or other matters per-
taining to the group health plan in the
ordinary course of business must be in-
cluded in such description;

(B) Restrict the access to and use by
such employees and other persons de-
scribed in paragraph (f)(2)(i1i)(A) of this
section to the plan administration
funotions that the plan sponsor per-
forms for the group health plan; and

(C) Provide an effective mechanism
for resolving any issues of noncompli-~
anoce by persons described in paragraph
M)(2)AID(A) of this section with the
plan document provisions required by
this paragraph.

(38) Implementation specifications: Uses
and disclosures, A group health plan
may:

(1) Disclose protected health informa-
tion to a plan sponsor to carry out plan
administration functions that the plan
spansor performs only consistent with
the provisions of paragraph (f)(2) of
this section;

(i) Not permit a health Insurance
issuer or HMO with respect to the
group health plan to disclose protected
health information to the plan sponsor
except as permitted by this paragraph;
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(ift) Not disclose and may not permlit
a health insurance lssuer or HMO to
disclose protected health information

to a plan sponsor as otherwise per-
mitted by this paragraph unless a
statement required by

§164.520(b)(1)(ii1)(C) is included in the
appropriate notice; and (lv) Not dis-
olose protected health information to
the plan sponsor for the purpose of em-
ployment.related actions or decisions
or in connection with any other benefit
or employee benefit plan of the plan
sponsor,

(8) Standard: Requirements for a cov-
ered entlty with multiple covered func-
tions, (1) A covered entity that per-
forms multiple covered functions that
would make the entity any combina-
tion of a health plan, a covered health
care provider, and a health care-clear-
Inghouse, must comply with the stand-
ards, requirements, and implementa-
tlon specifications of this subpart, as
applicable to the heglth plan, health
care provider, or health care clearing-
house covered functions performed.

(2) A covered entity that performs
multiple covered functions may use or
disclose the protected health informa-
tion of individuals who receive the cov-
ered entity’s health plan or health care
provider services, but not both, only
for purposes related to the appropriate
function being performed.

[65 FR 82802, Dec. 28, 2000, as amended at 67
FR 53267, Aug. 14, 2002; 68 FR 8381, Feb. 20,
2003)

§164.506 Uses and disclosures to carry
out treatment, payment, or health
care operations,

(a) Standard: Permlited uses and disclo-
sures. Bxcept with respect to uses or
disclosures that require an authoriza-
tion under §164,508(a)(2) and (3), a cov-
ered entity may use or disclose pro-
tected health information for treat-
ment, payment, or health care oper-
ations as set forth in paragraph (c¢) of
this section, provided that such use or
disclosure is consistent with other ap-
piicable requirements of this subpart.

(b) Standard: Consent for uses and dis-
closures permitted, (1) A covered entity
may obtain consent of the individual to
use or disclose protected health infor-
mation to carry out treatment, pay-
ment, or health care operations.

§164.508

(2) Consent, under paragraph (b) of
this section, shall not be effective to
permit a use or disclosure of protected
health information when an authoriza~
tion, under §164.508, is required or when
another conditlon must be met for such
use or disclosure to be permissible
under this subpart,

(c) Implementation specifications:
Treatment, payment, or health care oper-
ations. (1) A covered entity may use or
disclose protected health Information
for its own treatment, payment, or
health care operations.

(2) A covered entity may disclose pro-
tected health information for treat-
ment activities of a health care pro-
vider,

(3) A covered entity may disclose pro-
tected health Information to another
covered entity -or a-health care pro-
vider for the payment activities of the
entity that receives the information,

(4) A covered entity may disclose pro-
tected health information to another
covered entity for health care oper-
ations activities of the entity that re-
ceives the information, if each entity
elther has or had a relationship with
the individual who is the subject of the
protected health information being re-
quested, the protected health informa-
tlon pertains to such relationship, and
the disclosure is:

(1) For a purpose listed in paragraph
(1) or (2) of the definition of health care
operations; or

(ii) For the purpose of health care
fraud and abuse detection or compli-
ance,

(5) A covered entity that participates
in an organized health care arrange-
ment may disclose protected health in-
formation about an individual to an-
other covered entity that participates
In the organized health care arrange-
ment for any health care operations ac-
tivities of the organized health care ar-
rangement,

{67 FR 53268, Aug, 14, 2002]

§164.608 Uses and disclosures for
which an authorization is required.

(a) Standard: authorizations for uses
and disclosures—(1)y Authorization re-
quired: general rule. Except as otherwise
permitted or required by this sub-
chapter, a covered entity may not use
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or any other person identified by the
indtvidual, the protected health infor-
mation directly relevant to such per-
son's involvement with the individual’s
care or payment related to the individ-
ual's health care.

(ii) A covered entity may use or dis-
close protected health information to
notify, or assist in the notification of
(including ldentifying or locating), a
family member, a personal representa-
tive of the individual, or another per-
son responsible for the care of the indi-
vidual of the individual’s location, gen-
oral condition, or death, Any such use
or disclosure of protected health infor-
mation for such notification purposes
must be in accordance with paragraphs
(b)(2), (3), or (4) of this section, as ap-
plicable,

(2) Uses and disclosures with the indi-
vidual present, 1f the Individual s
present for, or otherwise available
prior to, a use or disclosure permitted
by paragraph (b)(1) of this section and
has the capacity to make health care
decisions, the covered entity may use
or disclose the protected health infor-
mation ifit:

(i) Obtains the
ment;

(1) Provides the individual with the
opportunity to object to the disclosure,
and the individual doss not express an
objection; or

(iif) Reasonably infers from the cir-
cumstances, based the exercise of pro-
fessional Judgment, that the individual
does not object to the disclosure.

- (3) Limlted uses and disclosures when
the individual Is not present, If the indi-
vidual {s not present, or the oppor-
tunity to agree or object to the use or
disclosure cannot practicably be pro-
vided because of the Individual’s inca-
pacity or an emergency circumstance,
the covered entity may, in the exercise
of professional judgment, determine
whether the disclosure is In the best in-
terests of the individual and, if so, dis-
close only the protected health infor-
mation that is directly relevant to the
person’s involvement with the individ-
ual's health care, A covered entity may
use professional judgment and its expe-
rience with common practice to make
reasonable inferences of the individ-
nal's best interest in allowing a person
to act on behalf of the Individual to

individual’s agree-

§164.512

plek up filled prescriptions, medical
supplies, X-rays, or other similar forms
of protected health information.

(4) Use and disclosures for disaster rellef
purposes. A covered entity may use or
disclose protected health information
to a public or private entity authorized
by law or by its charter to assist in dis-
aster relief efforts, for the purpose of
coordinating with such entities the
uses or disclosures permitted by para-
graph (b)(1)(ii) of this section., The re-
quirements In paragraphs (b)(2) and (3)
of this section apply to such uses and
disclosure to the extent that the cov-
ered entity, in the exercise of profes-
sional judgment, determines that the
requirements do not interfere with the
ability to respond to the emergency
circumstances.

[65 FR 82802, Dec. 28, 2000, as amended at 67
FR 53270, Aug. 14, 2002)

§164,512 Uses "and disclosures for
which an authorization or oppor-
tunity to agree or object is not re-
quired,

A covered entity may use or disclose
protected health Information without
the written authorization of the indi-
vidual, as described In §164.508, or the
opportunity for the individual to agree
or object as described In §164.510, in the
situations covered by this section, sub~
ject to the applicable requirements of
this section. When the covered entity
is required by this section to Inform
the individual of, or when the indi-
vidual may agree to, a use or disclosure
permitted by this section, the covered
entity’s information and the individ-
ual's agreement may be given orally,

(a) Standard: Uses and disclosures re-
quired by law. (1) A covered entity may
use or disclose protected health infor-
mation to the extent that such use or
disclosure is required by law and the
use or disclosure complies with and is
limited to the relevant requirements of
such law,

(2) A covered entity must meet the
requirements described in paragraph
(e}, (e), or () of this section for uses or
disclosures required by law.

(b) Standard: uses and disclosures for
public health activities—(1) Permitted dis-
closures. A covered entity may disclose
protected health information for the
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public health activities and purposes
described in this paragraph to:

(i) A public health authority that is
authorized by law to colleot or receive
such information for the purpose of
preventing or controlling disease, in-
jury, or disability, including, but not
limited to, the reporting of disease, in-
jury, vital events such as birth or
death, and the conduct of public health
surveillance, public health investiga-
tions, and public health interventions;
or, at the direction of a public health
anthority, to an official of a foreign
government agency that is acting In
collaboration with a public health au-
thority;

(i) A public health authority or
other appropriate government author-
ity authorized by law to receive reports
of child abuse or neglect; :

(iii) A person subject to the jurisdic-
tion of the Food and Drug Administra-
tion (FDA) with respect to an FDA-reg-
ulated product or activity for which
that person has responsibility, for the
purpose of aetivities related to the
quality, safety or effectiveness of such

FDA-regulated product or activity,
Such purposes include:
(A) To collect or report adverse

events (or similar activities with re-
spect to food or dietary supplements),
product defects or problems (including
problems with the use or labeling of a
product), or biological product devi-
atlons;

(B) To track FDA-regulated products;

(C) To enable product recalls, repairs,
or replacement, or lookback (including
locating and notifying Individuals who
have received products that have been
recalled, withdrawn, or are the subject
of lookback); or

(D) To conduct post marketing sure
veillance;

(iv) A person who may have been ex-
posed to a communicable disease or
may otherwise be at risk of con-
tracting or spreading a disease or conw
dition, if the covered entity or public
health authority is authorized by law
to notify such person as necessary In
the conduct of a public health inter-
vention or investigation; or

(v) An employer, about an individual
who {5 a member of the workforce of
the employer, if:

45 CFR Subtitle A (10-1-07 Edition)

(A) The covered entlty is a covered
health care provider who is a member
of the workforce of such employer or
who provides health care to the indi-
vidual at the request of the employer:

(I) To conduct an evaluation relating
to medical surveillance of the work-
place; or

(2) To evaluate whether the indi-
vidua! has a work-related illness or in.
jurys

(B) The protected health information
that is disclosed consists of findings
concerning a work-related illness or in-
jury or a workplace-related medical
surveillance;

(C) The employer needs such findings
in order to comply with its obligations,
under 29 CFR parts 1904 through 1928, 30
CFR parts 50 through 90, or under state
law having a similar purpose, to record
such iliness or injury or to carry out
responsibilities for workplace medical
survelllance; and

(D) The covered health care provider
provides written notice to the indi-
vidual that protected health informa-
tion relating to the medical surveil-
lance of the workplace and work-.re-
Iated illnesses and injuries is disclosed
to the employer:

(I) By glving & copy of the notice to
the individual at the time the health
care is provided; or

(2) If the health care is provided on
the work site of the employer, by post-
ing the notice In a prominent place at
the location where the health care s
provided,

(2) Permitted uses. 1f the covered enti-
ty also is a public health authority, the
covered entity Is permitted to use pro-
tected health information in all cases
in which it 1s permitted to disclose
such information for public health ac-
tivities under paragraph (b)(1) of this
section.

(¢) Standard: Disclosures about victims
of abuse, neglect or domestic violence—(1)
Permitted disclosures, Except for reports
of child abuse or neglect permitted by
paragraph (b)(D)(ii) of this section, a
covered entity may disclose protected
health information about an individual
whom the covered entity reasonably
believes to be a victim of abuse, ne-
glect, or domestic violence to a govern-
ment authority, including a social
service or protective services agency,
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authorized by law to recelve reports of
such abuse, negleot, or domestic vio-
fence:

(1) To the extent the disclosure is re~
quired by law and the disclosure com-
plies with and is limited to the rel-
evant requirements of such law;

(if) If the Individual agrees to the dis-
closure; or

(iii) To the extent the disclosure is
expressly authorized by statute or reg-
ulation and:

(A) The covered entity, in the exer-
cise of professional judgment, believes
the disclosure is necossary to prevent
serious harm to the individual or other
potential viectims; or

(B)Y If the individual Is unable to
agree because of incapacity, a law en-
forcement or other public official ay-
thorized to receive the report rep-
resents that the protected health {nfor-
mation for which disclosure is sought
{s not intended to be used against the
individual and that an immediate en-
forcement activity that depends upon
the disclosure would be materially and
adversely affected by waiting until the
individual is able to agree to the dis-
closure.

(2) Informing the individual, A covered
entity that makes a disclosure per-
mitted by paragraph (¢)(1) of this sec-
tion must promptly Inform the indi-
vidual that such a report has been or
will be made, except if:

(i) The covered entity, in the exercise
of professional judgment, believes in-
forming the individual would place the
individual at risk of serious harm; or

(if) The covered entity would be in-
forming a personal representative, and
the covered entity reasonably believes
the personal representative is respon-
sible for the abuse, neglect, or other in-
jury, and that informing such person
would not be In the best interests of
the individual as determined by the
covered entity, in the exercise of pro-
fessional judgment,

(d) Standard: Uses and disclosures for
health oversight activities—(l) Permitted
disclosures, A covered entity may dis-
olose protected health Information to a
health oversight agency for oversight
activities authorized by law, including
audits; ecivil, administrative, or erimi-
nal investigations; inspections; llcen-
sure or diseiplinary actions; clvil, ad-
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ministrative, or criminal proceedings
or actions; or other actlvities nec-
essary for appropriate oversight of:

(1) The health care system;

(it) Government benefit programs for
which health information s relevant to
beneficlary eligibility;

(iii) Entitles subject .to government
regulatory programs for which health
information is necessary for deter-
mining compliance with program
standards; or

(iv) Entities subject to civil rights
laws for which health information is
necessary for determining compliance,

(2) Exception to health oversight activi-
tles, For the purpose of the disclosures
permitted by paragraph (d)(1) of this
section, a health oversight activity
does not include an investigation or
other activity in which the individual -
is the subject of the investigation or
activity and such Investigation or
other activity does not arise out of and
is not directly related to:

(1) The receipt of health care;

(1) A claim for public benefits re-
lated to health; or

(1i1) Qualification for, or receipt of,
public benefits or services when a pa-
tient's health is integral to the claim
for public benefits or services,

(3) Joint activities or investigations.
Nothwithstanding paragraph (d)(2) of
this section, {f a health oversight ac-
tivity or investigation is conducted In
conjunction with an oversight activity
ot {nvestigation relating to & claim for
public benefits not related to health,
the joint activity or investigation is
considered a health oversight activity
for purposes of paragraph (d) of this
section.

(4) Permitted uses, If a covered entity
also is a health oversight agency, the
covered entity may use protected
health information for health oversight
actlvities as permitted by paragraph
(d) of this section.

(e) Standard: Disclosures for judiclal
and administrative proceedings—(1) Per-
mitted disclosures, A covered entity may
disclose protected health information
in the course of any judicial or admin-
istrative proceeding:

(i) In response to an order of a court
or administrative tribunal, provided
that the covered entity discloses only
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the protected health information ex-
pressly authorized by such order; or

(i) In response to a subpoena, dis-
covery request, or other lawful process,
that is not accompanied by an order of
a court or administrative tribunal, if:

(A) The covered entity receives satis-
factory assurance, as described {n para-
graph (e)(1)(iil) of this section, from
the party seeking the information that
reasonable efforts have been made by
such party to ensure that the indi-
vidual who is the subject of the pro-
tected health information that has
been requested has been given notice of
the request; or

(B) The covered entity receives satis-
factory assurance, as described in para-
graph (e)(1)(iv) of this section, from the
party seeking the information that
reasonable efforts have been made by
such party to secure a qualified protec-
tive order that meets the requirements
of paragraph (e)(1)(v) of this section,

(iif)y For the purposes of paragraph
(eY(D(i1)(A) of this section, a covered
entity receives satisfactory assurances
from a party seeking protecting health
information if the covered entity re-
ceives from such party a written state~
ment and accompanying documenta-
tion demonstrating that:

(A) The party requesting such infor-
mation has made a good faith attempt
to provide written notice to the indi-
vidual (or, if the individual's location
is unknown, to mail a notice to the in-
dividual’s last known address);

(B) The notice included sufficlent in-
formation about the litigation or pro-
ceeding in which the protected health
information is requested to permit the
individual to raise an objection to the
court or administrative tribunal; and

(C) The time for the individual to
raise objections to the court or admin-
istrative tribunal has elapsed, and:

(1) No objections were filed; or

(2) All objections filed by the indi-
vidual have been resolved by the court
or the administrative tribunal and the
disclosures being sought are consistent
with such resolution,

(iv) For the purposes of paragraph
()(D(1)B) of this section, a covered
entity receives satisfactory assurances
from a party secking protected health
Information, if the covered entity re-
ceives from such party a written state-
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ment and accompanying documenta-
tion demonstrating that:

(A) The parties to the dispute giving
rlse to the request for information
have agreed to a qualified protective
order and have presented it to the
court or administrative tribunal with
jurisdiction over the dispute; or

(B) The party seeking the protected
health information has requested a
qualified protective order from such
court or administrative tribunal.

(v) For purposes of paragraph (e)(1) of
this section, a qualified protective
order means, with respect to protected
health information requested under
paragraph (e)(1)(ii) of this section, an
order of a court or of an administrative
tribunal or a stipulation by the parties
to the litigation or administrative pro-
ceeding that: ... . .

(A) Prohibits the parties from using
or disclosing the protected health in-
formation for any purpose other than
the litigation or proceeding for which
such information was requested; and

(B) Requires the return to the cov-
ered entity or destruction of the pro-
tected health information (including
all copies made) at the end of the liti-
gation or proceeding.

(vi) Nothwithstanding paragraph
(e)(1)(i1) of this section, a covered enti-
ty may disclose protected health infor-
mation In response to lawful process
described in paragraph (e)(1)(ii) of this
section without receiving satlsfactory
assurance under paragraph (e)(1)(ii)(A)
or (B) of this section, if the covered en-
tity makes reasonable efforts to pro-
vide notice to the individual sufficient
to meet the requirements of paragraph
(e)(1)(1it) of this section or to seek a
qualified protective order sufficlient to
meet the requirements of paragraph
(e)(D)(iv) of this section,

(2) Other uses and disclosures under
this section. The provisions of this para-
graph do not supersede other provi-
sions of this section that otherwise
permit or restrict uses or disclosures of
protected health information.

(f) Standard: Disclosures for law en-
forcement purposes. A covered entity
may disclose protected health informa-
tion for a law enforcement purpose to a
law enforcement official if the condi-
tions in paragraphs (£)(1) through (£)(6)
of this section are met, as applicable,
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(1) Permitted disclosures: Purswant to
process and as otherwise required by law.
A covered entity may disclose pro-
tected health information:

(i) As required by law including laws
that require the reporting of certain
types of wounds or other physical Inju-
ries, except for laws subject to para-
graph (b)(1)(i) or (e)(1)(i) of this sec-
tion; or

(1) In compliance with and as limited
by the relevant requirements of:

(A) A court order or court-otrdered
warrant, or a subpoena or summons
issucd by a judicial officer;

(B) A grand jury subpoena; or

(C) An adminlistrative request, in-
¢luding an administrative subpoena or
summons, a ¢ivil or an authorized in-
vestigative demand, or similar process
authorized under law, provided that:

(I) The information sought is rel-
evant and material to a legitimate law
enforcement inquiry;

(2) The request is specific and limited
in scope to the extent reasonably prac-
ticable in light of the purpose for
which the Information is sought; and

(3) De-identified information could
not reasonably be used.

(2) Permitted disclosures: Limited infor-
mation for lIdentification and location
purposes, Bxcept for disclosures re-
quired by law as permitted by para-
graph (f)(1) of this section, a covered
entity may disclose protected health
information In response to a law en-
forcement official's request for such in-
formation for the purpose of Identi-
fying or locating a suspect, fugitive,
material witness, or missing person,
provided that:

(1) The covered entity may disclose
only the following information:

(A) Name and address;

(B) Date and place of birth;

(C) Social security number;

(D) ABO blood type and rh factor;

(E) Type of injury;

(F) Date and time of treatment;

(G) Date and time of death, if appli-
cable; and

(H) A description of distingulshing
physical characteristics, including
height, weight, gender, race, hair and
eye color, presence or absence of facial
hair (beard or moustache), scars, and
tattoos,
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(it) Except as permitted by paragraph
)(2)(1) of this section, the covered en-
tity may not disclose for the purposes
of identification or location under
paragraph (f)(2) of this section any pro-
tected health Information related to
the individual's DNA or DNA analysis,
dental records, or typing, samples or
analysis of body flulds or tissue,

(3) Permitted disclosure: Victims of a
crime, Bxcept for disclosures required
by law as permitted by paragraph (£)(1)
of this seotion, a covered entity may
disclose protected health information
in response to a law enforcement offi-
cial's request for such Information
about an individual who Is or is sus-
pected to be a victim of a orime, other
than disclosures that are subject to
paragraph (b) or (¢) of this section, if;

(i) The individual agrees to the dis-
closure; or

(if) The covered entity is unable to
obtain the individual's agreement be-
cause of incapacity or other emergency
circumstance, provided that:

(A) The faw enforcement official rep-
resents that such information is needed
to determine whether a violation of
law by a person other than the victim
has ocourred, and such information is
not intended to be used against the vic-
tim;

(B) The law enforcement official rep-
resents that immediate law enforce-
ment activity that depends upon the
disclosure would be materially and ad-
versely affected by waiting until the
individual is able to agree to the dis-
closure; and

(C) The disclosure is in the best in-
terests of the individual as determined
by the covered entity, in the exerclse
of professional judgment.

(4) Permitted disclosure: Decedents. A
covered entity may disclose protected
health information about an individual
who has died to a law enforcement offi-
cial for the purpose of alerting law en-
forcement of the death of the indi-
vidual if the covered entity has a sus-
picion that such death may have re-
sulted from criminal conduct,

(5) Permlitted disclosure: Crime on prem-
ises. A covered entity may disclose to a
law enforcement official protected
health information that the covered
entity believes in good faith con-
stitutes evidence of criminal conduct
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that occurred on the premises of the
covered entity,

(6) Permitted disclosure: Reporting
crime In  emergencies. (1) A covered
health care provider providing emer-
gency health care in response to a med-
ical emergency, other than such emer-
gency on the premises of the covered
health care provider, may disclose pro-
tected health information to a law en-
forcement official if such disclosure ap-
pears necessary to alert law enforce-
ment to:

(A) The commission and nature of a
crime;

(B) The location of such crime or of
the victim(s) of such crime; and

(C) The identity, description, and lo-
cation of the perpetrator of such crime.

(il) If a covered health care provider
believes that the -medical emergency
described in paragraph (£)(6)(i) of this
section Is the result of abuse, neglect,
or domestic violence of the individual
in need of emergency health care, para-
graph ()(6)(1) of this section does not
apply and any disclosure to a law en-
forcement official for law enforcement
purposes is subject to paragraph (c) of
this section,

(g) Standard: Uses and disclosures
about decedents—(1) Coroners and med-
ical examiners. A covered entity may
disclose protected health information
to a coroner or medical examiner for
the purpose of ldentifying a deceased
person, determining a cause of death,
or other duties as authorized by law. A
covered entity that also performs the
duties of a coroner or medical exam-
iner may use protected health informa-
tion for the purposes described in this
paragraph,

(2) Funeral directors, A covered entity
may disclose protected health informa-
tion to funeral directors, consistent
with applicable law, as necessary to
carry out their duties with respect to
the decedent, If necessary for funeral
directors to carry out their duties, the
covered entity may disclose the pro-
tected health information prior to, and
in reasonable anticipation of, the indi-
vidual's death,

(h) Standard: Uses and disclosures for

cadaveric organ, eye or tssue donation
purposas. A covered entity may use or
disclose protected health Information
to organ procurement organizations or
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other entities engaged in the procure-
ment, banking, or transplantation of
cadaveric organs, eyes, or tissue for the
purpose of facilitating organ, cye or
tissue donation and transplantation,

(1) Standard: Uses and disclosures for
research purposes—(1) Permitted uses and
disclosures. A covered entity may use or
disclose protected health information
for research, regardless of the source of
funding of the research, provided that:

(1) Board approval of a walver of au-
thorlzation. The covered entity obtains
documentation that an alteration to or
walver, in whole or In part, of the indi-
vidual authorization required by
§164.508 for use or disclosure of pro-
tected health information has been ap-
proved by either:

(A) An Institutional Review Board
(IRB), established in accordance with 7
CFR 1¢,107, 10 CFR 745.107, 14 CFR
1230,107, 15 CFR 27.107, 16 CFR 1028.107,
21 CFR 56,107, 22 CFR 225,107, 24 CFR
60,107, 28 CFR 46,107, 32 CFR 219.107, 34
CFR 97.107, 38 CFR 16,107, 40 CFR 26.107,
45 CFR 46.107, 45 CFR 690.107, or 49 CFR
11.107; or

(B) A privacy board that:

(I) Has members with varying back-
grounds and appropriate professional
competency as necessary to review the
effect of the research protocol on the
individual’s privacy rights and related
interests;

(2) Includes at least one member who
is not affiliated with the covered enti-
ty, not affiliated with any entity con-
ducting or sponsoring the research, and
not related to any person who is affili-
ated with any of such entities; and

(3) Does not have any member par-
ticlpating in a review of any project in
which the member has a conflict of In-
terest, :

(ii) Reviews preparatory to research.
The covered entity obtains from the re-
searcher tepresentations that:

(A) Use or disclogure is sought solely
to review protected health information
as necessary to prepare a research pro-
tocol or for similar purposes pre-
paratory to research;

(B) No protected health information
is to be removed from the covered enti-
ty by the researcher in the course of
the review; and
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(C) The protected health information
for which use or access is sought is nec-
essary for the research purposes,

(iii) Research on decedent’s informa-
tion, The covered entity obtains from
the researcher:

(A) Representation that the use or
disclosure sought iIs solely for research
on the protected health information of
decedents;

(B) Documentation, at the request of
the covered entity, of the death of such
individuals; and

(C) Representation that the protected
health information for which use or
disclosure is sought is necessary for
the research purposes,

(2) Documentation of walver approval.
For a use or disclosure to be permitted

_based on documentation of approval of

an alteration or waiver, undér para- ~

graph (I)(1)(1) of this section, the docu~
mentation must [nclude all of the fol-
lowing:

(1) Identification and date of action. A
statement identifying the IRB or pri-
vacy board and the date on which the
alteration or waiver of authorization
was approved;

(i) Waiver criteria. A statement that
the IRB or privacy board has deter-
mined that the alteration or walver, in
whole or in part, of authorization satis-
fies the following eriteria:

(A) The use or disclosure of protected
health information involves no more
than a minimal risk to the privacy of
individuals, based on, at least, the
presence of the following elements;

(1) An adequate plan to protect the
identifiers from improper use and dis-
closure;

(2) An adequate plan to destroy the
Identifiers at the earliest opportunity
consistent with conduct of the re-
search, unless there is a health or re-
search justification for retaining the
Identifiers or suech retention is other-
wise required by law,; and

(3) Adequate written assurances that
the protected health information wili
not be reused or disclosed fo any other
person or entity, except as required by
law, for authorized oversight of the re-
search study, or for other research for
which the use or disclosure of pro-
tected health information would be
permitted by this subpart;

(B) The research could not prac-
ticably be conducted without the waiv-
er or alteration; and

(C) The research could not prac-
ticably be conducted without access to
and use of the protected health infor-
mation.

(i11) Protected health information need-
ed. A brief description of the protected
health information for which use or ac-
cess has been determined to be nec-
essary by the IRB or privacy board has
determined, pursuant to paragraph
(1)2)A1)(C) of this section;

(iv) Review and approval procedures. A
statement that the alteration or waly-
er of authorization has been reviewed
and approved under either normal or
expedited review procedures, as fol-
lows:

(A) An IRB must follow the require-
ments of the Common Rule, including
the normal review procedures (7 CFR
1c.108(b), 10 CFR '745.108(b), 14 CFR
1230,108(b), 15 CFR 27,108(b), 16 CFR
1028.108(b), 21 CFR 56.108(b), 22 CFR
225.108(b), 24 'CFR 60.108(b), 28 CFR
46.108(b), 32 CFR 219.108(b), 34 CFR
97.108(b), 38 CFR 16.108(b), 40 CFR
26.108(b), 45 CFR 46,108(b), 45 CFR
690.108(b), or 49 CFR 11,108(b)) or the ex-
pedited review procedures (7 CFR
le.110, 10 CFR 745.110, 14 CFR 1230.110,
15 CFR 27.110, 16 CFR 1028.110, 21 CFR
56.110, 22 CFR 225.110, 24 CFR 60,110, 28
CFR 46,110, 32 CFR 219.110, 34 CFR
97.110, 38 CFR 16,110, 40 CFR 26.110, 45
CFR 46.110, 45 CFR 690.110, or 49 CFR
11,110);

(B) A privacy board must review the
proposed research at convened meet-
ings at which a majority of the privacy
board members are present, including
at least one member who satisfies the
criterion stated in paragraph
MAEYB)I(2) of this section, and the al-
teration or waiver of authorization
must be approved by the majority of
the privacy board members present at
the meeting, unless the privacy board
elects to uge an expedited review proce-
dure in accordance with paragraph
{)(2)(iv)(C) of this section;

(C) A privacy board may use an expe-
dited review procedure if the research
involves no more than minimal risk to
the privacy of the individuals who are
the subject of the protected health in-
formation for which use or disclosure is
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being sought, If the privacy board
elects to use an expedited review proce-
dure, the review and approval of the al-
teration’ or waiver of authorization
may be carried out by the chair of the
privacy board, or by one or more mem-
bers of the privacy board as designated
by the chair; and

(v) Required signature. The docu-
mentation of the alteration or waiver
of authorization must be signed by the
chair or other member, as designated
by the chair, of the IRB or the privacy
board, as applicable,

() Standard: Uses and disclosures to
avert a serlous threat to health or safety —
(1) Permitted disclosures, A covered enti-
ty may, consistent with applicable law
and standards of ethical conduct, use
or disclose protected health informa-
tion, if the covered entity, in good
faith, believes the use or disclosure:

(i)(A) Is necessary to prevent or less-
en a serious and imminent threat to
the health or safety of a person or the
public; and

(B) Is to a person or persons reason-
ably able to prevent or lessen the
threat, including the target of the
threat; or

(ii) Is necessary for law enforcement
authorities to identify or apprehend an
individual:

(A) Because of a statement by an in-
dividual admitting participation in a
violent crime that the covered entity
reasonably believes may have caused
serious physical harm to the victim; or

(B) Where It appears from all the clr-
cumstances that the individual has es-
caped from a correctional institution
or from lawful custody, as those terms
are defined in §164.501.

(2) Use or disclosure not permitted. A
use ot disclosure pursuant to para-
graph (J)(1)(1i)(A) of this section may
not be made if the information de-
soribed in paragraph (§)(1)(ti)(A) of this
section is learned by the covered enti-
ty!

(i) In the course of treatment to af-
fect the propensity to commit the
criminal conduct that is the basis for
the  disclosure under paragraph
UY(DEI(A) of this section, or coun-
seling or therapy; or

(ii) Through a request by the indi.
vidual to initiate or to be referred for
the treatment, counseling, or therapy
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described in paragraph (3)(2)(1) of this
section.

(3) Limit on information that may be
disclosed. A disclosure made pursuant
to paragraph (J)(1)(i{)(A) of this section
shall contaln only the statement de-
sortbed in paragraph (Q)(1)(i1)(A) of this
section and the protected health infor-
mation described in paragraph (£)(2)(i)
of this section.

(4) Presumptlon of good faith bellef, A
covered entity that uses or discloses
protected health information pursuvant
to paragraph (j)(1) of this section is
presumed to have acted in good faith
with regard to a belief described in
paragraph (J)(1)(i) or (il) of this section,
if the belief is based upon the covered
entity's actual knowledge or in reli-
ance on a credible representation by a
person with apparent knowledge or au-
thority.

(k) Standard: Uses and disclosures for
speciallzed  governmeni  functions—(1)
Military and veterans activities—(i)
Armed Forces personnel, A covered enti-
ty may use and disclose the protected
health information of individuals who
are Armed Forces personnel for activi-
ties deemed necessary by appropriate
military command authorities to as-
sure the proper execution of the mili-
tary mission, if the appropriate mill-
tary authority has published by notice
in the FEDERAL REGISTER the following
information:

(A) Appropriate military command
suthorities; and

(B) The purposes for which the pro-
tected health Information may be used
or disclosed.

(11) Separation or discharge from mili-
tary service, A covered entity that is a
component of the Departments of De-
fense or Transportation may disclose
to the Department of Veterans Affairs
(DVA) the protected health informa-
tion of an individual who is a member
of the Armed Forces upon the separa-
tion or discharge of the individual from
military service for the purpose of a
determination by DVA of the individ-
ual’s ellgibility for or entitlement to
benefits under laws admlinistered by
the Secretary of Veterans Affairs,
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(itl) Veterans. A covered entity that Is
a component of the Department of Vet-
erans Affairs may use and disclose pro-
tected health information to compo-
nents of the Department that deter-
mine eligibility for or entitlement to,
or that provide, benefits under the laws
administered by the Secretary of Vet
erans Affairs,

(iv) Foreign mllitary personnel, A cov-
ered entity may use and disclose the
protected health information of indl-
viduals who are foreign military per-
sonnel to their appropriate foreign
military authority for the same pur-
poses for which uses and disclosures
are permitted for Armed Forces per-
sonnel under the notice published in
the FEDERAL REGISTER pursuant to
paragraph (k)(1)(i) of this section.

(2) National security and .intelligence
activities. A covered entity may disclose
protected health information to au-
thorized federal officlals for the con-
duct of lawful intelligence, counter-in-
telligence, and other national security
activities authorized by the National
Security Act (50 U.S.C, 401, et seq.) and
implementing authority (e.g.,, Bxecu-
tive Order 12333),

(3) Protective services for the President
and olhers, A covered entity may dis-
close protected health information to
authorized federal officials for the pro-
vision of protective services to the
President or other persons authorized
by 18 U.§.C, 3056, or to foreign heads of
state or other persons authorized by 22
U.8.C. 2709(a}(3), or to for the conduct
of investigations authorized by 138
U.S.C. 871 and 879,

(4 Medical suitability determinations.
A covered entity that is a component
of the Department of State may use
protected health information to make
medical suitability determinations and
may disclose whether or not the indl-
vidual was determined to be medically
suitable to the offtoials in the Depart-
ment of State who noed access to such
information for the following purposes:

(1) For the purpose of a required secu-
rity clearance conducted pursuant to
Executive Orders 10450 and 12698,

(11) As necessary to determine world-
wide availability or availability for
mandatory service abroad under sec-
tions 101(a)(4) and 504 of the Foreign
Service Act; or
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(It1) For a family to accompany a
Foreign Service member abroad, con-
sistent with section 101(b)(5) and 904 of
the Foreign Service Aot.

(5) Correctional institutions and other
law enforcement custodial situations. (1)
Permitted disclosures. A covered entity
may disclose to a correctional institu-
tion or a law enforcement official hav~
ing lawful custody of an inmate or
other Individual protected health infor-
mation about such inmate or indi-
vidual, if the correctional institution
or such law enforcement official rep-
resents that such protected health in-
formation |s necessary for:

(A) The provision of health care to
such individuals;

(B) The health and safety of such in-
dividual or other inmates;

(C) The health and safety of the offi-
cers or employees of or others at the
correctional institution;

(D) The health and safety of such in-
dividuals and officers or other persons
responsible for the transporting of in-
mates or their transfer from one Insti-
tution, facility, or setting to another;

(B) Law enforcement on the premises
of the correctional institution; and

(F) The administration and mainte-
nance of the safety, security, and good
order of the correctional Institution,

(il) Permitted uses. A covered entity
that is a oorrectional institution may
use protected health information of in-
dividuals who are inmates for any pur-
pose for which such protected health
information may be disclosed,

(il1) No application after release. For
the purposes of this provision, an indi-
vidual is no longer an inmate when re-
leased on parole, probation, supervised
release, or otherwise Is no longer in
lawful custady.

(6) Covered entitles tha! are government
programs providing public benefits. (1) A
health plan that Is a government pro-
gram  providing public benefits may
disclose protected health information
relating to eligibility for or enrollment
in the health plan to another agency
administering a government program
providing public benefits if the sharing
of eligibility or enrollment informa-
tion among such government agencies
or the maintenance of such informa-
tion in a single or combined data sys-
tem accessible to all such government
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agencies is required or expressly au-
thorized by statute or regulation.

(if) A covered entity that is a govern-
ment agency administering a govern-
ment program providing public bene-
flts may disclose protected health In-
formation relating to the program to
another covered entity that is a gov-
ernment agency administering a gov-
ernment program providing public ben-
efits if the programs serve the same or
similar populations and the disclosure
of protected health information is nec-
essary to coordinate the covered func-
tlons of such programs or to improve
administration and management relat-
Ing to the covered functions of such
programs,

(1) Standard: Disclosures for workers’
compensation, A covered entity may

disclose protected health information:

as authorized by and to the extent nec-
essary to comply with laws relating to
workers’ compensation or other similar
programs, established by law, that pro-
vide benefits for work-related injuries
or illness without regard to fault,

(65 FR 82802, Dec. 28, 2000, as amended at 67
FR 53270, Aug. 14, 2002]

§164.514 Other requirements relatin
to uses and disclosures of protecte
health information,

(a) Standard: de-identification of pro-
tected health information, Health infor-
mation that does not identify an indi-
vidual and with respect to which there
is no reasonable basis to believe that
the informatlon can be used to identify
an individual is not individually identi-
fiable health information,

(b) Implementation specifications: re-
quirements for de-ldentification of pro-
tected health Information. A covered en-
tity may determine that health infor-
mation is not individually Identifiable
health information only if:

(1) A person with appropriate knowl-
edge of and experfence with generally
accepted statistical and scientific prin-
ciples and methods for rendering infor-
mation not individually tdentifiable:

(i) Applying such principles and
methods, determines that the risk is
very small that the information could
be used, alone or in combination with
other reasonably available Informa-
tion, by an anticipated reciplent to
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Identify an indlvidual who is a subject
of the information; and

(i1) Documents the mothods and re-
sults of the analysis that justify such
determination; or

(2)(1) The following identifiers of the
Individual or of relatives, employers,

or household members of the indi-
vidual, are removed:

(A) Names;

(B) All geographic subdivisions

smaller than a State, including street
address, city, county, precinet, zip
code, and their equivalent geocodes,
except for the Initial three digits of a
zip code if, according to the current
publicly avallable data from the Bu-
reau of the Census:

(I) The, geographic unit formed by
combining all zip codes with the same
three initial-digits-contains more than
20,000 people; and

(2) The initial three digits of a 2zip
code for all such geographic units con-

taining 20,000 or fewer people s
changed to 000.
(C) All elements of dates (except

year) for dates directly related to an
individual, including birth date, admis-
sion date, discharge date, date of
death; and all ages over 89 and all ele-
ments of dates (including year) indic-
atlve of such age, except that such ages
and elements may be aggregated into a
single category of age 90 or older;

(D) Telephone numbers;

(E) Fax numbers;

(F) Electronic mall addresses;

(G) Social security numbers;

(H) Medical record numbers;

(1) Health plan beneficiary numbers;

(J) Account numbers;

(K) Certificate/license numbers;

(L) Vehicle identifiers and serial
numbers, including license plate num-
bers;

(M) Device
numbers;

(N) Web Universal Resource Locators
(URLs);

(O) Internet Protocol
numbers;

(P) Biometric ldentifiers, Including
finger and voice prints;

(Q) Full face photographic images
and any comparable images; and

(R) Any other unique identifying
number, characteristic, or code, except

identifiers and serial

(IP) address
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as permitted by paragraph (c) of this
sectlon; and

(ii) The covered entity does not have
actual knowledge that the information
could be used alone or in combination
with other information to identlfy an
individual who is a subject of the infor-
mation,

(¢) Implementation specifications: re-
identification. A covered entity may as-
sign a code or other means of record
identification to allow information de-
identified under this section to be re-
identified by the covered entity, pro-
vided that: .

(1) Dertvatlon. The code or other
means of record identification Is not
derived from or related to information
about the individual and is not other-
wise capable of being translated so as
to identify the individualyand

(2) Security. The covered entity does
not use or disclose the code or other
means of record ldentification for any
other purpose, and does not disclose
the mechanism for re-identification,

(d)(1) Standard: minlmum necessary re-
quirements. In order to comply with
§164.502(b) and this section, a covered
entity must meet the requirements of
paragraphs (d)(2) through (d)(5) of this
section with respect to a request for, or
the use and disclosure of, protected
heaith information,

(2) Implementation specifications: min-
imum necessary uses of protected health
Information, (i) A covered entity must
identify:

(A) Those persons or classes of per-
sons, as appropriate, in its workforce
who need access to protected health in-
formation to carry out their duties;
and

(B) For each such person or class of
persons, the category or categories of
protected health Information to which
access is needed and any conditions ap-
propriate to such access.

(i) A covered entity must make rea-
sonable efforts to limit the access of
such persons or classes identified in
paragraph (d)(2)(i)(A) of this section to
protected lhealth information con-
sistent with paragraph (d)2Q)(I)(B) of
this seotion.

(3) Implementation specification: Min-
tmum necessary disclosures of protected
health information. (i) For any type of
disclosure that it makes on a routine

§164.514
and recurring basls, a covered entity
must Implement policies and proce-

dures (which may be standard proto-
cols) that limit the protected health
information disclosed to the amount
reasonably necessary to achleve the
purpose of the disclosure,

(it) For all other disclosures, a cov~
ered entity must:

(A) Develop criteria designed to limit
the protected health information dis-
closed to the information reasonably
necessary to accomplish the purpose
for which disclosure is sought; and

(B) Review requests for disclosure on
an individual basis in accordance with
such criteria.

(1ii) A covered entity may rely, if
such reliance is reasonable under the
circumstances, on a requested disclo-
sute as the minimum.necessary for the
stated purpose when:

(A) Making disclosurss to public offi-
cials that are permitted under §164.512,
If the public official represents that
the information requested is the min«
Imum necessary for the stated pur-
pose(s);

(B) The information is requested by
another covered entity;

(C) The information is requested by a
professional who is a member of its
workforce or is a business associate of
the covered entlty for the purpose of

providing professional services to the

covered entity, if the professional rep-
resents that the information requested
is the minimum necessary for the stat-
ed purpose(s); or

(D) Documentation or representa-
tions that comply with the applicable
requirements of §164,512(1) have been
provided by a person requesting the in-
formatlon for research purposes,

(4) Implementation specifications: Min-
linum necessary requests for protected
health informatlon. (1) A covered entity
must limit any request for protected
health information to that which s
reasonably necessary to accomplish the
purpose for which the request is made,
when requesting such information from
other covered entities,

(ii) For a request that is made on a
routine and reocurring basis, a covered
entity must implement policies and
procedures (which may be standard
protocols) that limit the proteoted
health information requested to the
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amount reasonably necessary to ac-
complish the purpose for which the re-
quest is made,

(iit) For all other requests, a covered
entity must:

(A) Develop criteria designed to limit
the request for protected health Infor-
mation to the information reasonably
necessary to accomplish the purpose
for which the request is made; and

(B) Review requests for disclosure on
an Individual basis in accordance with
such criteria.

(5) Implementation specification: Other
content requirement, For all uses, disclo-
sures, or requests to which the require-
ments in paragraph (d) of this section
apply, a covered entity may not use,
disclose or request an entire medical
record, except when the entire medical
record is specifically justified as the
amount that is reasonably necessary to
accomplish the purpose of the use, dis-
closure, or request.

(e¥(1) Standard: Limited data set. A
covered entity may use or disclose a
limited data set that meets the re-
quirements of paragraphs (e)(2) and
(e)(3) of this section, if the covered en-
tity enters into a data use agreement
with the limited data set recipient, in
accordance with paragraph (e)(4) of this
section.

(2) Implementation - specification: Lim-
ited data set: A limited data set is pro-
teoted health information that ex-
cludes the following direct identifiers
of the indlvidual or of relatlives, em-
ployers, or household members of the
individual:

(i) Names;

(i1) Postal address information, other
than town or ¢lty, State, and zip code;

(11f) Telephone numbers;

(iv) Fax numbers;

(v) Blectronic mail addresses;

(vi) Social security numbers;

(vii) Medical record numbers;

(viil) Health plan beneficiary num-
bers;

(ix) Account numbers;

(x) Certificate/license numbers;

(xi) Vehicle Identifiers and serial
numbers, including license plate num-
bers;

(xii) Device
num bers;

(xill) Web Universal Resource Loca-
tors (URLs);

identifiers and serial

45 CFR Subtitie A (10~1-07 Edition)

(xlv) Internet Protocol (IP) address
numbers;

(xv) Blometrlc identifiers, Including
finger and voice prints; and

(xvi) Full face photographic images
and any comparable images,

(3) Implementation specification: Per-
mitted purposes for uses and disclosures,
(1) A covered entity may use or disclose
a limited data set under paragraph
(e)(1) of this section only for the pur-
poses of research, public health, or
health care operations.

(ii) A covered entity may use pro-
tected health information to create a
limited data set that meets the re-
guirements of paragraph (e)(2) of this
section, or disclose protected health in-
formation only to a business associate
for su¢ch purpose, whether or not the

limited data set is to be used by the

covered entity.

(4) Implementation specifications: Data
use agreement.~(i) Agreement required. A
covered entity may use or disclose a
limited data set under paragraph (e)(1)
of this section only if the covered enti-
ty obtains satisfactory assurance, in
the form of a data use agreement that
meets the requirements of this section,
that the limited data set reciplent will
only use or disclose the protected
health information for Illmited pur-
poses,

(it) Contents., A data use agreement
between the covered entity and the
limited data set reciplent must:

(A) Establish the permitted uses and
disclosures of such information by the
limited data set recipient, consistent
with paragraph (e)(3) of this section,
The data use agreement may not au-
thorize the limited data. set recipient
to use or further dlsclose the informa-
tion in a manner that would violate
the requirements of this subpart, if
done by the covered entity;

(B) Establish who is permitted to use
or recelve the limited data set; and

(C) Provide that the limited data set
vecipient will:

(D) Not use or further disclose the in-
formation other than as permitted by
the data use agreement or as otherwise
required by law;

(2) Use appropriate safeguards to pre-
vent use or disclosure of the informa-
tion other than as provided for by the
data use agreement;
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(3) Report to the covered entity any
use or disclogure of the information
not provided for by its data use agree-
ment of which it becomes aware;

(4) Ensure that any agents, including
a subcontractor, to whom it provides
the limited data set agrees to the same
restrictions and conditions that apply
to the limited data set recipient with
respect to such information; and

(5) Not identify the information or
contact the individuals,

(1t1) Compliance. (A) A covered entity
Is not in compliance with the standards
in paragraph (e) of this section if the
covered entity knew of a pattern of ac-
tivity or practice of the limited data
set reciplent that constituted a mate-
rial breach or violation of the data use
agreement, unless the covered entity
took reasonable steps. to .cure the
breach or end the violation, as applica-
ble, and, if such steps were unsuccess-
ful:

(1) Discontinned disclosure of pro-
tected health information to the re-
cipient; and

(2) Reported the problem to the Sec-
retary,

(B) A covered entity that is a limited
data set recipient and violates a data
use agreement will be in noncompli-
ance with the gstandards, implementa-
tlon specifications, and requirements
of paragraph (e) of this section.

(0)(1) Standard: Uses and disclosures for
Sfundraising, A covered entity may use,
or disclose to a business associate or to
an institutfonally related foundation,
the following protected health infor-
mation for the purpose of raising funds
for its own benefit, without an author«
tzation meeting the requirements of
§164,508:

(1) Demographic information relating
to an individual; and

(1i) Dates of health care provided to
an individuat,

(2) Implementation specifications:
Fundraising requirements. (1) The cov-
ered entity may not use or disclose
protected health information for fund-
raising purposes as otherwise per-
mitted by paragraph (£)(1) of this sec-
tion unless a statement required by
§164.520(b)(1)(ii1)(B) is included in the
covered entity's notice;

(i1) The covered entity must include
in any fundraising materials it sends to

§164.514

an individual under this paragraph a
description of how the individual may ~
opt out of receiving any further fund-
raising communications,

(ili) The covered entity must make
reagonable efforts to ensure that indi-
viduals who decide to opt out of receiv-
ing future fundraising communications
are not sent such communiocations.

(g) Standard: Uses and dlisclosures for
underwriting and related purposes. If a
health plan receives protected heath
information for the purpose of under-
writing, premium rating, or other ac-
tivities relating to the oreation, re-
newal, or replacement of a contract of
health insurance or health benefits,
and if such health insurance or health
benefits are not placed with the health
plan, such health plan may not use or
disclose such protected health informa-
tion for any other purpose, except as
may be required by law,

(h)(1) Standard: Verification require-
ments. Prior to any disclosure per-
mitted by this subpart, a covered enti-
ty must:

(i) Bxoept with respect to disclosures
under §164.510, verify the identity of a
person requesting protected health in-
formation and the authority of any
such person to have access to protected
health information under this subpart,
if the identity or any such authority of
such person 1Is not known to the cov-
ered entity; and

(i) Obtain any documentation, state-
ments, or representations, whether
oral or written, from the person re-
questing the protected health informa-
tion when such documentation, state-
ment, or representation i{s a condition
of the disclosure under this subpart.

2) Implementatlon specifications:
Verlfication. (1) Conditions on disclosures.
If a disclosure is conditioned by this
subpart on particular documentation,
statements, or representations from
the person requesting the protected
health information, a covered entity
may rely, if such reliance is reasonable
under the circumstances, on docu-
mentation, statements, or representa~
tions that, on their face, meet the ap-
plicable requirements,

(A) The conditions in
§164.512(£) (1)(1i)(C) may be satisfied by
the administrative subpoena or similar
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process or by a separate written state-
ment that, on its face, demonstrates
that the applicable requirements have
been met.

(B) The documentation required by
§164.512(1)(2) may be satisfied by one or
more written statements, provided
that each is appropriately dated and
signed in accordance with
§164.512(1)(2)(1) and (v),

(11) Identity of public officlals. A cov-
ered entity may rely, If such reliance Is
reasonable under the circumstances, on
any of the following to verify ldentity
when the disclosure of protected health
information is to a public officlal or a
person acting on behalf of the public
offieial:

(A) If the request is made in person,
presentation of an agency identifica-

~tion -badge, other  official credentlals, -

or other proof of government status;

(B) If the request is in writing, the
request is on the appropriate govern-
ment letterhead; or

(C) If the disclosure is to a person
acting on behalf of a public official, a
written statement on appropriate gov-
ernment letterhead that the person is
acting under the government’s author-
ity or other evidence or documentation
of agency, such as a contract for serv-
ices, memorandum of understanding, or
purchase order, that establishes that
the person is acting on behalf of the
public official.

(ii) Authority of public officials. A
covered entity may rely, if such reli-
ance is reasonable under the eir-
cumstances, on any of the following to
verify authority when the disclosure of
protected health information is to a
public offictal or a person acting on be-
half of the public official:

(A) A written statement of the legal
authority under which the information
is requested, or, if a written statement
would be impracticable, an oral state-
ment of such legal authority;

(B) If a request is made pursuant ta
legal process, warrant, subpoena, order,
or other legal process issued by a grand
jury or a judicial or administrative tri-
bunal is presumed to constitute legal
authority.

(iv) Exercise of professional judgment.
The verification requirements of this
paragraph are met if the covered entity
relles on the exercise of professional

45 CFR Subtitle A (10-1-07 Edifion)

Judgment In making a use or disclosure
in accordance with §164.510 or acts on a
good faith bellef in making a disclosure
in accordance with §164.512(j).

[65 FR 82802, Dec. 28, 2000, as amended at 67
FR 53270, Aug. 14, 2002]

§164.520 Notice of privacy practices
for protected health information.

(a) Standard: notice of privacy prac-
tices—(1) Right to notice. Except as pro-
vided by paragraph (a)(2) or (3) of this
sectlon, an individual has a right to
adequate notice of the uses and disclo-
sures of protected health information
that may be made by the covered entl-
ty, and of the individual's rights and
the covered entity’s legal duties with
respect to protected health informa-
tion. AR S T

(2) Exception for group health plans. (1)
An Individual enrolled in a group
health plan has a right to notice:

(A) From the group health plan, if,
and to the extent that, such an indl-
vidual does not receive health benefits
under the group health plan through an
insurance contract with a health insur-
ance issuer or MO, or

(B) From the health insurance issuer
or HMO with respect to the group
health plan through which such indi-
viduals receive their health benefits
under the group health plan,

(i) A group health plan that provides
health benefits solely through an in-
surance contract with a health insur-
ance issuer or HMO, and that creates
or receives protected health informa-
tion in addition to summary health in-
formation as defined in §164,504(a) or
information on whether the individual
is participating in the group health
plan, or s enrolled in or has
disenrolled from a health {nsurance
issuer or HMO offered by the plan,
must:

(A) Maintain a notice under this sec-
tion; and

(B) Provide such notice upon request
to any person. The provisions of para-
graph (e)(1) of this seotion do not apply
to such group health plan,

(iii) A group health plan that pro-
vides health benefits solely through an
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