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1. Meeting Minutes






Friday, March 6, 2015 (8:00 a.m. — 9:15 a.m.)
Administrative Office of the Courts

WASHINGTON | SeaTac Office Building

COURTS 18000 International Blvd. Suite 1106, Conf Rm #2
Call-in Number: 1-888-450-5996, Passcode 628488

% JISC DATA DISSEMINATION COMMITTEE

DRAFT - MEETING MINUTES

Members Present Members Not Present
Judge Thomas J. Wynne, Chair Judge Jeannette Dalton
Judge J. Robert Leach Judge James Heller

Ms. Barbara Miner
Ms. Brooke Powell
Judge Steven Rosen
Ms. Aimee Vance

AOC Staff Present
Stephanie Happold, Data Dissemination Administrator

Guests Telephonically Present
Mr. Ronald Miles — Spokane Superior Court Administrator
Ms. Pam Jones — Snohomish County Prosecuting Attorney’s Office

Judge Wynne called the meeting to order and introduced the newest member of the Committee,
Ms. Brooke Powell, who is the Snohomish County Juvenile Court Administrator.

The following items of business were discussed:

1. Minutes of December 5, 2014 and February 20, 2015
Committee approved the meeting minutes.

2. Spokane Request for RACFIDs for IT Personnel

Mr. Ronald Miles presented Judge Cozza’s request to allow three non-court IT personnel
permanently assigned to the Spokane Superior Court to be given RACFIDs for continued work
with the County Courts and Clerk’s Office. Barb Miner asked DDA Happold why her
recommendation stated this request was different than the other requests that are under the
temporary access provided to non-court/clerk IT personnel by the DDC during its June 27,
2014 meeting. DDA Happold responded that Spokane’s IT personnel are permanently
assigned to the courts for work related only to court/clerk activities. The personnel will not be
partitioned between executive branch and judicial branch. Also, employees will not be rotated
in and out of the projects; the access will only be for these three.

The Committee voted unanimously to allow the three non-court IT personnel permanently
assigned to the Spokane Superior Court to be given RACFIDs for work with the County Courts
and Clerk’s Office.

3. Snohomish Co. PAO Request for Researcher Access
Ms. Pam Jones presented Snohomish County Prosecuting Attorney’s request to allow a
Snohomish County Human Services Department researcher Level 25 JIS-LINK access to
assist in a recidivism study. Ms. Jones explained the study and the need to have the County
researchers’ involvement. Barb Miner asked about specifics of the JIS-LINK access, what
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sort of data would be accessed, and if the plan was to look up each individual's information
one at a time. Ms. Jones responded that looking up each individual's information would be
time consuming. Ms. Miner suggested that a onetime data dissemination request may provide
all the needed data elements instead of the JIS-LINK access. Ms. Jones agreed with the
proposal, as long as they could have periodic updates of the data. Judge Leach than made
a motion to allow the Snohomish County Prosecuting Attorney’s Office and the corresponding
County researchers a fee-waived data dissemination request with the AOC and to allow for
periodic updates when needed. Ms. Miner seconded and the motion passed unanimously.
Nathan Marti, a researcher with Snohomish County, will contact DDA Happold about the
request.

4. JABS Access to Prosecutors and Public Defenders

DDA Happold updated the Committee on its recent decision to provide JABS access to all
prosecutors and public defenders, and for access to eventually be provided through a JIS-
LINK ID instead of a court-issued ID. The request is now ITG229. A preliminary design was
completed that reuses the existing JIS security model so a similar JIS-LINK access can be
provided. This means a user could access JABS without having a JIS login. This feature is
already supported by JIS Security and is used for access to JIS and JCS (level 20, 25,30).
Estimated hours are not yet calculated. Also, dual factor verification will become its own
project and an ITG request will be made. DDA Happold will continue to provide the Committee
updates on the progress of these ITG projects.

5. Case Type 7 Access to AGO and DSHS-CA
Per the Committee’s direction, DDA Happold looked into the ability to grant case type 7
access to certain JIS-LINK users, and to limit the case type security access in
Odyssey/SCOMIS for entities such as the Washington State Attorney General’'s Office.
DDA Happold told the Committee that in Odyssey, access to those cases known as “case
type 7s” is based on base case type security. At this time, Odyssey will not be able to
separate out those particular cases, such as dependency cases, from the rest of the case
types in order for certain JIS-LINK users to access them. The Committee was not pleased
with this finding. Other JIS-LINK exemptions were discussed and Judge Leach asked if
DDA Happold could provide the Committee a list of all the current JIS exemptions to review.
Other Committee members agreed that they wanted to see the exemption list and DDA
Happold was also asked to bring statutes/court rules that support the exemptions to the next
meeting.

6. DD Training Draft
The Committee went through the presentation draft and provided edits. DDA Happold will
finish the presentation and email it to all the Committee members for a final review.

7. Other Business
DDA Happold provided the Committee information on SSB5564 that adds a new section to
RCW 13.50.260:
The Washington state patrol shall ensure that the Washington state identification
system provides criminal justice agencies access to sealed juvenile records
information. RCW 13.50.260(8)(d)
She also provided an update on SHB1617.

There being no other business to come before the Committee, the meeting was adjourned.
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Request for a Bulk File of Traffic and Criminal Traffic Infraction Data from
the Washington Judicial Information System

Who is Drivers History Information:

Drivers History Information (“DHI”) is an insurance support organization that provides insurance
companies and their agents with tools and services that support their underwriting and claims
investigations functions. To support its services DHI works with a variety of state agencies, state
Administrative Office of the Courts, local courts and municipalities in collecting traffic and
criminal traffic data and currently collects such data in over 28 states. DHI's services help the
insurance carriers more accurately attribute risk which ultimately benefits the consumer in the
form of more fairly priced insurance policies.

DHI's Specific Request:

DHI seeks to geographically expand its insurance support services to include the state of
Washington. Specifically DHI is requesting:

1. A historical bulk file of traffic related case information containing the exact data elements
previously made available to Data Driven Safety, Inc. as part of State of Washington
AOC Contract Number DSA 14019. These elements included:

e Case Number

LEA Code

LEA Name

Name of Individual

Date of Birth (mm/dd/yyyy)

Gender

Case Type (“IT” = Infraction Traffic)
Jurisdiction Description

Violation Date (mm/dd/yyyy)

Case Filing Date

Case Disposition Code

Case Disposition Description

Case Disposition Date

Driver’s License State of Issuance
State Violated (Charge Information)
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2.

In addition DHI is requesting ongoing periodic updates to this file (at least monthly) that
will contain any changes to previously provided cases and any additions (i.e. new cases)
to the database. DHI will be glad to submit a separate update request each time if the
State of Washington AOC (“AOC”) does nhot wish to honor a standing request.

What DHI Will Not Do With the Washington AOC Data

DHI will not use the data to “identify” an individual. DHI's services use identifying
information that is voluntarily provided to the insurance carrier by the applicant or policy
holder. This information is matched to the traffic infraction database to retrieve specific
violation and/or criminal information that is then used as part of an underwriting and/or
rating decisioning system.

DHI will not copy, duplicate or disseminate the information or data provided other than
for the stated purpose.

DHI will not use court records obtained from the AOC for purposes of commercial
solicitation.

What DHI Will Do With the Washington AOC Data

DHI will ensure the highest standards of security, data protection, data integrity and will
agree to fully abide to the letter of all local and federal laws and regulations that govern
access to the data and use of the data. As a recognized Consumer Reporting Agency
DHI’s insurance rating and underwriting related services are governed by the Federal
Fair Credit Reporting Act which binds DHI to the highest standards of data accuracy and
controls.

DHI will ensure all access to the AOC data or any service based in whole or in part upon
the data will be conducted in a proper and legal manner and in a manner that protects
consumer privacy.

DHI will ensure all updates and/or changes to the data are processed in a timely manner
and will promptly remove all expunged, sealed and restricted cases upon request.

DHI will maintain a log of all distribution transactions, including a listing of all entities that
have access to the data and DHI's services and will make such information available,
upon request, to the AOC for audit purposes.

For monitoring, auditing and contract compliance purposes DHI will provide the AOC
access, at no charge, to any DHI database created using information provided by the
AOC.

DHI will delete any data after the set retention period for that data has expired.

DHI will validate the identity of all users and verify their permissible business purpose for
accessing any DHI service which includes or relies in any way upon the AOC data.
Furthermore DHI will enter into a written subscriber agreement with all users.

DHI will comply with any and all audits by the AOC.

DHI will support any additional data and/or use restrictions required by the AOC.





Data Dissemination Agreement and Payment for the Data

DHI understands that it will be required to enter into a Data Dissemination Agreement with the
AOC. Furthermore DHI will gladly agree to pay any and all reasonable fees associated with the
creation and delivery of the historical file as well as the periodic updates.

Similarity of This Request to Previously Fulfilled Request

DHI does not wish to create an undue burden on the court or court clerk operations. The data
extract being requested is the exactly the same or highly similar to the extract provided Data
Driven Safety (Contract Number DSA 14019), therefore DHI does not believe this request
places an undue burden upon the court. The periodic update being requested could be in the
form of a complete replacement file, which should require no additional development, or it could
be in the form of an update file. Nevertheless DHI will gladly pay all reasonable fees associated
with any development or commitment of resources required to fulfill this request.

Consumer Privacy and Data Security

DHI supports a citizen’s reasonable expectation to personal privacy and hold itself to the highest
standards relative to consumer privacy and data security. As previously stated, DHI is
considered to be a Consumer Reporting Agency and as such we are required to adhere to
federally mandated consumer oriented fair information practices. For a more thorough overview
of DHI's security practices please see the Security Information Policy provided.

In addition, much of the data utilized by DHI is subject to the Federal Drivers Privacy Protection
Act (18 U.S. Code § 2721), the “DPPA”. The DPPA governs the release and use of certain
personal information, specifically identifying information such as Address and Date-of-Birth,
originating from a State Motor Vehicle Agency. The DPPA clearly states that such information
may be released only for a limited number of purposes, one of which is “For use by any insurer
or insurance support organization, or by a self-insured entity, or its agents, employees, or
contractors, in connection with claims investigation activities, antifraud activities, rating or
underwriting.” (18 U.S. Code 8§ 2721(b) (6)). DHI's data use clearly falls within this provision of
the DPPA.

DHI will be glad to provide any additional information requested and would like to thank the
committee for their consideration.

Sincerely,

Mike Wallis
Senior Vice President
mwallis@drivershistory.com
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Registered to:

The State of Washington Administrative Office of the Courts

Version 1.11

October 2014

BY ITS ACCEPTANCE OF THIS COPY OF INFORMATION SECURITY POLICIES AND PROCEDURES, AND IN
ACCORDANCE THE NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT SIGNED BY THE
RECIPIENT, THE RECIPIENT AGREES THAT (A) IT WILL NOT, IN WHOLE OR IN PART, AT ANY TIME,
DISTRIBUTE INFORMATION SECURITY POLICY AND PROCEDURES TO OTHERS OR REPRODUCE IT WITHOUT
THE PRIOR WRITTEN CONSENT OF THE COMPANY AND (B) IT WILL KEEP PERMANENTLY CONFIDENTIAL
ALL INFORMATION CONTAINED HEREIN OR MADE AVAILABLE IN CONNECTION WITH ANY FURTHER
INVESTIGATION. INFORMATION SECURITY POLICIES AND PROCEDURES IS BEING DELIVERED FOR
INFORMATIONAL PURPOSES. UPON REQUEST, THE RECIPIENT WILL PROMPTLY RETURN ALL MATERIAL
RECEIVED FROM THE COMPANY (INCLUDING THIS NUMBERED INFORMATION SECURITY
POLICIES AND PROCEDURES DOCUMENT) WITHOUT RETAINING ANY COPIES THEREOF. IN
FURNISHING THIS INFORMATION SECURITY POLICIES AND PROCEDURES, THE COMPANY
UNDERTAKES NO OBLIGATION TO PROVIDE THE RECIPIENT WITH ACCESS TO ANY ADDITIONAL
INFORMATION OR TO UPDATE ANY OF THE INFORMATION CONTAINED HEREIN.

Drivers History Inc

1 Keystone Ave

Unit 700

Cherry Hill, New Jersey 08003
P:800-974-8422

The information contained herein is confidential and proprietary to DHI.
Unauthorized disclosure is prohibited.
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1. INFOSEC Policy

1.1. Overview

DHI's INFOSEC group is committed to protecting DHI employees, partners and the
company from illegal or damaging actions by individuals, either knowingly or
unknowingly. The INFOSEC group is comprised of the Lead Security Administrator,
his/her designates, and the CTO. This group carries out their security related duties
as authorized by the CEO of DHI, Inc.

Effective security is a team effort involving the participation and support of every
DHI employee and affiliate who deals with information and/or information systems.
The INFOSEC Policies and Procedures in this document are the guidelines for
behavior of every employee and contractor of the company with respect to security,
both electronic and physical. It is the responsibility of every employee to know these
guidelines, and to conduct their activities accordingly.

Additionally, it is the responsibility of every employee to report potential security
violations or vulnerabilities when they are discovered. This may be done in person or
via email. DHI routinely grants awards to employees selected by the Information
Security Group as having played a significant role in improving the company’s
security.

1.2. Purpose

The purpose of this document is to provide employees and contractors of DHI with a
clear understanding of the roles, responsibilities and authority of the INFOSEC group
in granting exceptions to the INFOSEC policies, conducting security investigations
and the potential enforcement that may result.

1.3. Scope

This policy applies to employees, contractors, consultants, temporaries, and other
workers at DHI, including all personnel affiliated with third parties. This policy
applies to all equipment that is owned or leased by or otherwise under the control of
DHI.

1.4. Exceptions

Exceptions to INFOSEC policies and procedures will rarely be granted and when
granted will be for specific projects and limited time periods. It is recognized that
situations may arise that require exceptions to certain INFOSEC policies. Requests
for exceptions must be made in writing by the requestor and approved by the Lead
Security Administrator and the CTO. Each exception granted may be subject to
periodic review by the INFOSEC group in order to determine if the exception is still
required.

1.5. Enforcement

Violations of INFOSEC policies may result in disciplinary action against the violator.
INFOSEC will conduct investigations into potential violations. The results of such
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investigations will be provided to the company’s General Counsel. If further action is
required, General Counsel may convene a disciplinary panel consisting of, without
limitation, the manager of human resources and the CTO (“Disciplinary Panel”).

If a Disciplinary Panel is convened, the Disciplinary Panel will review the results of
the investigation to determine whether further action is required. If further action is
required, the Disciplinary Panel will formulate a recommendation for disciplinary
action. The results of the investigation and the recommendation shall be provided to
the CEO of the company for final decision on disciplinary action. Disciplinary action
shall be presented to the employee in the presence of the employee’s direct
supervisor and the manager of human resources.

1.6. Monitoring

Monitoring the company’s security environment and conducting investigations into
potential security problems are the responsibility and the duty of the INFOSEC
group. Monitoring is an on-going daily activity that is conducted in-person and with
automated tools that record events on a 7 X 24 basis.

In-person monitoring is conducted on a continuous basis by INFOSEC personnel, who
are trained in observational skills (sometimes known as “situational awareness”),
whenever they are present within the DHI offices. In-person monitoring is also
conducted through manual review of event log files and video created by automated
monitoring tools.

Automated monitoring is conducted on a continuous basis through the use of a
variety of tools such as physical intrusion monitoring systems, video cameras with
recording systems as well as network intrusion detection and decoy server systems
(honeypots). Automated monitoring occurs on sources both external and internal to
the company.

In the course of the on-going, daily monitoring, the INFOSEC personnel are primarily
looking for events and behavior that are indicative of external attacks against the
company’s facilities and infrastructure. External attacks are dealt with by INFOSEC
personnel in cooperation with outside assistance such as System Administrators at
ISPs and the National Computer Emergency Response Team.

INFOSEC personnel are also charged with constantly looking internally for events and
behavior that are inconsistent with INFOSEC policies. If an event or behavior of this
type is detected, additional and more detailed investigation may result.

1.7. Investigations

Investigations begin with the detection of an incident (events or behavior by internal
personnel) that is inconsistent with INFOSEC policies. Initially, INFOSEC personnel
will determine if the incident is a general situation affecting the entire company (ex.
Someone has invoked a virus that arrived attached to an email and it has spread
throughout the company) or is the incident attributable to individual(s) (ex. An
employee has attached an Excel spreadsheet with confidential information in clear
text to an email and sent it outside the company).

If the incident is the broader situation affecting the entire company, INFOSEC may
immediately initiate an investigation to devise and implement a solution as soon as
possible. The CTO and General Counsel shall be informed of the investigation and

kept apprised of progress on the solution. Policies and procedures may need to be
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revised and company personnel may need to be trained to prevent further, similar
incidents.

If the incident can be attributed to the actions of an individual or specific group of
individuals, INFOSEC will document the incident and inform the CTO before
beginning the investigation. The CTO shall consult with General Counsel and Human
Resources to determine whether to proceed with a more detailed investigation.

If a decision to proceed is made, General Counsel shall provide INFOSEC guidance in
conducting the detailed investigation. Human Resources will notify the appropriate
managers that an investigation has been initiated. INFOSEC, acting at the direction
of General Counsel, shall conduct the investigation using any and all tools legally
available and approved by General Counsel. Investigations shall proceed as quickly
as possible and all results shall be provided to the General Counsel. General
Counsel, Human Resources and the CTO shall then initiate enforcement proceedings.
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2. Acceptable Encryption Policy

2.1. Purpose

The purpose of this policy is to provide guidance that limits the use of encryption to
those algorithms that have received substantial public review and have been proven
to work effectively. Additionally, this policy provides direction to ensure that Federal
regulations are followed, and legal authority is granted for the dissemination and use
of encryption technologies outside of the United States.

2.2. Scope
This policy applies to all DHI employees and affiliates.

2.3. Policy

Proven, standard algorithms such as 3DES, Blowfish, RSA, RC5 and IDEA should be
used as the basis for encryption technologies. These algorithms represent the actual
cipher used for an approved application. For example, Network Associate's Pretty
Good Privacy (PGP) uses a combination of IDEA and RSA or Diffie-Hillman, while
Secure Socket Layer (SSL) uses RSA encryption. Symmetric cryptosystem key
lengths must be at least 56 bits. Asymmetric crypto-system keys must be of a
length that yields equivalent strength. DHI's key length requirements will be
reviewed annually and upgraded as technology allows.

The use of proprietary encryption algorithms is not allowed for any purpose, unless
reviewed by qualified experts outside of the vendor in question and approved by
INFOSEC. Be aware that the U.S. Government restricts the export of encryption
technologies. Residents of countries other than the United States should make
themselves aware of the encryption technology laws of the country in which they
reside.

2.4. Definitions

e Proprietary Encryption An algorithm that has not been made public
and/or has not withstood public scrutiny. The developer of the algorithm
could be a vendor, an individual, or the government.

¢ Symmetric Cryptosystem A method of encryption in which the same
key is used for both encryption and decryption of the data.

¢ Asymmetric Cryptosystem A method of encryption in which two
different keys is used: one for encrypting and one for decrypting the data
(e.g., public-key encryption).
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3. Acceptable Use Policy

3.1. Overview

DHI's INFOSEC group is committed to protecting DHI's employees, partners and the
company from illegal or damaging actions by individuals, either knowingly or
unknowingly. The INFOSEC group is headed by the Lead Security Administrator, who
is responsible for the enforcement and policing of these policies. Any questions
regarding authority, enforcement, or compliance with these policies should be
addressed to the Lead Security Administrator.

Internet/Intranet/Extranet-related systems, including but not limited to computer
equipment, software, operating systems, storage media, network accounts providing
electronic mail, WWW browsing, telnet, chat, telephony, and FTP, are the property of
DHI. These systems are to be used for business purposes in serving the interests of
the company, and of our clients and customers in the course of normal operations.

Effective security is a team effort involving the participation and support of every
DHI employee and affiliate who deals with information and/or information systems.
It is the responsibility of every network user to know these guidelines, and to
conduct their activities accordingly.

3.2. Purpose

The purpose of this policy is to outline the acceptable use of computer equipment at
DHI. These rules are in place to protect the employee and DHI. Inappropriate use
exposes DHI to risks including virus attacks, compromise of network systems and
services, and legal issues.

3.3. Scope

This policy applies to employees, contractors, consultants, temporaries, and other
workers at DHI, including all personnel affiliated with third parties. This policy
applies to all equipment that is owned or leased by, or otherwise under the control of
DHI.

3.4. Policy

3.4.1. General Use and Ownership

1. Users should be aware that the data they create on the corporate systems
remains the property of DHI. Because of the need to protect DHI’s
network, management does not guarantee the confidentiality of
information stored on any network device belonging to DHI.

2. Employees are responsible for exercising good judgment regarding the
reasonableness of personal use. Personal use of company assets is
governed by the Personal Use Policy.

3. INFOSEC recommends that any information that users consider sensitive
or vulnerable be encrypted. For guidelines on information classification,
see INFOSEC's Information Sensitivity Policy.
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3.4.2.

3.4.3.

DHI may monitor equipment, systems and network traffic at any time, per
INFOSEC's Audit Policy.

DHI reserves the right to audit networks and systems on a periodic basis
to ensure compliance with this policy.

Security and Proprietary Information

The user interface for information contained on
Internet/Intranet/Extranet-related systems (i.e. a web browser) should be
classified as sensitive, confidential, or not confidential, as defined by
corporate confidentiality guidelines, details of which can be found in
INFOSEC'’s Information Sensitivity Policy. Examples of confidential
information include but are not limited to: company private, corporate
strategies, competitor sensitive, trade secrets, specifications, customer
lists, and research data. Employees should take all necessary steps to
prevent unauthorized access to this information.

Keep passwords secure and do not share accounts. Authorized users are
responsible for the security of their passwords and accounts.

All PCs, laptops and workstations should be secured with a password-
protected screensaver with the automatic activation feature set at 10
minutes or less, or by logging-off (control-alt-delete for Win2K users)
when the host will be unattended.

Use encryption of information in compliance with INFOSEC's Acceptable
Encryption policy.

Because information contained on portable computers is especially
vulnerable, special care should be exercised. Protect laptops in
accordance with the “Laptop Security Policy”.

Postings by employees from a DHI email address to newsgroups should

contain a disclaimer stating that the opinions expressed are strictly their
own and not necessarily those of DHI, unless posting is in the course of

business duties.

Postings to newsgroups should never divulge specific information about
the DHI network topology, applications, or business practices without prior
approval from management.

All hosts used by the employee that are connected to the DHI
Internet/Intranet/Extranet, whether owned by the employee or DHI, shall
be continually executing approved virus-scanning software with a current
virus database. Unless overridden by departmental or group policy.

Employees must use extreme caution when opening e-mail attachments
received from unknown senders, which may contain viruses, e-mail
bombs, or Trojan horse code.

Unacceptable Use - Non-Exhaustive List

The following activities are, in general, prohibited. Employees may be exempted
from these restrictions during the course of their legitimate job responsibilities (e.g.,
systems administration staff may have a need to disable the network access of a
host if that host is disrupting production services). Under no circumstances is an
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employee of DHI authorized to engage in any activity that is illegal under local, state,
federal or international law while utilizing DHI-owned resources.

The lists below are by no means exhaustive, but rather, attempt to provide a
framework for activities that fall into the category of unacceptable use:

3.4.4.

System and Network Activities

The following activities are strictly prohibited, with no exceptions:

1.

10.

Unauthorized release of any proprietary DHI data, applications, customer
data, business plans, or any data whose release could reasonably be
expected to cause financial harm to DHI.

Violations of the rights of any person or company or other entity protected
by copyright, trade secret, patent or other intellectual property right(s), or
similar laws or regulations, including, but not limited to, the installation or
distribution of "pirated" or other software products that are not
appropriately licensed for use by DHI.

Unauthorized copying of copyrighted material including, but not limited to,
digitization and distribution of photographs from magazines, books or
other copyrighted sources, copyrighted music, and the installation of any
copyrighted software for which DHI or the end user does not have an
active license is strictly prohibited.

Exporting software, technical information, encryption software or
technology, in violation of international or regional export control laws, is
illegal. The General Counsel should be consulted prior to export of any
material that is in question.

Introduction of maliCTOus programs into the network or server (e.g.,
viruses, worms, Trojan horses, e-mail bombs, etc.).

Revealing your account password to others or allowing use of your
account by others. This includes family and other household members
when work is being done at home.

Using a DHI computing asset to actively engage in procuring or
transmitting material that is in violation of sexual harassment or hostile
workplace laws in the user's local jurisdiction. The use of the DHI network
to intentionally download pornographic images is expressly prohibited.

Making fraudulent offers of products, items, or services originating from
any DHI account.

Making statements about warranty, expressly or implied, unless it is a
part of normal job duties.

Effecting security breaches or disruptions of network communication.
Security breaches include, but are not limited to, accessing data of which
the employee is not an intended recipient or logging into a server or
account that the employee is not expressly authorized to access, unless
these duties are within the scope of regular duties. For purposes of this
section, "disruption" includes, but is not limited to, network sniffing,
pinged floods, packet spoofing, denial of service, and forged routing
information for maliCTOus purposes.
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11.

12.

13.

14,

15.

16.

17.

3.4.5.

Port scanning or security scanning is expressly prohibited unless prior
notification to INFOSEC is made and approval received.

Executing any form of network monitoring which will intercept data not
intended for the employee's host, unless this activity is a part of the
employee's normal job/duty.

Circumventing user authentication or security of any host, network or
account.

Interfering with or denying service to any user other than the employee's
host (for example, denial of service attack).

Using any program/script/command, or sending messages of any kind,
with the intent to interfere with, or disable, a user's terminal session, via
any means, locally or via the Internet/Intranet/Extranet.

Providing information about, or lists of, DHI employees or resources to
parties outside DHI is strictly prohibited. This includes posting to technical
support groups on the Internet. INFOSEC must authorize any exception
to this rule in writing.

Installing unauthorized software onto machines within the DHI network.
Authorized software is software that is distributed or approved by IT and
INFOSEC. For example, a user downloading Weatherbug would not be
installing authorized software, however a user installing Skype would.
When in doubt contact IT or INFOSEC.

Email and Communications Activities

Effective February 1, 2014, access and use of personal email from the
company network is strictly prohibited.

Sending unsolicited email messages, including the sending of "junk mail"
or other advertising material to individuals who did not specifically request
such material (email spam).

Any form of harassment via email, telephone or paging, whether through
language, frequency, or size of messages.

Unauthorized use, or forging, of email header information.

Solicitation of email for any other email address, other than that of the
poster's account, with the intent to harass or to collect replies.

Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes
of any type.

Use of unsolicited email originating from within DHI's networks of other
Internet/Intranet/Extranet service providers on behalf of, or to advertise,
any service hosted by DHI or connected via DHI's network.

Posting the same or similar non-business-related messages to large
numbers of Usenet newsgroups (newsgroup spam).
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4. Access Recertification Policy

4.1. Purpose

To establish INFOSEC policies regarding quarterly review of user access.

4.2. Scope

This policy applies to all employees and contractors operating within DHI.

4.3. Policy

Every three (3) months, INFOSEC will review the systems access of all users, and
determine whether the users’ current access levels are appropriate. In accordance
with DHI's stated policies, all user access is granted on a “least access” basis. As
such, any system access in excess of the minimal access required will be removed.

If a user feels he /she requires more system access than is deemed necessary by
INFOSEC, the user must submit a written request, signed by a manager, stating why
said access is required. Upon review of the request, INFOSEC and the Network
Administrator will determine if a proper justification exists. Appropriate network
access is always the final decision of INFOSEC.
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5. Acquisition Assessment Policy

5.1. Purpose

To establish INFOSEC responsibilities regarding corporate acquisitions, and define
the minimum-security requirements of an INFOSEC acquisition assessment.

5.2. Scope

This policy applies to any team charged with assessing all companies acquired by
DHI and pertains to all systems, networks, laboratories, test equipment, hardware,
software and firmware, owned and/or operated by the acquired company.

5.3. Policy
5.3.1. General

Acquisition assessments are conducted to ensure that a company being acquired by
DHI does not pose a security risk to corporate networks, internal systems, and/or
confidential/sensitive information. INFOSEC will provide personnel to serve as active
members of the acquisition team throughout the acquisition process. The INFOSEC
role is to detect and evaluate information security risk, develop a remediation plan
with the affected parties for the identified risk, and work with the acquisitions team
to implement solutions for any identified security risks, prior to allowing connectivity
to DHI's networks. Below are the minimum requirements that the acquired company
must meet before being connected to the DHI network.

5.3.2. Hosts

1. All hosts (servers, desktops, laptops) will be replaced or re-imaged with a
DHI standard image.

2. Business critical production servers that cannot be replaced or re-imaged
must be audited and a waiver granted by INFOSEC.

3. All PC based hosts will require DHI approved virus protection before the
network connection.

5.3.3. Networks

1. All network devices will be replaced or re-imaged with a DHI standard
image.
2. Wireless network access points will be configured to the DHI standard.

5.3.4. Internet

All Internet connections will be terminated.

2. When justified by business requirements, air-gapped Internet connections
require INFOSEC review and approval.
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5.3.5.

5.3.6.

Remote Access

All remote access connections will be terminated.

DHI will provide remote access to the production network.

Labs

Lab equipment must be physically separated and secured from non-lab
areas.

The lab network must be separated from the corporate production
network with a firewall between the two networks.

Any direct network connections (including analog lines, ISDN lines, T1,
etc.) to external customers, partners, etc., must be reviewed and
approved by INFOSEC.

All acquired labs must meet with DHI’'s network security policies, or be
granted a waiver by INFOSEC.

In the event the acquired networks and computer systems being
connected to the corporate network fail to meet these requirements, the
DHI Chief Information Officer (CTO) must acknowledge and approve of the
risk to DHI's networks

5.4. Definitions

Business Critical Production Server A server that is critical to the
continued business operations of the acquired Company.
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6. Anti-Virus and Malware Policy

6.1.

Purpose

The purpose of this policy is to provide guidance to users to ensure the DHI network
is adequately protected from computer viruses and worms and malware.

6.2.

Scope

This policy applies to all DHI employees and affiliates.

6.3.

Policy

DHI users should follow the following guidelines to prevent virus problems:

Always run the standard, supported anti-virus software as distributed by the
IT department. Download and install anti-virus software updates as they
become available.

NEVER open any files or macros attached to an email from an unknown,
suspicious or untrustworthy source. Delete these attachments immediately,
then "double delete" them by emptying your Trash.

Delete spam, chain, and other junk email without forwarding, in accordance
with DHI's Acceptable Use Policy.

Exercise extreme caution when downloading files from external sources. If
there is any doubt about the source of the files to be downloaded, consult
with INFOSEC.

Avoid direct disk sharing with read/write access unless there is absolutely a
business requirement to do so.

Always scan a floppy diskette, CDROM or DVD from an unknown source for
viruses before using it.

Back-up critical data and system configurations on a regular basis and store
the data in a safe place. Backup of data on any of DHI’s servers are the
responsibility of the Network Support Group. Any files that a user wishes to
be backed up on a regular basis should be placed in the "My Documents”
folder on the user’s workstation where they will automatically be backed up to
the network.

If lab testing conflicts with anti-virus software, run the anti-virus utility to
ensure a clean machine, disable the software, then run the lab test. After the
lab test, enable the anti-virus software. When the anti-virus software is
disabled, do not run any applications that could transfer a virus, e.g., email or
file sharing.

New viruses are discovered almost every day. Daily updates of the virus
definition database must be performed.
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6.4. Definitions

e Virus A virus is a program that carries out a specific function and infects
other programs in the process. In many cases the whole function of the virus
is to replicate itself, nothing more. Other viruses rewrite data files making

them useless.

¢ Worm A worm is a virus that does not infect other programs. It still replicates
itself to other computers, but will always arrive in the same program.
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7. Audit Policy

7.1.

Purpose

To provide the authority for members of DHI's INFOSEC team to conduct a security
audit on any system at DHI.

Audits may be conducted to:

7.2.

Ensure integrity, confidentiality and availability of information and resources

Investigate possible security incidents to ensure conformance to DHI security
policies

Monitor user or system activity where appropriate.

Further any other legitimate business interest of the company.

Scope

This policy covers all computer and communication devices owned or operated by
DHI. This policy also covers any computer and communications device that are
present on DHI premises, but which may not be owned or operated by DHI.

7.3.

Policy

When requested, and for the purpose of performing an audit, any access required
will be provided to members of DHI's INFOSEC team.

This access may include:

User level and/or system level access to any computing or communications
device

Access to information (electronic, hardcopy, etc.) that may be produced,
transmitted or stored on DHI equipment or premises

Access to work areas (labs, offices, cubicles, storage areas, etc.)

Access to interactively monitor and log traffic on DHI networks.

INFOSEC may also monitor network traffic and general use of internet and email,

DHI Information Security Policy Page 16





8. Audit Logs Retention Policy

8.1. Purpose

The purpose of this policy is to establish and maintain an audit logs retention policy
to enable proper forensic investigations of Infosec events.

8.2. Scope

This policy applies to all components within DHI.

8.3. Policy

In order to ensure the most secure computing environment as well as to comply with
various regulations, DHI requires that all audit logs be kept for a minimum of two
years wherever possible. Additionally, all deployed servers must be configured to
send audit logs to the InfoSec log aggregator.
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9. Automatically Forwarded Email Policy

9.1. Purpose

This policy states requirements to help prevent the unauthorized or inadvertent
disclosure of sensitive company information.

9.2. Scope

This policy covers automatic email forwarding, and thereby the potentially
inadvertent transmission of sensitive information by all employees, vendors, and
agents operating on behalf of DHI.

9.3. Policy

Employees must exercise utmost caution when sending any email from inside DHI to
an outside network. Unless approved by an employee's manager and INFOSEC, DHI
email will not be automatically forwarded to an external destination. Sensitive
information, as defined in the Information Sensitivity Policy, will not be forwarded via
any means, unless that email is critical to business and is encrypted in accordance
with the Acceptable Encryption Policy.

9.4. Definitions

¢ Email The electronic transmission of information through a mail protocol
such as SMTP. Programs such as Eudora and Microsoft Outlook use SMTP.

¢ Forwarded email Email resent from internal networking to an outside

point.

e Sensitive information Information is considered sensitive if it can be
damaging to ID Analytics or its customers' dollar value, reputation, or market
standing.

e Unauthorized Disclosure The intentional or unintentional revealing of
restricted information to people who do not have a need to know that
information.
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10. Bluetooth Communication Policy

10.1. Purpose

This policy prohibits use of unauthorized Bluetooth communications devices. Due to
its insecure nature, ease of interception and data injection, and the type of devices
that typically use Bluetooth, DHI prohibits use of said devices other than for voice
communications unless specifically authorized by Infosec.

10.2. Scope

This policy covers all wireless data communication devices (e.g., personal computers,
cellular phones, PDAs, etc.) within DHI's facilities.

10.3. Policy

No Bluetooth devices, other than telephone headsets are to be used within any DHI
facilities unless approved explicitly by Infosec, or unless Bluetooth connectivity has
been disabled on the device.

Due to its inherent insecurity, anybody using Bluetooth headsets must ensure that
no conversations that could contain sensitive information about our network such as
configuration, usernames, security, or connectivity, be held over such a device. To
be safe, all conversations about our network or client interactions should be held
over a wired landline telephone.

10.4. Definitions

o Bluetooth A global initiative by Ericsson, IBM, Intel, Nokia and Toshiba to
set a standard for cable-free connectivity between mobile phones, mobile
PCs, handheld computers and other peripherals. It uses short-range radio
links in the 2.gGHZ Instrumentation Scientific and Medical (ISM) "free band".
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11. Change Management Policy

11.1. Purpose

To provide an orderly method in which changes to the DHI production environment
are requested and approved prior to their installation or implementation. The
purpose is not to question the rationale of a change, but to ensure that all elements
are in place, all parties are notified in advance, and the schedule for implementation
is coordinated with all other activities within the organization.

11.2. Scope

Change Management provides a process to apply changes, upgrades, or
modifications to the DHI production environment. This covers any and all changes to
the hardware, software or applications. This process also includes modifications,
additions or changes to the LAN/WAN, Network, extranet or Server hardware and
software, and any other environmental shutdowns (electrical). The process is for any
change that might affect one or all of the environments that DHI clients rely on to
conduct normal business operations. It also includes any event that may alter the
normal operating procedures.

Changes to the production environment arise from many circumstances, such as:
e Periodic maintenance,
e Client requests,
e Hardware and/or software upgrades,
e Acquisition of new hardware and/or software,
e Changes or modifications to the infrastructure,
¢ Environmental changes,
e Operating system or vendor patches,
e Operations schedule changes,
¢ Changes in hours of availability, and
e Unforeseen events.

The above list is not all-inclusive. Therefore, if you are unsure if a change needs to
be submitted through the Change Management process, you should contact the DHI
Change Management Administrator.

11.3. Policy

DHI managers are responsible for pro-active planning in managing their
environments. Change Requests should be submitted as soon as all planning has
been completed, but no later than the mandatory deadline of two (2) business days
prior to a CCB meeting.

Managers are encouraged to develop internal policies, procedures, and additional
checklists to enhance and support the overall Change Management Policy and
Procedure. An example of a checklist can be found in Appendix A and is provided for
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managers to use as a guideline to ensure the Change Management Policy and
Procedures are adopted and the appropriate research is completed, prior to
submitting a Change Request to the Change Control Board (CCB). Please note this
list is not intended to be all-inclusive.

11.3.1. Submission of a Change Request

1. The Requester must obtain management approval prior to submitting a
request. This ensures that managers are aware of all changes occurring in
their areas of responsibility.

2. All Change Requests shall be submitted on the Change Request Form located
online in the public forms folder.

3. The Change Request must include enough detail so that all areas know the
relative impact of the change and how it may affect other areas. Change
Request Forms not completed properly will be rejected and returned to the
Requester with an explanation for the denial.

4. The Change Request Form shall be submitted no later than two (2) business
days prior to the CCB meeting where it will be considered.

5. Each request will be discussed at the regularly scheduled Change Control
Board meeting (to be held at least once a month, but not more often than
once a week). After approval at CCB, changes can, but not necessarily must
commence the following day.

6. The CCB will send out a notification of the next meeting date immediately
following each meeting via email.

7. Change Requests can be submitted up to 3 months prior to the change to be
made.

8. A request can be submitted for non-critical recurring processes that need to
be implemented on an ongoing basis (ex. Regular changes of admin
passwords on systems). Such request shall be submitted, discussed and
approved once, although they may be discussed prior to each execution of the
work. Once approved, the required process shall be set up as a recurring
task to alert the appropriate personnel when it needs to be executed.

If a change is submitted and is in conflict with a previously scheduled change, the
change will not be posted and the Change Control Board will notify the parties of the
conflict. The first requested change will remain posted until the parties notify the
Change Control Board of the resolution in writing, preferably by email, before the
CCB meeting.

If the parties cannot reach an agreement, the issue shall be elevated to the Vice
President of Operations for resolution, and again the resolution is to be submitted to
the CCB prior to the meeting.

NOTE: Operations reserves a window each Sunday morning from 2:00 a.m. to 5:00
a.m. Pacific Time for WAN, LAN and server maintenance. This window will be strictly
guarded for this purpose. However, all changes performed during the maintenance
window shall be scheduled through the Change Management Process. Any changes
requested for this time period for any other reason must include a business case for
doing so, and will be approved/denied on a case by case basis. The CCB will see that
these exceptions are discussed with the managers from the Network Support and
Security Administration staff, and coordinated accordingly.
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See Appendix B for Urgency of Change definitions.

See Appendix C for examples of Types of Changes.

11.3.2. Updating, Correcting, or Withdrawing a Change Request

Once a Change Request has been submitted and a situation arises that the request
must be updated, corrected, or withdrawn, an email is to be sent to the CCB
requesting the change submission be deleted. A new Change Request Form must be
submitted to the CCB for updates or corrections. An exception to this requirement
may be a minor correction in the content of the previously submitted request. If
there is a question as to whether or not a new form should be submitted, please
contact the CCB.

11.4. Emergencies
Emergencies exist only as a result of:
e Consumers are completely out of service,
e there is a severe degradation of service needing immediate action,

e a security vulnerability/condition that can be mitigated by installing a critical
vendor supplied security patch,

e a system/application/component is inoperable and the failure causes a
negative impact,

e aresponse to a natural disaster, or
e aresponse to an emergency business need.

All emergencies, which shall include program moves, (routine program moves do not
qualify as an emergency), are handled on an as-required basis with the approval of
the Vice President of Operations, or desighee, and must follow the guidelines below:

1. Send an emergency approved Change Request Form to the CCB either before
or immediately after the change occurs.

2. The Vice President of Operations (or his/her designee) will notify the CCB the
Network Support staff of the emergency change. The notification shall
include at a minimum the following information:

o Will the change cause an interruption in service?

o What additional clients will be affected (in the event a change is
needed to fix an outage) and who needs to be notified by the Network
Support staff?

o What is the possible work around until the problem is resolved?
o What is the approximate length of the outage?
o Notification of resolution.

o Completion of a Bugzilla entry to accurately describe the outage.
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Emergencies after normal business hours, on the weekend or holidays, will be
resolved immediately and reported to Network Support Manager as he is responsible
for after-hour coverage. A bug tracking systems entry will be generated and staff
will notify affected clients, as applicable. A completed Change Request Form must
be submitted through the regular reporting process on the first work day
immediately following when the change was made.

The CCB will review all emergency submissions to ensure the change met the criteria
for an “emergency change” and to prevent the process from becoming normal
practice to circumvent the Change Management Process. Any questions will be
directed to the manager who approved the change.

11.5. Vendor Change Requests

Vendors that control portions of the infrastructure will be encouraged to submit
change notifications to the designated DHI contact. The DHI contact is responsible
for evaluating and submitting those changes to CCB on the Change Request Form,
following the same procedures as an internal submission. They will be encouraged to
send the notifications to the Manager of Network Support, who will evaluate the
request, complete the DHI Change Request Form, and submit the request through
the normal process.

11.6. Change Control Board Meeting

A CCB meeting will be held as required (all interested parties to be notified by e-
mail) and will be facilitated by the Chairperson Change Control Board (CCB) or
designee.

11.6.1. Purpose

The purpose of the meeting is to share information, concerns, comments, etc. in a
cooperative environment in order to eliminate potential disruptions of service to DHI
clients. The primary objectives to be accomplished at each meeting are as follows:

e Review last changes implemented and discuss any pertinent issues or
problems encountered. The CCB will document and follow the change through
to completion.

e Review proposed changes received since the last meeting.
e Identify conflicts and ask for resolution from parties involved.

e Establish if consumers and partners are affected by the requested change and
if procedures are in place for notifying them once change is approved.

e Review and request resolution from requestors, if the change overlaps and/or
conflicts with another requested change.

e Schedule a time frame to implement a change, while considering application
restrictions and upcoming events such as month end, year-end, holiday,
heavy volume days, that is, any justified business need.

¢ Ensure availability of a back-out or fallback plan.
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e Ensure support is defined and appropriate staff are available in the event of a
back-out to the change or a related problem.

e Finalize and approve up-coming changes.

e Review and discuss future changes that have been requested and the impact
of those changes.

11.6.2. Participants

All departments that have the potential to make changes to any component that
could have an impact on the production infrastructure are required to send a
representative to the CCB meeting. In addition, any individual that has submitted a
Change Request for that meeting must attend, or send a designee who has
knowledge of the change.

The Chairperson of the CCB shall be the Vice President of Operations (or designee).
The minimum attendees at any CCB meeting must include a representative from
Product Management, Network Support, Implementation, Security and Software
Development.

The staff present at the meeting makes up the CCB for that meeting and will be
encouraged to ask questions concerning the changes.

If there is not a representative at the meeting for a requested change, the change
will not be scheduled. A new Change Request Form will have to be submitted.

11.7. Responsibilities
11.7.1. Chairperson of Change Control Board

The CCCB will direct the Change Management Process, which will include facilitating
the scheduled CCB meetings and publishing the schedule of subsequent meetings.

The CCCB responsibilities include the following tasks:
e Schedule and conduct CCB meetings.

e Analyze and evaluate a Change Request as it relates to the impact on DHI
production infrastructure.

e Approve or deny the change schedule in accordance with the DHI Change
Management Policy and Procedures, and report any deviations to the
appropriate manager and/or to the requestor.

e Perform impact/risk analysis to eliminate potential conflicts.
e Coordinate the changes/events.

¢ Notify parties of conflicts needing resolution.

e Post the change schedule.

e Send out notifications of any emergency changes in the event the new
schedule has already been posted.

The updated Change Management Schedule will be posted after each CCB. Among
other items, the web posting will list the current changes, each with a contact person
and an implementation date.
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11.7.2. Change Requestor

It is the primary responsibility of the individual submitting a request to evaluate the
change prior to submission. The requestor should also review previously scheduled
outages/events that may affect his/her requested change.

The Change Requestor’s responsibilities include the following tasks:

Perform risk benefits/risk analysis.
Verify that all equipment, software, hardware, and updates are available.

Research the requirements to achieve a successful change (required patches
and stability of upgrade).

Evaluate the impact to the system/network and to the clients.

Document and coordinate a fallback plan. This should explain the steps that
must be taken to restore access in the event that the change has a negative
impact. (This is to be presented at the CCB meeting).

Develop a plan of action to reduce the risk to an acceptable level. (This plan
requires a manager's approval and will also be reviewed at the CCB meeting).

Develop a plan of action to lessen the affects on the client if the change
should cause an outage.

Complete any internal checklist that may be required by the manager.
Obtain approval from the manager or designee for requesting the change.

Submit a complete, concise, and descriptive Change Request Form no later
than two business days prior to the CCB meeting where the change will be
considered. Change Request Forms not completed properly will be rejected
and returned to the requestor with an explanation for denial.

Once the request is approved:

Ensure that the client is aware of any possible impact.

Coordinate proper on-site or on-call support as needed to resolve any
problems or answer any questions that may occur during installation, or
immediately subsequent to installation. Contact names and numbers should
be available to Network Support staff to obtain additional or outside support.

Report unplanned outages or problems immediately through the Manager of
Network Support.

Provide a status update in the "Change Results” section of the Change
Request Form with the manager’s or designee's approval, upon completion of
the requested change. The completed form must provide an update on the
success or failure of the change in detail.

NOTE: Changes to systems should never be implemented on Fridays (or the last day
of business on a holiday weekend), to ensure proper troubleshooting resources are
on-hand to address any resulting problems.

11.8. Unplanned Outages

All unplanned outages shall be reported to the Manager of Network Support
immediately and will be captured through the bug tracking systems system. For any
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major outages, an Outage Review report will be available within 36 hours of the
resolved outage. The Outage Review will include such information as the type of
outage, down time, clients affected, and resolution. Managers are encouraged to
provide accurate details of the problem and resolution in the bug tracking system
entry to facilitate the reporting process. Cooperation and participation is required
from all levels of management and staff to facilitate generating this report.

11.9. Definitions

Change To transform, alter, or modify the operating environment or
standard operating procedures; any modification that could have a potential
and/or significant impact on the stability and reliability of the infrastructure
and impacts conducting normal business operation by our clients (both
internal and external); any interruption in building environments (i.e.,
electrical outages) that may cause disruption to the IT infrastructure.

Event Any activity outside of the normal operating procedures that
could have a potential and/or significant impact on the stability and reliability
of the infrastructure, i.e. a request to keep a system up during a normal
shutdown period.

Change Request The official notification of the change/event submitted
via the Change Request Form.

11.10. Appendices

11.10.1. Appendix A: A Guideline for an Internal Checklist

Risk benefits/risk analysis has been completed.
All equipment, software, hardware, and updates are available.

Requirements to achieve a successful change (required patches and stability
of upgrade) have been researched.

The impact to the system/network and to the clients has been evaluated.

Fallback plan is documented. This plan explains the steps that must be taken
to restore access in the event that the change has a negative impact.
Required for CCB meeting wherever possible.

Plan of action to reduce the risk to an acceptable level has been completed.
This plan requires a manager's approval and will be reviewed at the CCB
Meeting.

Plan of action to lessen the affects on the client if the change should cause an
outage is completed.

Change Request Form is complete, concise, includes a detail description, and
is submitted on time.

If approved, client has been notified of any possible impact.

On-site or on-call support as needed to resolve any problems or answer any
questions that may occur during installation, or immediately subsequent to
installation has been coordinated. Contact names and numbers have been
made available to support staff to obtain additional or outside support.
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e Any unplanned outages have been reported to the Manager of Network
Support.

e A status update in the “"Change Results” section of the Change Request has
been completed and submitted.

11.10.2. Appendix B: Urgency of Change:

¢ Emergency The problem requires immediate attention where either system
failure or mission essential requirements are not available and no work
around exists. This problem can apply to the system as a whole or to a
particular site if system access is lost. This type of Change Request will
receive an immediate initial analysis; however, the initial analysis is not
mandatory for approval. The corrective action is implemented as soon as the
fix is available regardless of change management schedule, however
appropriate organizational reviews and approvals must be submitted to
change management as soon as possible. Resolving and implementing a fix to
a Priority 1 problem is worked until completed.

¢ High/UrgentThe problem is of an urgent nature and can justify an out-of-
cycle change. This priority is used for problems that meet the Priority 1
requirements, except that a work around exists, or performance degradation
for which no temporary work-around is available however delay would not
cause adverse mission impact beyond that of inconvenience. These changes
must still be controlled, tested and approved prior to implementation on a
production system. Change Requests that fall into this category may, at the
approval of the manager be submitted after the CCB deadline for final
analysis, coordination and schedule inclusion.

¢ Medium Routine Change Requests are judged less operationally
important than Priority 2 or the time frame is not critical for implementation.
This priority may be used for important software/hardware/network
maintenance issues such as version upgrades, utility software, etc. This
priority may be used to improve very difficult or awkward implementations for
heavily used subsystems on a selective basis. This priority may be used for
development activity or new requirements providing that the activity cannot
be accomplished with the lower priority. These problems are resolved and
implemented in the next scheduled change cycle.

e Low This priority is intended primarily for new requirements and for fixing
capabilities that are currently operational but are difficult or awkward to use.
It applies also to non-standard implementations, and other assorted irritants.

The manager, prior to submission to the CCB, will determine the priority of the
change. The CCB has final determination as to the correct priority of each Change
Request.

11.10.3. Appendix C: Types of Changes:

Following are examples of candidates for Change Management. This list is not all-
inclusive. If you have doubts on whether your change should be requested through
the Change Management process, contact the Chairman of Change Control Board.

1. Computing Systems Hardware Hardware changes, additions, deletions,
re-configurations, re-locations, preventive, or emergency maintenance.
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2. Computing Systems Software Program Temporary Fixes (PTFs), product
releases, versions, I/O and Network Control Program (NCP) gens, table
changes, tuning, alterations to libraries, catalogs, monitors, traps, or changes
to priority mechanisms, job classes, print classes.

3. Environmental Power, UPS systems, generators, air conditioning,
electrical work, facility maintenance, security systems, fire control systems.

4. Network Systems Additions, modifications, deletions to lines, modemes,
routers, network access, controllers, servers, protocol converters. Software
components either distributed or centralized, translators, router software,
printing routines, servers.

5. Applications and Information Systems Implementation of new
applications, disk volume changes, new systems, new releases, or
modifications. Migration from test to production of source code.

6. Operating procedures Changes in equipment downtime schedules,
planned system outages, changes in delivering services, or changes to service
levels.

7. Shared Servers and Public Folders Changes in hours of availability,
hardware configurations, operating systems, utilities, applications including
release levels or versions, installations or de-installations of systems, servers.
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12. Contractor Access Policy

12.1. Purpose

To establish INFOSEC policies regarding access to facilities, documents and resources
for external contractors operating within the DHI environment.

12.2. Scope

This policy applies to all non-employees operating within DHI. From time to time,
there will be requirements for personnel other than DHI, Inc. employees to be
present and conduct work within the offices and datacenters of DHI. Due to the
sensitive nature of the data that is stored and processed within the confines of DHI
offices or datacenters, the following document sets forth the rules that shall be
followed when anyone other than an employee requires access to the offices or
datacenters to conduct work. This policy is meant to specifically differentiate
between a “visitor” and someone who is conducting work on behalf of DHI or at the
request of DHI.

The following list of situations potentially requiring access for non-employees is
provided as examples and is not meant to be exhaustive:

a. o External firms conducting financial or security audits.

b. o Consultants/contractors performing contractual services of any
kind.

c. o Personnel from external firms demonstrating
software/hardware for evaluation by DHI personnel.

d. o Personnel from external firms conducting training of DHI
personnel.

e. o Personnel from clients attending training sessions conducted by
DHI.

£. J Personnel from external firms performing repair services of any
kind.

g. J Personnel from external firms performing cleaning, plant
maintenance or preventive maintenance on company owned equipment of
any kind.

h. . Personnel from external firms performing catering services of
any kind.

There are potentially many other reasons for non-employees to require access to the
offices and datacenters of DHI that cannot be listed in advance. The general rule
that every DHI employee should follow is to assume that any time a non-employee
requires access for any reason, it is a situation covered by this policy.

The following rules are divided into two categories: rules governing authorization for
a non-employee to be granted access for work and rules governing non-employees
and their behavior once authorized for work.
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12.3. Policy

12.3.1. Before Non-employee Begins Work

Note: All Non-employees are required to sign the company’s standard Non-
Disclosure Agreement prior to commencement of work.

12.3.2. Work engagements must be initiated with a legal
document.

e Before a non-employee is granted access to the DHI offices or datacenters, a
Non-Employee Access Request document shall be completed. This document
is available through Outlook Public Folders under “Forms”, or upon request
from the Lead Security Administrator. The document must be completed fully,
including a description of the scope of work to be performed, system and
physical access required, the length of time access is required, and the
number of non-employees that will require access for the proposed task.

e The document shall be signed by the requesting supervisor, an executive
sponsor (VP level or above), the Lead Security Administrator, and the
President/CEO.

e The document will be submitted to the Lead Security Administrator at least
five full business days before work is to commence in order to ensure that the
appropriate access is granted in a timely fashion.

e The executive sponsor or designated employee shall submit to the Lead
Security Administrator an e-mail request for all required system accounts, e-
mail accounts and electronic access cards/fobs at least 2 full business days
prior to arrival of non-employees to begin work.

o If the work engagement will require DHI to furnish computer equipment,
telecommunication equipment or dedicated work space (vs. temporary
seating) an e-mail request shall be submitted to the Network Support
Manager at least 5 business days prior to arrival.

12.3.3. Work engagements must be sponsored by a senior
executive of DHI.

¢ While any supervisory-level personnel may request access for contract or

consulting personnel, such personnel must be sponsored by a Vice President-
level employee or higher.

e The executive sponsor may delegate responsibility to other employees for

e explaining rules of behavior while working in the offices and responsibility for
monitoring of non-employees behavior while working, but the sponsor shall
be held ultimately responsible for the actions of the sponsored non-employees
and the employee to whom monitoring tasks have been delegated.

o Identity badges
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When implemented, identity badges shall be furnished to each non-employee
with authorized access to DHI office spaces. The Lead Security Administrator
shall be solely responsible for issuing orange contractor badges without
picture or orange contractor badges with picture at his discretion.

Non-employees will not be granted access to DHI datacenters unless they
possess an appropriate identity badge as previously mentioned.

12.3.4. Sign-in and sign-out at front desk

Non-employees shall sign in and sign out at the front desk in the DHI lobby at
the beginning and end of every working day.

Non-employees shall prominently display the furnished identity badge at all
times while working in the DHI office spaces.

12.3.5. Working hours

Non-employees shall be restricted to working hours of 8:00am through
5:00pm Monday through Friday excluding holidays unless specifically
authorized to work extended hours by the Lead Security Administrator.

Non-employees may not work in the DHI offices spaces after normal working
hours, on official company holidays or on weekends unless accompanied AT
ALL TIMES by the executive sponsor or the designated representative.

12.3.6. Access beyond the DHI lobby

An electronic access card/fob may be requested for a non-employee on the
Non-Employee Access Request form. This request may be granted at the sole
discretion of the Lead Security Administrator. If such device is issued to non-
employee, that Lead Security Administrator is responsible for informing lobby
receptionist that non-employee has been granted access.

If the non-employee is not granted access to the facilities as described above,
once a non-employee signs in at the front desk, the receptionist shall call the
executive sponsor or designated representative who will escort the non-
employee into the office spaces beyond the lobby.

If a non-employee without access leaves the DHI offices for any reason during
the regular working day, it is the responsibility of the executive sponsor or
designated representative to escort them back into the office spaces beyond
the lobby should they return, unless an electronic access card/fob has been
issued.

DHI reserves the right to search Non-employee bags, brief cases and or any
other containers any time the non-employee leaves the premises.

12.3.7. Access to data center, secure tape storage and secure
mail room

Non-employees shall not have unsupervised access to the DHI data center
nor the secure Tape Storage Room/Secure Mail Room at any time.
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e Under certain circumstances, personnel from external companies may require
access to the data center to perform maintenance or repairs. The Vice
President of Operations and the Lead Security Administrator shall be
responsible for determination of when external contractors are to be granted
access to the data center.

¢ Non-employees working in the data center shall be escorted AT ALL TIMES by
an DHI employee.

e Under certain circumstances, personnel from external companies may require
access to the secure tape storage room/secure mail room to perform
maintenance or repairs. The Vice President of Operations and the Lead
Security Administrator shall be responsible for determination of when external
contractors are to be granted access to the secure tape storage room/secure
mail room.

¢ Non-employees working in the secure tape storage room/secure mail room
shall be escorted AT ALL TIMES by an DHI employee.

12.3.8. Access to DHI internal network

e Access to the internal network for non-employee working within the DHI office
spaces shall be solely at the discretion of the Lead Security Administrator and
shall be restricted to a specially configured VLAN for non-employees only.

¢ Non-employees shall not have access to the back-office VLAN, the
development VLAN or the production VLAN under any circumstances. Should
a non-employee working within the office space require access to any data
resident on the restricted VLANs, arrangements must be made with the
Manager of Network Support to move the data to private folders that can be
accessed from the special non-employee VLAN.

e Non-employees shall not have external access to the internet unless
specifically authorized by the Lead Security Administrator.

e Non-employees shall not have remote access, through VPN or RAS or other
similar methods, to DHI internal networks or computer resources under any
circumstances without express written permission from the President/CEO.

e Non-employees shall be restricted to using specially configured workstations
that have no peripherals capable of recording data (no write-able CDROM or
DVD, no floppy drive, no active USB ports). These workstations shall be
configured with password protection on the ROMBIOS.

e Computer equipment not owned and configured by DHI may not be attached
to internal networks under any circumstances without express written
permission from the President/CEO.

¢ Non-employees shall not have access to printers unless specifically authorized
by the Lead Security Administrator.

12.3.9. Access to confidential data

e Confidential data is defined as data provided to DHI by our clients.
Confidential data is defined as data relating to DHI's day-to-day business
which would be of value to our competitors.
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Non-employees shall not have access to sensitive data under any
circumstances without express written permission from the President/CEO.

Non-employees may be granted access to confidential data at the request of
the executive sponsor and at the discretion of the Lead Security Administrator
and only if they have signed the company’s standard Non-Disclosure
Agreement.

Non-employees are forbidden from removing any form of data, on any media,
including but not limited to print, CD, DVD, USB key, memory card, etc., from
the DHI office spaces.

If non-employees are granted access to a printer, the executive sponsor or
designated representative is responsible for ensuring that printouts of any
confidential data output by the non-employee are properly accounted for,
properly protected from disclosure and properly discarded for shredding when
no longer needed.

Non-employees and any containers they bring to the DHI office spaces are
subject to search any time they are exit the offices spaces and DHI reserves
the right to conduct such searches.

12.3.10. Once non-employee Completes Engagement

Executive sponsor or designated representative is responsible for ensuring
that all confidential material accessed by non-employee is properly accounted
for, properly returned to appropriate protected status or properly discarded
for shredding, if appropriate.

Executive sponsor or designated representative is responsible for informing
Lead Security Administrator and Network Support Manager that work
engagement has ended. This notification shall be via e-mail.

Executive sponsor or designated representative is responsible for collecting
any electronic access card/fob that may have been provided to non-employee
and returning that device to Lead Security Administrator.

The Manager of Network Support shall be responsible for recovery of any
company owned computer resources used by non-employee during work
engagement and disabling any network access that may have been granted to
non-employee.

The Lead Security Administrator shall be responsible for informing lobby
receptionist that non-employee is no longer authorized access to DHI office
spaces.
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13. Data Security Policy

13.1. Purpose

The purpose of this policy is to establish standards for the use of potentially sensitive
data within the DHI network, particularly for use of data warehousing and data
analysis. Effective implementation of this policy will minimize the risk of unencrypted
data remaining at rest on our network.

13.2. Scope

This policy applies to server equipment owned and/or operated by DHI, and to
servers registered under any DHI-owned internal network domain.

13.3. Policy

13.3.1. Movement of sensitive data
When data is required for testing, warehousing, or analysis, a written request must
be made to the data manager for approval. Data manager will then

e open a data request ticket

e coordinate the movement of data from whatever host said data resides on to
data manager’s staging system

e decrypt said data with data’s keys

e encrypt data with requesting group’s keys, while ensuring sensitive data
remains encrypted in the resulting file

o data will then be staged onto requesting group’s host

e upon requesting group’s completion of data study, the data is to be erased
and the data manager notified

¢ data manager will not close request ticket until he/she has verified data has
been erased

13.3.2. Compliance

Audits will be performed on a regular basis by authorized organizations within DHI
such as InfoSec.

13.3.3. Definitions

e Sensitive Data Any data that needs to be encrypted as per federal,
state, or contractual guidelines/regulations
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14. Data Recovery Policy

14.1. Purpose

All electronic information which is critical to support the production environment
must be copied onto secure storage media on a regular basis (i.e., backed up), for
the purpose of disaster recovery and business resumption. This policy outlines the
minimum requirements for the creation and retention of backups. Special backup
needs which exceed these minimum requirements, should be accommodated on an
individual basis.

14.2. Scope

Data custodians are responsible for providing adequate backups to ensure the
recovery of electronic information in the event of failure. These backup provisions
will allow DHI Production environment to be resumed in a reasonable amount of time
with minimal loss of data. Since failures can take many forms, and may occur over
time, multiple generations of backups should be maintained.

Federal and state regulations pertaining to the long-term retention of information
(e.g., financial records) will be met using separate archive policy and procedures, as
determined by the Business Owner of the information, and in accord with the
Records Management Program. Long-term archive requirements are beyond the
scope of this policy.

14.3. Policy

e Backups of all DHI data and software must be retained such that computer
operating systems and applications are fully recoverable. This may be
achieved using a combination of image copies, incremental backups,
differential backups, transaction logs, or other techniques.

e The frequency of backups is determined by the volatility of data; the retention
period for backup copies is determined by the criticality of the data. At a
minimum, backup copies must be retained for 30 days.

e At a minimum, one fully recoverable version of all DHI Records must be
stored in a secure, off-site location. An off-site location may be in a secure
space in a separate building, or with an off-site storage vendor approved by
the CTO.

o Derived data should be backed up only if restoration is more efficient than
creation in the event of failure.

e All DHI Data accessed from workstations, laptops, or other portable devices
should be stored on networked file server drives to allow for backup. DHI
Data located directly on workstations, laptops, or other portable devices
should be backed up to networked file server drives. Alternatively, DHI Data
located directly on workstations, laptops, or other portable devices may be
backed up using a 3rd party vendor approved by the Information Technology
Security Office.

¢ Required backup documentation includes identification of all critical data,
programs, documentation, and support items that would be necessary to
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perform essential tasks during a recovery period. Documentation of the
restoration process must include procedures for the recovery from single-
system or application failures, as well as for a total data center disaster
scenario, if applicable.

e Backup and recovery documentation must be reviewed and updated regularly
to account for new technology, business changes, and migration of
applications to alternative platforms.

e Recovery procedures must be tested on an annual basis.
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15. Employee Education Policy

15.1. Purpose

The purpose of the Employee Education Policy is to provide new hires with an initial
understanding of all DHI's InfoSec Policies and to provide current employees with
annual training to reinforce DHI’s InfoSec Policies.

15.2. Scope

This policy applies to all current employees and all new hires.

15.3. Policy

The Lead Security Administrator will conduct the onboarding training for new
employees and will be responsible for scheduling and training all current employees
on an semi-annual basis.
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16. Encryption Standards Policy

16.1. Purpose

The purpose of this policy is to establish and maintain an encryption configuration
within the DHI environment.

16.2. Scope

This policy applies to all components within DHI.

16.3. Policy

In order to ensure the most secure computing environment as well as to comply to
various regulations, DHI requires that all transactions involving sensitive data be
encrypted. As such we support the following encryption standards:

3DES, SSL, PPTP, IPSEC, AES, Blowfish, Psypher, PGP, GPG

We will support any vendor who implements any of the above protocols.

16.4. Enforcement

Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment.
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17. Extranet Policy

17.1. Purpose

This document describes the policy under which third party organizations connect to
DHI networks for the purpose of transacting business related to DHI.

17.2. Scope

Connections between third parties that require access to non-public DHI resources
fall under this policy, regardless of whether a telco circuit (such as frame relay or
ISDN) or VPN technology is used for the connection. Connectivity to third parties
such as the Internet Service Providers (ISPs) that provide Internet access for DHI or
to the Public Switched Telephone Network does NOT fall under this policy.

17.3. Policy
17.3.1. Pre-Requisites
17.3.2. Security Review

All new extranet connectivity will go through a security review with the Information
Security department (INFOSEC). The reviews are to ensure that all access matches
the business requirements in a best possible way, and that the principle of least
access is followed.

17.3.3. Third Party Connection Agreement

All new connection requests between third parties and DHI require that the third
party and DHI representatives agree to and sign the Third Party Agreement. This
agreement must be signed by IT management as well as a representative from the
third party who is legally empowered to sign on behalf of the third party. The signed
document is to be kept on file with the relevant extranet group. Documents
pertaining to connections into DHI labs are to be kept on file with the INFOSEC

group.
17.3.4. Business Case

All production extranet connections must be accompanied by a valid business
justification, in writing, that is approved by IT management. Typically this function is
handled as part of the Third Party Agreement.

17.3.5. Point Of Contact

There must be a person within DHI designated to be the Point of Contact (POC) for
the Extranet connection. The POC is responsible for those portions of this policy and
the Third Party Agreement that pertain to it. In the event that the POC changes, the
relevant extranet Organization must be informed promptly.
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17.3.6. Establishing Connectivity

Groups within DHI that wish to establish connectivity to a third party are to file a
new site request with the proper extranet group. The extranet group will engage
INFOSEC to address security issues inherent in the project. If the proposed
connection is to terminate within the internal network at DHI, the INFOSEC group
must be consulted. INFOSEC must be provided full and complete information as to
the nature of the proposed access to the extranet group as requested.

All connectivity established must be based on the least-access principle, in
accordance with the approved business requirements and the security review. DHI
shall have sole responsibility for protecting DHI's network or resources and shall not
rely on any Third Party for same.

17.3.7. Modifying or Changing Connectivity and Access

All changes in access must be accompanied by a valid business justification, and are
subject to security review. Changes are to be implemented via corporate change
management process. The POC is responsible for notifying the extranet
management group and/or INFOSEC when there is a material change in their
originally provided information so that security and connectivity evolve accordingly.

17.3.8. Terminating Access

When access is no longer required, the POC within DHI must notify the extranet
team responsible for that connectivity, which will then terminate the access. This
may mean a modification of existing permissions up to terminating the circuit, as
appropriate. The extranet and INFOSEC must conduct an audit of their respective
connections on an annual basis to ensure that all existing connections are still
needed, and that the access provided meets the needs of the connection.
Connections that are found to be depreciated, and/or are no longer being used to
conduct DHI business, will be terminated immediately. Should a security incident or
a finding that a circuit has been deprecated and is no longer being used to conduct
DHI business necessitate a modification of existing permissions, or termination of
connectivity, INFOSEC and/or the extranet team will notify the POC of the change
prior to taking any action.

17.3.9. Definitions

e Circuit For the purposes of this policy, circuit refers to the method of
network access, whether it's through traditional ISDN, Frame Relay etc., or
via VPN/Encryption technologies.

e Sponsoring Organization The DHI organization who requested that the
third party have access into DHI.

e Third Party A business that is not a formal or subsidiary part of DHI.

e Third Party Agreement An Agreement between DHI and Third Party
outlining terms and conditions for extranet connectivity.
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18. Firewall Policy

18.1. Purpose

A firewall is an appliance (a combination of hardware and software) or an application
(software) designed to control the flow of Internet Protocol (IP) traffic to or from a
network or electronic equipment. Firewalls are used to examine network traffic and
enforce policies based on instructions contained within the Firewall's Ruleset.

Firewalls represent one component of a strategy to combat malicious activities and
assaults on computing resources and network-accessible information. Other
components include, but are not limited to, antivirus software, intrusion detection
software, patch management, strong passwords/passphrases, and spyware detection
utilities.

Firewalls are typically categorized as either "Network” or "Host”: a Network Firewall
is most often an appliance attached to a network for the purpose of controlling
access to single or multiple hosts, or subnets; a Host Firewall is most often an
application that addresses an individual host (e.g., personal computer) separately.
Both types of firewalls (Network and Host) can be and often are used jointly.

This policy statement is designed to:

e Provide guidance on when firewalls are required or recommended. A Network
Firewall is required in all instances where Sensitive Data is stored or
processed; a Host Firewall is required in all instances where Sensitive Data is
stored or processed and the operating environment supports the
implementation. Both the Network and Host Firewalls afford protection to the
same operating environment, and the redundancy of controls (two separate
and distinct firewalls) provides additional security in the event of a
compromise or failure.

e Raise awareness on the importance of a properly configured (installed and
maintained) firewall.

18.2. Scope

18.3. Policy

Where Electronic Equipment is used to capture, process or store data and the
Electronic Equipment is accessible via a direct or indirect Internet connection, a
Network Firewall appropriately installed, configured and maintained is required.

All installations and implementations of and modifications to a Network Firewall and
its Configuration and Ruleset are the responsibility DHI Firewall Administrator.

Where Electronic Equipment is used to capture, process or store data identified as
DHI “Legally/Contractually Restricted” and the Electronic Equipment is accessible via
an Internet connection, a Host Firewall appropriately installed, configured and
maintained is required where the operating environment supports that installation.
The maintenance of the Host Firewall’s Configuration and Ruleset is the responsibility
of that system’s administrator.
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Where Electronic Equipment is used to capture, process or store data identified as
DHI Public and the Electronic Equipment is accessible via an Internet connection, a
Host and/or Network Firewall is recommended.

Use of a Host Firewall is recommended for any individual Host with access to the
Internet; its maintenance is the responsibility of the individual user or designated
support personnel.

All Network Firewalls installed and implemented must conform to the current
standards as determined by DHI. Unauthorized or non-standard equipment is subject
to immediate removal, confiscation, and/or termination of network connectivity
without notice.

1.

Request and document all changes to Network Firewall Rulesets where
Firewall Administration is performed by DHI. All requests are subject to the
approval of DHI and review by ISS/C or its designate.

All related documentation is to be retained by the Firewall Administrator for
three (3) years and is subject to review by DHI and Audit and Advisory
Services.

All Firewall implementations must adopt the position of "least privilege" and
deny all inbound traffic by default (the initial Ruleset should be set to “logging
or learning mode” to prevent service interruptions). The Ruleset should be
opened incrementally to only allow permissible traffic.

Firewalls must be installed within production environments where
“Legally/Contractually Restricted Information” is captured, processed or
stored, to help achieve functional separation between web-servers,
application servers and database servers.

Firewall Rulesets must be configured to deny all traffic from “untrusted”
networks\hosts (except http port 80, SSL port 443), SSH or VPN) unless a
specific justification is made in writing for specific port access.

Firewall Rulesets and Configurations require periodic review to ensure they
afford the required levels of protection:

o DHI must review all Network Firewall Rulesets and Configurations
during the initial implementation process.

o Firewalls protecting Enterprise Systems must be reviewed semi-
annually.

o Firewalls not protecting Enterprise Systems must be reviewed annually
by the responsible Firewall Administrator.

o Firewall Administrators must retain the results of Firewall reviews and
supporting documentation for a period of three (3) years; all results
and documentation are subject to review by DHI and Audit and
Advisory Services.

Firewall is required to implement NAT for IP address translation to prevent
any internal IP address from leaving the internal DHI network

Firewall Rulesets will be configured to deny all traffic from “untrusted”
networks/hosts where passwords could be transmitted in clear text (e.g. FTP,
telnet)
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18.4.

Firewall Rulesets must utilize groups and roles is the assignment of the
firewall ruleset

Firewall Rulesets and Configurations must be backed up frequently to
alternate storage (not on the same device). Multiple generations must be
captured and retained in order to preserve the integrity of the data, should
restoration be required. Access to rulesets and configurations and backup
media must be restricted to those responsible for administration and review.

Network Firewall administration logs (showing administrative activities) and
event logs (showing traffic activity) are to be written to alternate storage (not
on the same device) and reviewed at least daily, with logs retained for ninety
(90) days. It is recommended that utilities or programs that facilitate the
review process be employed. Appropriate access to logs and copies is
permitted to those responsible for Firewall and/or system maintenance,
support and review.

DHI Firewall Administrators will execute approved changes to the Firewall
Rulesets maintained by DHI during the scheduled maintenance window.

DHI Firewall Administrators will perform changes to Firewall Configurations
according to approved production maintenance schedules.

Definitions

Electronic Equipment All DHI-owned or issued and any personally-
owned computer or related equipment (e.g., servers, workstations, laptops,
PDAs, printers, fax and other such devices) that attaches to the DHI network,
or is used to capture, process or store DHI data, or is used in the conduct of
DHI business.

Enterprise System Applicable to any infrastructure as a means of
describing its importance to the DHI Production Environment and how it
should be administered, protected and funded. From a functional viewpoint,
an Enterprise System will be either (a) the only delivery platform for an
essential service, or (b) a platform for a service to a very broad constituency
spanning organizational boundaries. An Enterprise System is most frequently
administered and protected by an institutional unit with expertise in both the
technology and the business functions delivered.

Firewall Any hardware and/or software designed to examine network
traffic using policy statements (ruleset) to block unauthorized access while
permitting authorized communications to or from a network or electronic
equipment.

Firewall Administrator The DHI function charged with the responsibility
of Firewall Configuration and/or Ruleset administration. Administrative duties
typically include implementation and documentation of approved changes,
analysis of activity logs, and execution and documentation of reviews of
system settings and/or rulesets.

Firewall Configuration The system settings affecting the operation of a
firewall appliance.

Firewall Ruleset A set of policy statements or instructions used by a
firewall to filter network traffic.

Host: Any computer connected to a network.
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e Host Firewall: A firewall application that addresses a separate and
distinct host. Examples include, but are not limited to: Symantec’s Norton
Personal Firewall, Zone Labs’ ZoneAlarm, native firewall functionality supplied
under operating systems, e.g., Mac OS X, Linux, Windows XP, Windows Vista.

e Internal Information Information that is intended for use by and made
available to employees of DHI who have a business need to know. This
information is not restricted by local, state, national, or international statute
regarding disclosure or use. Internal information is not intended for public
dissemination but may be released to external parties to the extent there is a
legitimate business need. DHI reserves the right to control the content and
format of Internal information when it is published to external parties

e Legally/Contractually Restricted Information: Information that is
required to be protected by applicable law or statute (e.g., FCRA,DPPA), third
party contract, or which, if disclosed to the public could expose the DHI to
legal or financial obligations. Examples include, but are not limited to,
occurrences of personally-identifiable information, e.g., social security
numbers (SSNs), driver’s license number and credit card numbers.

¢ Network Device Any physical equipment attached to the DHI network
designed to view, cause or facilitate the flow of traffic within a network.
Examples include, but are not limited to: routers, switches, hubs, wireless
access points.

¢ Network Extension Any physical equipment attached to the DHI
network designed to increase the port capacity (number of available ports) at
the point of attachment. Examples include, but are not limited to: routers
(wired and wireless), switches, hubs, gateways.

¢ Network Firewall A firewall appliance attached to a network for the
purpose of controlling traffic flows to and from single or multiple hosts or
subnet(s).

¢ Public Information Information that is available to all employees of
DHI, and may be released to the general public. DHI reserves the right to
control the content and format of Public Information. This information is not
restricted by local, state, national, or international statute regarding
disclosure or use.

e Sensitive Data See “Legally/Contractually Restricted Information”
above.
e DHI Network The network infrastructure and associated devices

provided or served by DHI.
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19.

General Host Configuration Standards Policy

19.1. Purpose

The purpose of this policy is to establish and maintain a configuration standard for
non-server machines deployed within the DHI network.

19.2. Scope

This policy applies to all network components identified as critical infrastructure.

19.3. Policy

In order to ensure the most secure computing environment, it is essential that all
critical systems adhere to a configuration standard. This standard states that all said
systems shall:

all installations must adhere to the corporate security policies and procedures
run only required services;

log user access;

have the most current patches and firmware;

only allow listening services that are critical for basic functionality;
implement only secured listening services (ie. ftp and telnet not allowed);

all vendor supplied defaults must be changed prior to installation on the DHI
network (e.g. passwords, elimination of unnecessary services, etc.)

minimal user access provisions;
strong passwords with lockout following 5 incorrect passwords;
all systems shall log to a centralized log aggregator

systems shall be configured to automatically download patches; installation of
patches should be set for manual intervention

additional packages can be installed as required by INFOSEC or IT - all such
packages shall be logged in the change control logs.

Each system should be configured to perform only one primary function
where practical.
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20. Incident Reporting Policy

20.1. Purpose

The purpose of this policy is to provide guidance for DHI employees and their
responsibility to report potential violations of our corporate InfoSec polices and
procedures, state/federal regulations or laws, or potential breaching of contractual
obligations.

20.2. Scope
This policy applies to all DHI employees and affiliates.

20.3. Policy

In order to ensure our compliance with various federal and state regulations, as well
as to ensure our clients are abiding by our contractual agreements, all employees
are required to report to InfoSec or the CTO any occurrence of unencrypted
confidential data being sent via email or other computer connection to our network.
“Confidential data” refers to consumer data that contains a consumer name in
conjunction with any government issued number, account number, credit card
number, or date of birth. Additionally, any occurrence of a client sending data in a
manner not agreed upon must also be reported to either InfoSec or the CTO. Any
such incident must be reported to InfoSec within one business day of the incident
occurring.

All employees are also required to report any discovered potential vulnerabilities
regarding operating system or application configuration, or any lapse in physical
security. Any such vulnerabilities must be reported to InfoSec within one business
day of discovery.
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21. Information Sensitivity Policy

21.1. Purpose

The Information Sensitivity Policy is intended to help employees determine what
information can be disclosed to non-employees, as well as the relative sensitivity of
information that should not be disclosed outside of DHI without proper authorization.

The information covered in these guidelines includes, but is not limited to,
information that is either stored or shared via any means. This includes: electronic
information, information on paper, and information shared orally or visually (such as
telephone and video conferencing).

All employees should familiarize themselves with the information labeling and
handling guidelines that follow this introduction. It should be noted that the
sensitivity level definitions were created as guidelines and to emphasize common
sense steps that you can take to protect DHI Confidential information (e.g., DHI
Confidential information should not be left unattended in conference rooms).

Note: All Confidential Information (defined below) shared with any person or entity
outside of DHI shall not be shared unless and until a fully executed copy of the
appropriate Non-Disclosure Agreement is received by DHI Legal. It is the
responsibility of each DHI employee seeking to share such Confidential Information
to ensure no Confidential Information is shared absent a Non-Disclosure Agreement.
Questions regarding the use of Non- Disclosure Agreements and/or how to obtain the
DHI's approved form Non- Disclosure Agreements should be addressed with Legal.

Questions about the proper classification of a specific piece of information should be
addressed to your manager. Questions about these guidelines should be addressed
to INFOSEC.

21.2. Scope

All DHI information is categorized into five main classifications:
e DHI Public
¢ DHI Confidential
e Third Party Confidential
e Third Party Confidential Data
e Personally Identifiable Information (PII)

DHI Public information is information that has been declared public knowledge by
someone with the authority to do so, and can freely be given to anyone without any
possible damage to DHI.

DHI Confidential contains all other information. It is a continuum, in that it is
understood that some information is more sensitive than other information, and
should be protected in a more secure manner. Included is information that should
be protected very closely, such as trade secrets, development programs, potential
acquisition targets, and other information integral to the success of the company.

Other data considered as DHI Confidential information is confidential information
belonging or pertaining to another corporation that has been entrusted to DHI by
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that company under non-disclosure agreements and other contracts. Examples of
this type of information include everything from joint development efforts to vendor
lists, customer orders, and supplier information. Information in this category ranges
from extremely sensitive to information about the fact that we've connected a
supplier / vendor into DHI’'s network to support our operations.

Third Party Confidential Information is information designated as confidential by a
third party (vendor or customer) and entrusted to DHI. DHI will treat Third Party
Confidential Information with the same standards as DHI Confidential Information.

Third Party Confidential Data is data designated as confidential by a third party
(vendor or customer) and entrusted to DHI for use in DHI's production process.

DHI personnel are encouraged to use common sense judgment in securing DHI
Confidential information to the proper extent. If an employee is uncertain of the
sensitivity of a particular piece of information, he/she should contact their manager

21.3. Policy

The Sensitivity Guidelines below provides details on how to protect information at
varying sensitivity levels. Use these guidelines as a reference only, as DHI
Confidential information in each column may necessitate more or less stringent
measures of protection depending upon the circumstances and the nature of the DHI
Confidential information in question.

21.4. DHI Public

Information Covered: General corporate information; some personnel and technical
information.

There are no marking guidelines for this information in hardcopy or electronic form.
However, all internal documents, even those with no marking present, should be
considered confidential, unless expressly determined to be DHI Public information by
an DHI employee with authority to do so.

e Access DHI employees, contractors, people with a business need to
know.

o Distribution within DHI Standard interoffice mail, approved electronic
mail and electronic file transmission methods.

o Distribution outside of DHI internal mail U.S. mail and other public
or private carriers, approved electronic mail and electronic file transmission
methods.

o Electronic distribution No restrictions except that it be sent to only
approved recipients.

o Disposal/Destruction Deposit outdated paper information in specially
marked disposal bins on DHI premises; electronic data should be
expunged/cleared periodically or when no longer needed. Reliably erase or
physically destroy media.

e Penalty for deliberate or inadvertent disclosure Up to and including
termination, possible civil and/or criminal prosecution to the full extent of the
law.
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21.5.

DHI Confidential:

Information Covered: Business, financial, technical, and most personnel information,
trade secrets & marketing, operational, personnel, financial, source code, and
technical information integral to the success of our company

Note: all such documents must be accompanied with a red colored cover sheet,
marked "DHI Confidential." In addition, every page of a confidential document must
be marked “Confidential”.

21.6.

Access Only those individuals (DHI employees and non-employees)
designated with approved access and signed non-disclosure agreements.

Distribution within DHI Delivered direct - signature required,
envelopes stamped confidential, or approved electronic file transmission
methods.

Distribution outside of DHI internal mail Delivered direct; signature
required; approved private carriers and only after receipt of fully executed
Non-Disclosure Agreement.

Electronic distribution No restrictions to approved recipients (subject to
receipt of fully executed Non-Disclosure Agreement) within DHI, but it is
highly recommended that all information be strongly encrypted.

Storage Individual access controls are very highly recommended for
electronic information. Physical security is generally used, and information
should be stored in a physically secured computer. Keep from view of
unauthorized people; erase whiteboards, do not leave in view on tabletop.
Machines should be administered with security in mind. Protect from loss;
electronic information should have individual access controls where possible
and appropriate.

Disposal/Destruction Strongly Encouraged: In specially marked
disposal bins on DHI premises; electronic data should be expunged/cleared.
Reliably erase or physically destroy media as per the DHI's Media Destruction
Policy.

Penalty for deliberate or inadvertent disclosure Up to and including
termination, possible civil and/or criminal prosecution to the full extent of the
law.

Third Party Confidential Information

DHI Will treat Third Party Confidential Information with the same standards as DHI
Confidential Information.

21.7.

Third Party Confidential Data

Third party data entrusted to DHI must adhere to the following standards:

Access Only those individuals (DHI employees and non-employees)
designated with approved access and signed non-disclosure agreements.

Distribution within DHI Data must be shared with only those
individuals who have direct responsibility for processing or consuming third
party data.
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e Electronic distribution All third party data must be encrypted prior to
transmission over public networks using the InfoSec Encryption Standards
Policy.

e Wireless transmission All third party data transmitted over a wireless
network must be encrypted using Wi-Fi Protected Access (WPA), a VPN, or
128-bit SSL. WEP encryption of wireless connections is not allowed.

e Personal Identifier Scrubbing Where required by law or contract, DHI
must render sensitive customer data unreadable anywhere it is stored,
(including data on portable media, devices, mobile computers, smartphones,
in logs, and data received from or stored by wireless networks) by using any
of the following approaches:

o One-way hashes (hashed indexes) such as SHA-1
o Truncation

o Strong cryptography, such as Triple-DES 128-bit or AES 256-bit with
associated key management processes and procedure

e Storage Individual access controls are very highly recommended for
electronic information. Physical security is generally used, and information
should be stored in a physically secured computer. Keep from view of
unauthorized people; erase whiteboards, do not leave in view on tabletop.
Machines should be administered with security in mind. Protect from loss;
electronic information should have individual access controls where possible
and appropriate.

o Disposal/Destruction Strongly Encouraged: In specially marked
disposal bins on DHI premises; electronic data should be expunged/cleared.
Reliably erase or physically destroy media as per the DHI’'s Media Destruction
Policy.

¢ Penalty for deliberate or inadvertent disclosure Up to and including
termination, possible civil and/or criminal prosecution to the full extent of the
law.

21.8. Personally Identifiable Information (PII):

Information Covered: Uniquely identifying information about an individual. This
information includes Driver’s License Number, Social Security Number

Note: All files containing unencrypted PII must reside ONLY within the Lab
Environment. No PII is to ever be accessible outside of the Lab.

e Access Only those individuals (DHI employees ONLY) designated with
approved access and signed non-disclosure agreements.

e Distribution within DHI Unencrypted PII never leaves the Lab
Environment.

o Distribution outside of DHI internal mail Delivered direct; signature
required; approved private carriers and only after receipt of fully executed
Non-Disclosure Agreement. Information is always encrypted for delivery

¢ Electronic distribution Distribution only to the individual who sent DHI
the PII. (subject to receipt of fully executed Non-Disclosure Agreement). All
information MUST be strongly encrypted.
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e Storage Information is stored at rest encrypted and only accessible from
the Lab environment.

o Disposal/Destruction Strongly Encouraged: In specially marked
disposal bins on DHI premises; electronic data should be expunged/cleared.
Reliably erase or physically destroy media as per the DHI's Media Destruction
Policy.

¢ Penalty for deliberate or inadvertent disclosure Up to and including
termination, possible civil and/or criminal prosecution to the full extent of the
law.

21.9. Definitions

21.9.1. Appropriate measures

To minimize risk to DHI from an outside business connection, DHI computer use by
competitors and unauthorized personnel must be restricted so that, in the event of
an attempt to access DHI corporate information, the amount of information at risk is
minimized.

21.9.2. Configuration of DHI-to-other business connections
Connections shall be set up to allow other businesses to see only what they need to

see. This involves setting up both applications and network configurations to allow
access to only what is necessary.

21.9.3. Delivered Direct; Signature Required

Do not leave in interoffice mail slot; call the mailroom for special pick-up of mail.
21.9.4. Approved Electronic File Transmission Methods
Includes supported SFTP clients and SSL Web browsers.

21.9.5. Envelopes Stamped Confidential

You are not required to use a special envelope. Put your document(s) into an
interoffice envelope, seal it, address it, and stamp it confidential.

21.9.6. Approved Electronic Mail
Includes all mail systems supported by the IT Support Team.
21.9.7. Approved Encrypted email and files

Techniques include the use of DES, PGP, 3DES, AES, Blowfish, Psypher, PGP, GPG,
DES encryption is available via many different public domain packages on all
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platforms. PGP use within DHI is done via a license. Please contact the appropriate
support organization if you require a license.

21.9.8. Company Information System Resources

Company Information System Resources include, but are not limited to, all
computers, their data and programs, as well as all paper information and any
information at the Internal Use Only level and above.

21.9.9. Expunge

To reliably erase or expunge data on a PC or Mac you must use a separate program
to overwrite data, supplied as a part of Norton Utilities. Otherwise, the PC or Mac's
normal erasure routine keeps the data intact until overwritten. The same thing
happens on UNIX machines, but data is much more difficult to retrieve on UNIX
systems.

21.9.10. Individual Access Controls

Individual Access Controls are methods of electronically protecting files from being
accessed by people other than those specifically designated by the owner. On UNIX
machines, this is accomplished by careful use of the chmod command (use man
chmod to find out more about it). On Mac’s and PC's, this includes using passwords
on screensavers, such as Disklock.

21.9.11. Insecure Internet Links

Insecure Internet Links are all network links that originate from a locale or travel
over lines that are not totally under the control of DHI.

21.9.12. Encryption

Secure DHI Sensitive information in accordance with the Acceptable Encryption
Policy. International issues regarding encryption are complex. Follow corporate
guidelines on export controls on cryptography, and consult your manager and/or
corporate legal services for further guidance.

21.9.13. One Time Password Authentication

One Time Password Authentication on Internet connections is accomplished by using
a one time password token to connect to DHI’s internal network over the Internet.
Contact your support organization for more information on how to set this up.

21.9.14. Physical Security

Physical security means either having actual possession of a computer at all times,
or locking the computer in an unusable state to an object that is immovable.
Methods of accomplishing this include having a special key to unlock the computer so
it can be used, thereby ensuring that the computer cannot be simply rebooted to get
around the protection. If it is a laptop or other portable computer, never leave it
alone in a conference room, hotel room or on an airplane seat, etc. Make
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arrangements to lock the device in a hotel safe, or take it with you. In the office,
always use a lockdown cable. When leaving the office for the day, secure the laptop
and any other sensitive material in a locked drawer or cabinet.

21.9.15. Private Link

A Private Link is an electronic communications path that DHI has control over its
entire distance. For example, all DHI networks are connected via a private link. A
computer with modem connected via a standard land line (not cell phone) to another
computer has established a private link. ISDN lines or use of VPN clients from
employee’s homes are a private link. DHI also has established private links to other
companies, so that all email correspondence can be sent in a more secure manner.
Companies that DHI has established private links include all announced acquisitions
and some short-term temporary links.
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22. Internal Lab Security Policy

22.1. Purpose

This policy establishes information security requirements for DHI labs to ensure that
DHI confidential information and technologies are not compromised, and that
production services and other DHI interests are protected from lab activities.

22.2. Scope

This policy applies to all internally connected labs, DHI employees and third parties
who access DHI's labs. All existing and future equipment, which fall under the scope
of this policy, must be configured according to the referenced documents. Air-
gapped labs are exempt from this policy.

22.3. Policy

22.3.1.

1.

Ownership Responsibilities

Lab owning groups are responsible for assigning lab managers, a point of
contact (POC), and a back-up POC for each lab. Lab owners must
maintain up-to-date POC information with INFSEC and IT Management.
Lab managers or their backup must be available around-the-clock for
emergencies, otherwise actions will be taken without their involvement.

Lab managers are responsible for the security of their labs and the lab's
impact on the corporate production network and any other networks. Lab
managers are responsible for adherence to this policy and associated
processes. Where policies and procedures are undefined lab managers
must do their best to safeguard DHI from security vulnerabilities.

Lab managers are responsible for the lab's compliance with all DHI
security policies. The following are particularly important: Password Policy
for networking devices and hosts, Wireless Communication Policy, Anti-
Virus Policy, Remote Access Policy, and Employee and Contractor Access
Policies.

The Lab Manager is responsible for controlling lab access. Access to any
given lab will only be granted by the lab manager or designee, to those
individuals with an immediate business need within the lab, either short-
term or as defined by their ongoing job function. This includes continually
monitoring the access list to ensure that those who no longer require
access to the lab have their access terminated.

The network support group must maintain a firewall device between the
corporate production network and all lab equipment.

The network support group and/or INFOSEC reserve the right to interrupt
lab connections that impact the corporate production network negatively
or pose a security risk.
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10.

11.

The network support group must record all lab IP addresses, which are
routed within DHI networks, in Enterprise Address Management database
along with current contact information for that lab.

Any lab that wants to add an external connection must provide a diagram
and documentation to INFOSEC with business justification, the equipment,
and the IP address space information. INFOSEC will review for security
concerns and must approve before such connections are implemented.

All user passwords must comply with DHI's Password Policy. In addition,
individual user accounts on any lab device must be deleted when no
longer authorized within three (3) days. Group account passwords on lab
computers (Unix, windows, etc) must be changed quarterly (once every 3
months). For any lab device that contains DHI proprietary information,
group account passwords must be changed within three (3) days following
a change in group membership.

No lab shall provide production services. Production services are defined
as ongoing and shared business critical services that generate revenue
streams or provide customer capabilities.

INFOSEC will address non-compliance waiver requests on a case-by-case
basis and approve waivers if justified.

22.4. General Configuration Requirements

1.

All traffic between the corporate production and the lab network must go
through a Network support group maintained firewall. All lab network
devices must not cross-connect the lab and production networks.

Original firewall configurations and any changes thereto must be reviewed
and approved by INFOSEC. INFOSEC may require security improvements
as needed.

Labs are prohibited from engaging in port scanning, network auto-
discovery, traffic spamming/flooding, and other similar activities that
negatively impact the corporate network and/or non-DHI networks. These
activities must be restricted within the lab.

Traffic between production networks and lab networks, as well as traffic
between separate lab networks, is permitted based on business needs and
as long as the traffic does not negatively impact on other networks. Labs
must not advertise network services that may compromise production
network services or put lab confidential information at risk.

INFOSEC reserves the right to audit all lab-related data and administration
processes at any time, including but not limited to, inbound and outbound
packets, firewalls and network peripherals.

Lab owned gateway devices are required to comply with all DHI product
security advisories and must authenticate against the Corporate
Authentication servers.

The enable password for all lab owned gateway devices must be different
from all other equipment passwords in the lab. The password must be in
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10.

11.

22.5.

accordance with DHI’s Password Policy. The password will only be
provided to those who are authorized to administer the lab network.

In labs where non-DHI personnel have physical access (e.g., training
labs), direct connectivity to the corporate production network is not
allowed. Additionally, no DHI confidential information can reside on any
computer equipment in these labs. Connectivity for authorized personnel
from these labs can be allowed to the corporate production network only if
authenticated against the Corporate Authentication servers, temporary
access lists (lock and key), SSH, client VPNs, or similar technology
approved by INFOSEC.

Infrastructure devices (e.g. IP Phones) needing corporate network
connectivity must be hardened and given highly restricted access if they
are located in open areas.

All lab external connection requests must be reviewed and approved by
INFOSEC. Analog or ISDN lines must be configured to only accept trusted
call numbers. Strong passwords must be used for authentication.

All labs networks with external connections must not be connected to DHI
corporate production network or any other internal network directly or via
a wireless connection, or via any other form of computing equipment. A
waiver from INFOSEC is required where air-gapping is not possible (e.g.,
Partner Connections to third party networks).

Definitions

Internal A lab that is within DHI’s corporate firewall and connected to
DHI's corporate production network

Network support group Any INFOSEC approved DHI support organization
that manages the networking of non-lab networks.

Lab Manager The individual responsible for all lab activities and
personnel

Lab A Lab is any non-production environment, intended specifically for
developing, demonstrating, training and/or testing of a product.

External Connections (also known as DM2Z) External connections include
(but not limited to) third-party data network-to-network, analog and ISDN
data lines, or any other Telco data lines.

Lab Owned Gateway Device A lab owned gateway device is the
lab device that connects the lab network to the rest of DHI network. All
traffic between the lab and the corporate production network must pass
through the lab owned gateway device unless approved by INFOSEC.

Traffic Mass volume of unauthorized and/or unsolicited network
Spamming/Flooding traffic.

Firewall A device that controls access between networks. It can be a
PIX, a router with access control lists or similar security devices approved by
INFOSEC.

Extranet Connections between third parties that require access to
connections non-public DHI resources, as defined in INFOSEC's Extranet
policy (link).
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¢ DMZ (De-Militarized Zone) This network structure describes the
network that exists outside of primary corporate firewalls, but are still under
DHI administrative control.
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23. Internet DMZ Equipment Policy

23.1. Purpose

The purpose of this policy is to define standards to be met by all equipment owned
and/or operated by DHI located outside DHI’s corporate Internet firewalls. These
standards are designed to minimize the potential exposure to DHI from the loss of
sensitive or company confidential data, intellectual property, damage to public image
etc., which may follow from unauthorized use of DHI resources.

Devices that are Internet facing and outside the DHI firewall are considered part of
the "de-militarized zone" (DMZ) and are subject to this policy. These devices
(network and host) are particularly vulnerable to attack from the Internet since they
reside outside the corporate firewalls.

The policy defines the following standards:
¢ Ownership responsibility
e Secure configuration requirements
e Operational requirements

¢ Change control requirement

23.2. Scope

All equipment or devices deployed in a DMZ owned and/or operated by DHI
(including hosts, routers, switches, etc.) and/or registered in any Domain Name
System (DNS) domain owned by DHI, must follow this policy.

This policy also covers any host device outsourced or hosted at external/third-party
service providers, if that equipment resides in the "DHI.com" domain or appears to
be owned by DHI.

All new equipment that falls under the scope of this policy must be configured
according to the referenced configuration documents, unless a waiver is obtained
from INFOSEC. All existing and future equipment deployed on DHI’s un-trusted
networks must comply with this policy.

23.3. Policy

23.3.1. Ownership and Responsibilities

Operational support groups approved by INFOSEC for DMZ system, application,
and/or network management must administer equipment and applications within the
scope of this policy.

Support groups will be responsible for the following:

e Equipment must be documented in the corporate wide enterprise
management system. At a minimum, the following information is required:

o Host contacts and location.
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o Hardware and operating system/version.
o Main functions and applications.
o Password groups for privileged passwords.

Network interfaces must have appropriate Domain Name Server records
(minimum of A and PTR records).

Password groups must be maintained in accordance with the corporate wide
password management system/process.

Immediate access to equipment and system logs must be granted to
members of INFOSEC upon demand, per the Audit Policy.

Changes to existing equipment and deployment of new equipment must
follow and corporate governess or change management
processes/procedures.

To verify compliance with this policy, INFOSEC will periodically audit DMZ equipment
per the Audit Policy.

23.4. General Configuration Policy

All equipment must comply with the following configuration policy:

INFOSEC as part of the pre-deployment review phase must approve
hardware, operating systems, services and applications.

Operating system configuration must be done according to the secure host
and router installation and configuration standards.

All interactive applications must be reviewed for security concerns by
INFOSEC before they are placed into the DMZ. This is especially true for any
e-commerce applications.

All patches/hot-fixes recommended by the equipment vendor and INFOSEC
must be installed. This applies to all services installed, even though those
services may be temporarily or permanently disabled. Administrative owner
groups must have processes in place to stay current on appropriate
patches/hotfixes.

Services and applications not serving business requirements must be
disabled.

Trust relationships between systems may only be introduced according to
business requirements, must be documented, and must be approved by
INFOSEC.

Access control lists must restrict services and applications not for general
access.

Insecure services or protocols (as determined by INFOSEC) must be replaced
with more secure equivalents whenever such exist.

Remote administration must be performed over secure channels (e.g.,
encrypted network connections using SSH or IPSEC) or console access
independent from the DMZ networks. Where a methodology for secure
channel connections is not available, one-time passwords (DES/SofToken)
must be used for all access levels.
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23.5.

All host content updates must occur over secure channels.

Security-related events must be logged and audit trails saved to INFOSEC-
approved logs. Security-related events include (but are not limited to) the
following:

o User login failures.
o Failure to obtain privileged access.
o Access policy violations.

INFOSEC will address non-compliance waiver requests on a case-by-case
basis and approve waivers if justified.

New Installations and Change Management Procedures

All new installations and changes to the configuration of existing equipment and
applications must follow the following policies/procedures:

23.6.

Configuration changes must follow the Corporate Change Management (CM)
Procedures.

INFOSEC must be invited to perform system/application audits prior to the
deployment of new services.

INFOSEC must be engaged, either directly or via CM, to approve all new
deployments and configuration changes.

Equipment Outsourced to External Service Providers

The responsibility for the security of the equipment deployed by external service
providers must be clarified in the contract with the service provider and security
contacts, and escalation procedures documented. Contracting departments are
responsible for third party compliance with this policy.

23.7.

Definitions

DMZ (de-militarized zone): Any un-trusted network connected to, but
separated from, DHI’s corporate network by a firewall, used for external
(Internet/partner, etc.) access from within DHI, or to provide information to
external parties. Only DMZ networks connecting to the Internet fall under the
scope of this policy.

Secure Channel: Out-of-band console management or channels using strong
encryption according to the Acceptable Encryption Policy. Non-encrypted
channels must use strong user authentication (one-time passwords).

Un-Trusted Network: Any network firewalled off from the corporate
network to avoid impairment of production resources from irregular network
traffic (lab networks), unauthorized access (partner networks or the
Internet), or anything else identified as a potential threat to those resources.

DHI Information Security Policy Page 60





24. Laptop Security Policy

24.1. Purpose

To document methods for DHI employees to employ in order to secure their laptops
from theft or unauthorized access.

24.2. Scope

These tips are suggested for all DHI employees who use laptop computers.

24.3. Policy

Always use an anti-theft device. Portable locking device and motion sensor alarms
are available from the INFOSEC group.

Never leave your laptop in open view in your car. Lock it in your trunk.

If possible, carry your laptop in an unassuming, well padded bag. This avoids the
unwanted attention a traditional laptop bag or fancy leather briefcase can generate.

Never leave your laptop unattended in a public place, including your office (absent
an anti-theft device). Secure it to your desk at all times, or lock it in a drawer, or
"lock-box" even if you leave for a moment. Never leave it unattended anywhere,
including your home.

Never put your laptop on the airport security x-ray machine belt before you have a
clear path to the end of the belt.

Back up all irreplaceable information daily. Remember, it's not just the loss of the
laptop...what about all the hard work and important information that could be lost or
stolen. Backing up irreplaceable data is easily achieved by placing critical
documents and files into "My Documents”.

Don't forget to secure all other products associated with your laptop: batteries,
power cords, cables, external drives, LCD projectors, etc...

When traveling, you can also use neon tape or stripes on your laptop's bag for quick
identification in a crowd. If you use an easily identifiable bag, thieves will be
discouraged. A lime-green stripe makes your bag easier to identify than all those
black bags used by business travelers.

Before you leave on any trip, record your laptop's serial humber in two places. Keep
one separated from your laptop and keep the other at home. If your laptop is stolen,
you can give the serial number to the authorities to aid in the search.
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25. Mass Storage Device Policy

25.1. Purpose

The purpose of this policy is to provide guidance that limits the use of portable
USB/Firewire devices (such as mp3 players, thumb drives, and portable disk
enclosures) within the DHI computing environment.

25.2. Scope
This policy applies to all DHI employees and affiliates.

25.3. Policy

No unauthorized USB or FireWire (IEEE 1394) devices are to be connected to DHI
systems. Authorization for mass storage devices must be obtained from InfoSec or
the VP Operations. Under no circumstances are USB devices to be used to store

confidential data without the express written permission of InfoSec or the VP
Operations. All data on removable media must be encrypted.

25.4. Definitions

e Firewire A serial bus interface standard allowing high-speed connections

between devices.

e USB Universal Serial Bus - a serial bus standard for connecting devices.
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26. Media and Data Destruction Policy

26.1. Purpose

The purpose of this policy is to define standards for the destruction of old or
unnecessary data on media. These standards are designed to minimize the potential
exposure to DHI from damages that may result from the accidental release of DHI
data. Damages include the loss of sensitive or company confidential data,
intellectual property, damage to public image, damage to critical DHI internal
systems, etc.

26.2. Scope

This policy applies to all DHI employees, contractors, vendors and agents who work
within the DHI environment.

26.3. Policy
26.3.1. General

It is the responsibility of DHI employees, contractors, vendors and agents to ensure
that all media that contains data that is no longer needed is disposed of in a secure
manner. Such media may include (but is not limited to) CD-Roms, DVDs, diskettes,
magnetic tape, hard disks, and other magnetic media. Additionally, any data devices
that are to be returned to vendors or third parties (i.e., hard disks), must have all
DHI data securely removed from it before being returned. A shredder box (as
described herein) is available on company premises for such destruction.

26.3.2. Requirements

1. All non-disposable media (such as a hard drives) that are to leave the DHI
environment must have all DHI's data removed from them before they
leave the premises. Said data removal must be done according to current
industry specifications. Currently, this consists of five-time overwrites via
use of shredding software approved by INFOSEC. Simple file deletion is
not acceptable, since such data can be recovered with ease.

As required by 3™ Parties data on physical media will be shredded.

Data on internal DHI systems that is no longer needed may be deleted
without scrubbing, as long as those systems remain in use within their
current environment. Any systems containing sensitive data must be
scrubbed with approved software before they are released into the
general-use desktop pool.

26.3.3. Definitions

e Shredding The process of rewriting sectors on a hard disk several times to
render the data on said disk unrecoverable.
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e Scrubbed A system that has had its data “shredded” as above is
considered to be “scrubbed”.

e 3" parties Scrubbing of physical media as specified by either vendor or a
customer.
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27. Password Policy

27.1. Overview

Passwords are an important aspect of computer security. They are the front line of
protection for user accounts. A poorly chosen password may result in the
compromise of DHI’'s entire corporate network. As such, all DHI employees
(including contractors and vendors with access to DHI systems) are responsible for
taking the appropriate steps, as outlined below, to select and secure their
passwords.

27.2. Purpose

The purpose of this policy is to establish a standard for creation of strong passwords,
the protection of those passwords, and the frequency of change.

27.3. Scope

The scope of this policy includes all personnel who have or are responsible for an
account (or any form of access that supports or requires a password) on any system
that resides at any DHI facility, has access to the DHI network, or stores any non-
public DHI information. Additionally, this policy’s scope is extended to include anyone
who has access to customer equipment/systems requiring passwords (i.e. customer
FTP servers).

27.4. Policy
27.4.1. General

e All users must have a unique username and password.

e All system-level passwords (e.g., root, enable, NT admin, application
administration accounts, etc.) must be changed every thirty (30) days.

e All production system-level passwords must be part of the INFOSEC
administered global password management database.

e Passwords must not be changed more than once with a 24 hour period.

e All user-level passwords (e.g., email, web, desktop computer, etc.) must be
changed at least every ninety (60) days.

e User accounts that have system-level privileges granted through group
memberships or programs such as "sudo" must have a unique password from
all other accounts held by that user. On all linux/unix systems, all logins to
privileged accounts must be through a non-privileged account, except at the
root console.

e SSH root logins must be disabled whenever possible (i.e. where ILO is in
place).

e Passwords must not be inserted into email messages or other forms of
electronic communication.
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All user-level and system-level passwords must conform to the guidelines
described below.

All systems are to be configured to require the user to enter a
password/passphrase before they can access said system. For example, if a
user accesses 5 systems, the user must be prompted for 5
passwords/passphrases. The password/passphrase can be substituted by
biometric authentication where possible.

All Systems are to be configured to lock out the account after three failed
password attempts for a minimum of 60 minutes.

27.4.2. General Password Construction Guidelines

Passwords are used for various purposes at DHI. Some of the more common uses
include: user level accounts, web accounts, email accounts, screen saver protection,
voicemail password, and local router logins. Since very few systems have support
for one-time tokens everyone should be aware of how to select strong passwords.

Poor, weak passwords have the following characteristics:

The password contains less than eight characters
The password is a word found in a dictionary (English or foreign)
The password is a common usage word such as:
o Names of family, pets, friends, co-workers, fantasy characters, etc.

o Computer terms and names, commands, sites, companies, hardware,
software.

o The words "DHI", "cherryhill", or any derivation.

o Birthdays and other personal information such as addresses and phone
numbers.

o Word or number patterns like aaabbb, gqwerty, zyxwvuts, 123321, etc.
o Any of the above spelled backwards.

o Any of the above preceded or followed by a digit (e.g., secretl,
1secret)

Strong passwords have the following characteristics:

Contain both upper and lower case characters (e.qg., a-z, A-Z)
Have digits and punctuation characters as well as letters e.g., 0-9,
l@#$% N8 ()_+|~-=\"{}[1:";'<>?,./)

Are at least eight alphanumeric characters long.

Are not words in any language, slang, dialect, jargon, etc.

Are not based on personal information, names of family, etc.

Passwords should never be written down or stored on-line. Try to create
passwords that can be easily remembered. One way to do this is create a
password based on a song title, affirmation, or other phrase. For example, the
phrase might be: "This May Be One Way To Remember" and the password
could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.
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NOTE: Do not use either of these examples as passwords!

27.4.3. Password Protection Standards

Do not use the same password for DHI accounts as for other non-DHI access (e.g.,
personal ISP account, option trading, benefits, etc.). Where possible, don't use the
same password for various DHI access needs. For example, select one password for
the Engineering systems and a separate password for IT systems. Also, select a
separate password to be used for an NT account and a UNIX account.

Do not share DHI passwords with anyone, including administrative assistants or
secretaries. All passwords are to be treated as sensitive, Confidential DHI
information.

Here is a list of "don’ts":
e Don't reveal a password over the phone to ANYONE
¢ Don't send a password in an email message with a username
e Don't reveal a password to the boss
e Don't talk about a password in front of others
e Don't hint at the format of a password (e.g., "my family name")
e Don't reveal a password on questionnaires or security forms
e Don't share a password with family members
e Don't reveal a password to co-workers while on vacation
e Don't use the “remember password” option offered by most browsers
e Don't write or store the password in plain text

If someone demands a password, refer them to this document or have them call
someone in the Information Security Department.

Do not use the "Remember Password" feature of applications (e.g., Eudora,
OutLook, Netscape Messenger).

Again, do not write passwords down and store them anywhere in your office. Do not
store passwords in a file on ANY computer system (including Palm Pilots or similar
devices) without encryption.

If an account or password is suspected to have been compromised, report the
incident to INFOSEC and change all passwords.

INFOSEC or its delegates may perform password cracking or guessing on a periodic
or random basis. If a password is guessed or cracked during one of these scans, the
user will be required to change it.

27.4.4. Application Development Standards
Application developers must ensure their programs contain the following security
precautions. Applications:

e should support authentication of individual users, not groups.

e should not store passwords in clear text or in any easily reversible form.
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e should provide for some sort of role management, such that one user can
take over the functions of another without having to know the other's
password.

e should support TACACS+ , RADIUS and/or X.509 with LDAP security retrieval,
wherever possible.

e Vendor passwords must only be maintained as long as necessary for the
vendor to complete his/her work.

27.4.5. Use of Passwords and Passphrases for Remote Access
Users

Access to the DHI networks via remote access is to be controlled using either a one-
time password authentication or a public/private key system with a strong
passphrase. SSH root logins must be disabled wherever possible.

27.4.6. Passphrases

Passphrases are generally used for public/private key authentication. A
public/private key system defines a mathematical relationship between the public
key that is known by all, and the private key, that is known only to the user.
Without the passphrase to "unlock" the private key, the user cannot gain access.

Passphrases are not the same as passwords. A passphrase is a longer version of a
password and is, therefore, more secure. A passphrase is typically composed of
multiple words. Because of this, a passphrase is more secure against "dictionary
attacks."

A good passphrase is relatively long and contains a combination of upper and
lowercase letters and numeric and punctuation characters. An example of a good
passphrase:

"The*?#>*@TrafficOnThel95Was*&#! #ThisMorning"

All of the rules above that apply to passwords apply to passphrases.

27.4.7. Password Creation, Maintenance, and Deletion

It will be the responsibility of the employee’s departmental manager to determine
the access requirements for each system. (Building Access, Email, TFS, etc.). Upon
creation of an account for an employee or contractor the account name, and account
type will be communicated to Human Resources. Upon termination Human Resources
will be responsible that the appropriate account custodian removes the employees
access from the system.

27.5. Definitions

e Application Administration Account Any account that is for the
administration of an application
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28. Peer to Peer Policy

28.1. Purpose

The purpose of this policy is to provide guidance for DHI employees regarding the
use of peer to peer software.

28.2. Scope
This policy applies to all DHI employees and affiliates.

28.3. Policy

In order to ensure our compliance with contractual agreements and industry best
practices, and to assist us in remaining compliant with copyright laws, DHI forbids
the use of peer to peer software to regular employees. Only employees within
InfoSec and Operations are permitted to use peer to peer technology, and may only
use said software to download public domain software. All downloaded software must
be scanned for viruses before being deployed in the DHI network environment. Peer
to peer software is not to be used to download copyrighted material that DHI does
not have a license for.

28.4. Definitions

e Peer to Peer A sharing and delivery of user specified files among groups of
people who are logged on to a file sharing network. Napster, BitTorrent, and
Emule are examples of peer to peer networks/clients.
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29. Personal Use Policy

29.1. Purpose

To explain the conditions under which non-official use of company computing
resources and services is permitted.

29.2. Scope

This policy applies to all full and part time employees and contractors with DHI.

29.3. Policy
Computer, email and internet usage

¢ Company employees are expected to use the Internet responsibly and
productively. Internet access is limited to job-related activities only and
personal use is not permitted

o Job-related activities include research and educational tasks that may be
found via the Internet that would help in an employee's role

e All Internet data that is composed, transmitted and/or received by DHI
computer systems is considered to belong to DHI and is recognized as part of
its official data. It is therefore subject to disclosure for legal reasons or to
other appropriate third parties

¢ The equipment, services and technology used to access the Internet are the
property of DHI and the company reserves the right to monitor Internet
traffic and monitor and access data that is composed, sent or received
through its online connections

e Emails sent via the company email system should not contain content that is
deemed to be offensive. This includes, though is not restricted to, the use of
vulgar or harassing language/images

e All sites and downloads may be monitored and/or blocked by DHI if they are
deemed to be harmful and/or not productive to business

e The installation of software such as instant messaging technology is strictly
prohibited

Unacceptable use of the internet by employees includes, but is not limited to:

¢ Sending or posting discriminatory, harassing, or threatening messages or
images on the Internet or via DHI email service

e Using computers to perpetrate any form of fraud, and/or software, film or
music piracy

e Stealing, using, or disclosing someone else's password without authorization

¢ Downloading, copying or pirating software and electronic files that are
copyrighted or without authorization

e Sharing confidential material, trade secrets, or proprietary information outside
of the organization
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e Hacking into unauthorized websites

e Sending or posting information that is defamatory to the company, its
products/services, colleagues and/or customers

e Introducing malicious software onto the company network and/or jeopardizing
the security of the organization's electronic communications systems

e Sending or posting chain letters, solicitations, or advertisements not related
to business purposes or activities

e Passing off personal views as representing those of the organization

If an employee is unsure about what constituted acceptable Internet usage, then
he/she should ask his/her supervisor for further guidance and clarification

All terms and conditions as stated in this document are applicable to all users of DHI
network and Internet connection. All terms and conditions as stated in this document
reflect an agreement of all parties and should be governed and interpreted in
accordance with the policies and procedures mentioned above. Any user violating
these policies is subject to disciplinary actions deemed appropriate by DHI.
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30. Physical Building Access Policy

30.1. Purpose

The objective of the Physical Building Access Policy is to provide a comprehensive,
dependable and cost-effective security access control and security system solution
for DHI, its employees and its assets. The system will consist of an integrated
pairing of the traditional mechanical locking or keyed system, with a newly selected
computer based access control system that will allow for use of primarily card access
control, and will set a standard for security systems within DHI.

30.2. Scope

The scope of this document applies to the physical building located at 1 Keystone
Avenue and to any ancillary buildings used by DHI

30.3. Policy
30.3.1. General

e Effective February 1, 2014, Employees are required to immediately report to
the security administrator forgotten or lost security access cards. Security
administrator is required to immediately deactivate the security access card.

e All physical security systems must comply with applicable all applicable
regulations such as, but not limited to, building codes and fire prevention
codes.

¢ Human Resources are responsible for issuing building access cards/codes to
new employees and for removing those codes upon termination of
employment.

e Each individual that is granted access rights to the facility must receive
emergency procedures training for the facility and must sign the appropriate
access and non-disclosure agreements.

e Access cards and/or keys must not be shared or loaned to others.

e Access cards and/or keys that are no longer required must be returned to
Human Resources. Cards must not be reallocated to another individual
bypassing the return process.

e Lost or stolen access cards and/or keys must be reported to Human
Resources.

e Cards and/or keys must not have identifying information other than a return
mail address.

e All Information Resources facilities that allow access to visitors will track
visitor access with a sign in/out log.

e All visitors must be escorted by a Drivers History employee at all times.

e A service charge may be assessed for access cards and/or keys that are lost,
stolen or are not returned.
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e Card access records and visitor logs for Information Resources facilities must
be kept for routine review based upon the criticality of the Information
Resources being protected.

¢ Human Resources must remove the card and/or key access rights of
individuals that change roles within DHI or are separated from their
relationship with DHI.

30.3.2. Violations

Violation of this policy may result in disciplinary action which may include
termination for employees and temporaries; a termination of employment relations
in the case of contractors or consultants; dismissal for interns and volunteers.
Additionally, individuals are subject to civil, and criminal prosecution.
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31. Remote Access Policy

31.1. Purpose

The purpose of this policy is to define standards for connecting to DHI’s network
from any host. These standards are designed to minimize the potential exposure to
DHI from damages that may result from unauthorized use of DHI resources.
Damages include the loss of sensitive or company confidential data, intellectual
property, damage to public image, damage to critical DHI internal systems, etc.

31.2. Scope

This policy applies to all DHI employees, contractors, vendors and agents with an
DHI-owned or personally owned computer or workstation used to connect to the DHI
network. This policy applies to remote access connections used to do work on behalf
of DHI, including reading or sending email and viewing intranet web resources.

Remote access implementations that are covered by this policy include, but are not
limited to, dial-in modems, frame relay, ISDN, DSL, VPN, SSH, and cable modems,
etc.

31.3. Policy
31.3.1. General

1. It is the responsibility of DHI employees, contractors, vendors and agents
with remote access privileges to DHI's corporate network to ensure that
their remote access connection is given the same consideration as the
user's on-site connection to DHI.

2. General access to the Internet for recreational use by immediate
household members through the DHI Network on personal computers is
not permitted. The DHI employee bears responsibility for the
consequences should access be gained by a household member.

3. Please review the following policies for details of protecting information
when accessing the corporate network via remote access methods, and
acceptable use of DHI’s network:

o Acceptable Encryption Policy
o Wireless Communications Policy
o Acceptable Use Policy

e Effective February 1, 2014, remote access from non-company owned assets is
strictly prohibited.

e Effective February 1, 2014, remote access is only permitted with company
owned devices

o Effective February 1, 2014, all remote access requires two-factor
authentication.
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31.3.2. Requirements

Secure remote access must be strictly controlled. Control will be enforced
via one-time password authentication or public/private keys with strong
pass-phrases. For information on creating a strong pass-phrase see the
Password Policy.

At no time should any DHI employee provide his or her login or email
password to anyone, not even family members.

DHI employees and contractors with remote access privileges must ensure
that their DHI-owned or personal computer or workstation, which is
remotely connected to DHI's corporate network, is not connected to any
other network at the same time, with the exception of personal networks
that are under the complete control of the user.

Routers for dedicated ISDN lines configured for access to the DHI network
must meet minimum authentication requirements of CHAP.

Reconfiguration of a home user's equipment for the purpose of split-
tunneling or dual homing is not permitted at any time.

Frame Relay must meet minimum authentication requirements of DLCI
standards. The Network Administrator must approve non-standard
hardware configurations, and INFOSEC must approve security
configurations for access to hardware.

All hosts that are connected to DHI internal networks via remote access
technologies must use the most up-to-date anti-virus software. This
includes personal computers.

Personal equipment that is used to connect to DHI's networks must meet
the requirements of DHI-owned equipment for remote access.

Organizations or individuals who wish to implement non-standard Remote
Access solutions to the DHI production network must obtain prior approval
from the Network Administrator and INFOSEC.

31.4. Definitions

Cable Modem Cable companies such as AT&T Broadband provide
Internet access over Cable TV coaxial cable. A cable modem accepts this
coaxial cable and can receive data from the Internet at over 1.5 Mbps. Cable
is currently available only in certain communities.

CHAP Challenge Handshake Authentication Protocol is an
authentication method that uses a one-way hashing function. DLCI (Data
Link Connection Identifier) is a unique number assigned to a Permanent
Virtual Circuit (PVC) end point in a frame relay network. DLCI identifies a
particular PVC endpoint within a user's access channel in a frame relay
network, and has local significance only to that channel.

Dial-in Modem A peripheral device that connects computers to each
other for sending communications via the telephone lines. The modem
modulates the digital data of computers into analog signals to send over the
telephone lines, then demodulates back into digital signals to be read by the
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computer on the other end; thus the name "modem" for
modulator/demodulator.

e Dual Homing Having concurrent connectivity to more than one
network from a computer or network device. Examples include: Being logged
into the Corporate network via a local Ethernet connection, and dialing into
AOL or other Internet service provider (ISP). Being on a DHI-provided
Remote Access home network, and connecting to another network, such as a
spouse's remote access. Configuring an ISDN router to dial into DHI and an
ISP, depending on packet destination.

e DSL Digital Subscriber Line (DSL) is a form of high-speed Internet access
competing with cable modems. DSL works over standard phone lines and
supports data speeds of over 2 Mbps downstream (to the user) and slower
speeds upstream (to the Internet).

e Frame Relay A method of communication that incrementally can go
from the speed of an ISDN to the speed of a T1 line. Frame Relay has a flat-
rate billing charge instead of a per time usage. Frame Relay connects via the
telephone company's network.

¢ ISDN There are two flavors of Integrated Services Digital Network or
ISDN: BRI and PRI. BRI is used for home office/remote access. BRI has two
"Bearer" channels at 64kbit (aggregate 128kb) and 1 D channel for signaling
info.

¢ Remote Access Any access to DHI’s corporate network through a non-
DHI controlled network, device, or medium.

e Split-tunneling Simultaneous direct access to a non-DHI network (such
as the Internet, or a home network) from a remote device (PC, PDA, WAP
phone, etc.) while connected into DHI’s corporate network via a VPN tunnel.
VPN Virtual Private Network (VPN) is a method for accessing a remote
network via "tunneling" through the Internet.
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32. Risk Assessment Policy

32.1. Purpose

To empower INFOSEC to perform periodic information security and privacy risk
assessments (RAs) for the purpose of determining areas of vulnerability, and to
initiate appropriate remediation.

32.2. Scope

Risk assessments can be conducted on any entity within DHI or any outside entity
that has signed a third party agreement with DHI. RAs can be conducted on any
information system, to include applications, servers, and networks, and any process
or procedure by which these systems are administered and/or maintained.

32.3. Policy

The execution, development and implementation of remediation programs is the
joint responsibility of INFOSEC and the department responsible for the systems area
being assessed. Employees are expected to cooperate fully with any RA being
conducted on systems for which they are held accountable. Employees are further
expected to work with the INFOSEC Risk Assessment Team in the development of a
remediation plan. RAs should be performed semi-annually.

32.4. Definitions

o Entity Any business unit, department, group, or third party, internal
or external to DHI, responsible for maintaining DHI assets.

e Risk Those factors that could affect confidentiality, availability, and integrity
of DHI's key information assets and systems. INFOSEC is responsible for
ensuring the integrity, confidentiality, and availability of critical information
and computing assets, while minimizing the impact of security procedures and
policies upon business productivity.
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33. Router Security Policy

33.1. Purpose

This document describes a required minimal security configuration for all routers and
switches connecting to a production network or used in a production capacity at or
on behalf of DHI.

33.2. Scope

All routers and switches connected to DHI production networks are affected. Routers
and switches within internal, secured labs are not affected. Routers and switches
within DMZ areas fall under the Internet DMZ Equipment Policy.

33.3. Policy

Every router must meet the following configuration standards:

1. No local user accounts are configured on the router. Routers must use
TACACS+ for all user authentications.

2. The enable password on the router must be kept in a secure encrypted
form. The router must have the enable password set to the current
production router password from the router's support organization.

3. Disallow the following:
a. IP directed broadcasts
b. Incoming packets at the router sourced with invalid addresses such

as RFC1918 address

C. TCP small services
d. UDP small services
e. All source routing
f. All web services running on router
4, Use corporate standardized SNMP community strings.

Access rules are to be added as business needs arise.

6. The router must be included in the corporate enterprise management
system with a designated point of contact.

7. Each router must have the following statement posted in clear view:

"UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. You must
have explicit permission to access or configure this device. All activities performed
on this device may be logged, and violations of this policy may result in disciplinary
action, and may be reported to law enforcement."
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33.4. Definitions

Production Network The "production network" is the network used in the
daily business of DHI. Any network connected to the corporate backbone, either
directly or indirectly, which lacks an intervening firewall device. Any network whose
impairment would result in direct loss of functionality to DHI employees or impact
their ability to do work.

Lab Network A "lab network" is defined as any network used for the
purposes of testing, demonstrations, training, etc. Any network that is stand-alone
or firewalled off from the production network(s) and whose impairment will not cause
direct loss to DHI nor affect the production network.
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34. Server Security Policy

34.1. Purpose

The purpose of this policy is to establish standards for the base configuration of
internal server equipment that is owned and/or operated by DHI. Effective
implementation of this policy will minimize unauthorized access to DHI proprietary
information and technology.

34.2. Scope

This policy applies to server equipment owned and/or operated by DHI, and to
servers registered under any DHI-owned internal network domain.

This policy is specifically for equipment on the internal DHI network. For secure
configuration of equipment external to DHI on the DMZ, refer to the Internet DMZ
Equipment Policy.

34.3. Policy

34.3.1. Ownership and Responsibilities

An operational support group that is responsible for system administration must own
all internal servers deployed at DHI. Approved server configuration guides must be
established and maintained by each operational group, based on business needs and
approved by INFOSEC. Operational groups should monitor configuration compliance
and implement an exception policy tailored to their environment. Each operational
group must establish a process for changing the configuration guides, which includes
review and approval by INFOSEC.

e Servers must be registered within the corporate enterprise management
system. At a minimum, the following information is required to positively
identify the point of contact:

o Server contact(s) and location, and a backup contact
o Hardware and Operating System/Version
o Main functions and applications, if applicable

¢ Information in the corporate enterprise management system must be kept
up-to-date.

e Configuration changes for production servers must follow the appropriate
change management procedures.

34.3.2. General Configuration Guidelines
e Operating System configuration should be in accordance with approved
INFOSEC guidelines.

e Services and applications that will not be used must be disabled where
practical.
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Access to services should be logged and/or protected through access-control
methods such as TCP Wrappers, if possible.

The most recent security patches must be installed on the system as soon as
practical, the only exception being when immediate application would
interfere with business requirements.

Only systems that require CCB approval may be excluded from automatic
system updates. Those exempted systems must implement said patches
within 2 weeks of them being determined as “stable”, or within 48 hours of
being approved by the CCB (whichever comes first).

Trust relationships between systems are a security risk, and their use should
be avoided. Do not use a trust relationship when some other method of
communication will do.

Always use standard security principles of least required access to perform a
function.

Do not use root when a non-privileged account will do.

If a methodology for secure channel connection is available (i.e., technically
feasible), privileged access must be performed over secure channels, (e.g.,
encrypted network connections using SSH or IPSec).

Servers should be physically located in an access-controlled environment.

Servers are specifically prohibited from operating from uncontrolled cubicle
areas.

34.3.3. Monitoring

All security-related events on critical or sensitive systems must be logged and
audit trails saved as follows:

o All security related logs would be kept online for a minimum of one
week.

o Daily incremental tape backups will be retained for at least one month.
o Weekly full tape backups of logs will be retained for at least 1 month.
o Monthly full backups will be retained for a minimum of 2 years.

Security-related events will be reported to INFOSEC, who will review logs and
report incidents to IT management. Corrective measures will be prescribed
as needed. Security-related events include, but are not limited to:

o Port-scan attacks
o Evidence of unauthorized access to privileged accounts

o Anomalous occurrences that are not related to specific applications on
the host.

34.3.4. Compliance

Audits will be performed on a regular basis by authorized organizations within
DHI.

DHI Information Security Policy Page 81





e The internal audit group or INFOSEC, in accordance with the Audit Policy, will
manage audits. INFOSEC will filter findings not related to a specific
operational group and then present the findings to the appropriate support
staff for remediation or justification.

e Every effort will be made to prevent audits from causing operational failures
or disruptions.

34.3.5. Definitions
e DMz De-militarized Zone. A network segment external to the

corporate production network.

e Server For purposes of this policy, a Server is defined as an internal
DHI Server. Desktop machines and Lab equipment are not relevant to the
scope of this policy.
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35. System Hardening Policy

35.1. Overview

Hardening is the process of securing a system by reducing its surface of
vulnerability. By the nature of operation, the more functions a system performs, the
larger the vulnerability surface.

Most systems perform a limited number of functions. It is possible to reduce the
number of possible vectors of attack by the removal of any software, user accounts
or services that are not related and required by the planned system functions.

System hardening is a vendor specific process, as different system vendors install
different elements in the default install process.

The possibility of a successful attack can be further reduced by obfuscation. By
making it difficult for a potential attacker to identify the system being attacked the
attack can not easily exploit known weaknesses

35.2. Scope

This policy applies to all components of the information technology infrastructure
and includes:

e Computers

e Servers

e Application Software

e Peripherals

e Routers and switches

e Databases

e Telephone Systems

All staff within the IT Department must understand and use this policy. IT staff are
responsible for ensuring that the IT infrastructure is hardened and that any
subsequent changes to systems do not affect the hardening of systems.

35.3. Policy

All new systems will undergo the following hardening process.
o Install system
e Remove unnecessary software
e Disable or remove unnecessary usernames
¢ Disable or remove unnecessary services
e Patch system
e Perform vulnerability scan

e Vulnerabilities
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e Install anti-virus and anti-malware
e Configure firewall

e Install System
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36. Teleworking Policy

36.1. Purpose

The purpose of Teleworking is to provide a framework for employees who work from
remote locations.

36.2. Scope

This policy applies to employees who work primarily or exclusively from a remote
location outside of the primary DHI office location.

36.3. Policy

Teleworking permits the DHI to designate employees who will work at alternate work
locations for all or part of the workweek in order to promote general work
efficiencies. To the greatest extent practicable, the policies and procedures that
normally apply to the central workplace shall remain the same for the teleworking
employee. Some positions have job responsibilities or functions that do not lend
themselves to teleworking. Therefore, teleworking is not an option for all employees.

Once a department or unit determines that a teleworking arrangement would be
beneficial in improving general work efficiencies, a written request must be
forwarded to the appropriate unit head/director for review and approval. This request
shall include the responsibilities of both DHI and the employee. Each participant in a
teleworking arrangement must sign the Teleworking Agreement, the Teleworker
Assignment, the Remote Workspace Self-Certification Checklist, and shall comply
with the policy provisions below:

36.3.1. Compensation and Benefits

The employee's compensation, benefits, work status and work responsibilities will
not change due to teleworking. The amount of time the employee is expected to
work per day or pay period will not change as a result of participation in the
Teleworking Program. Job responsibilities and work output will continue to follow the
standards as set forth by DHI.

36.3.2. Safety and Ergonomics

In a manner consistent with the DHI Safety and Health Policy, employees and
supervisors will work together to make safety an integral part of the teleworking
process. The employee is responsible for maintaining the telework site in a manner
free from health or safety hazards and for notifying his/her supervisor immediately
of any unsafe conditions in the designated workspace, or of any pain which
accompanies computer use or teleworking activities. It is very important that early
warning signs of pain or discomfort are reported before an actual injury/illness
occurs. It is the responsibility of the supervisor to educate the employee about
potential hazards involved in the teleworking process, follow up on reports of pain or
injury to improve the workspace, and take steps to mitigate or eliminate these
hazards. All identified health or safety issues must be abated in a timely manner.
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36.3.3. Workers' Compensation

The employee will be covered by workers' compensation for job-related injuries that
occur in the course and scope of employment while teleworking. In cases where the
home and the designated workplace are the same, workers' compensation will not
apply to non-job related injures that might occur at the telework site.

36.3.4. Materials, Equipment, and Security

Based on the type of work to be performed, DHI may provide computer hardware,
computer software, phone lines, email, voice mail, connectivity to host applications,
Internet connectivity and other applicable equipment as deemed necessary by the
employee's supervisor. Restricted access materials must not be compromised in any
way and teleworking employees must take all precautions necessary to secure these
materials. DHI assumes no responsibility for the employee's personal property.

36.3.5. Work Hours

Employees are expected to perform their work during designated work hours and not
engage in activities that are not work-related.

DHI may terminate the Teleworking Agreement at its discretion.
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37. Third Party Security Incident Reporting

37.1. Purpose

The purpose of Third Party Security Incident Reporting is to provide a framework to
communicate to invested third parties when a security incident has occurred
involving their data.

37.2. Scope

This policy applies to all data in possession of DHI that is the property or subject to
licensing requirements of a third party

37.3. Policy

Upon execution of a third party contract requiring third party security incident
reporting DHI's Corporate Counsel will work with the Information Security Lead
Security Administrator to internally define Restricted Data.

The Corporate Counsel will also be responsible for assembling a 3™ party incident
response contact list.

The Lead Security Administrator will be responsible for internally identifying and
tracking Restricted Data upon a security breach.

It is the responsibility of ALL employees to IMMEDIATELY notify InfoSec or the CTO
when a Third Party Security Incident has occurred.

Once a breach has occurred Corporate Counsel will be responsible for all 3™ party
communications. Unless such disclosure is mandated by applicable law or regulation,
DHI in its sole discretion will determine whether to provide notification to customers,
employees, agents or government authorities concerning a breach or potential
breach of security or any other type or form of Security Incident.

37.4. Definition

e Security Incident Unauthorized Access of Third Party Restricted Data
including, but not limited to disclosure, theft or manipulation of information
that has the potential to cause harm to a Third Party systems or Third Party
information

e Restricted Data Data that is not wholly owned by DHI and is
contractually restricted in use or movement.

e Third Party A vendor who provides information to DHI or a customer
who provides confidential information to DHI for use in DHI's products.
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38. Vendor Management Audit Policy

38.1. Purpose

This policy outlines the audit requirements for all DHI vendors that support any areas
of the DHI enterprise that store, have access to, or might otherwise see sensitive
information, and vendors that provide mission critical production support.

38.2. Scope

This policy covers the inclusion of vendors in DHI’s risk assessment program and the
requirement to include “right to audit” language in vendor contract meeting the
above requirements stated in 38.1.

38.3. Policy

¢ Vendors meeting the above criteria in section 38.1 will be included in DHI's
risk assessment program and process.

¢ All new vendors, effective June 2014, meeting the above criteria will have
“right to audit” language in the contracts.

Sample contract language below subject to final review and approval of DHI general
counsel.

Audits and Inspections

Company agrees that upon the request of DHI, Company shall permit and
participate (at no extra cost to DHI) in reasonable audit(s) of Company’s security
policies, procedures and controls, which audit(s) may occur with 1(one) week
advance notice to Company and include on-site review(s) at Company locations.

DHI Information Security Policy Page 88





39. Vulnerability Detection and Security Patch
Standards Policy

39.1. Purpose

The purpose of this policy is to establish and maintain standard operating procedures
to detect vulnerabilities in the network, and to implement patches for any discovered
vulnerabilities in a timely manner.

39.2. Scope
This policy applies to all systems within DHI.

39.3. Policy

In order to ensure the most secure computing environment as well as to comply with
various regulations, DHI will routinely scan our internal and external network
routinely to discover any vulnerabilities.

¢ InfoSec shall monitor any major security bulletin boards/discussion
groups/mailing lists (such as BugTraq, Full Disclosure, ISN) to identify any
new or developing vulnerabilities in applications currently in use within the
DHI network.

e InfoSec shall maintain Host Based Intrusion Detection on all production
servers and servers housing DHI Confidential Information or Third Party
Confidential Data.

e InfoSec shall scan the internal and external networks on a recurring basis (a
minimum of once every quarter) to identify any possible vulnerabilities. Said
scans do not have to have DOS probes included.

e InfoSec shall routinely scan the premises for unauthorized wireless access
points.

e Any identified problems shall be forwarded to the network manager within 48
hours.

¢ InfoSec shall routinely check the Microsoft SUS server for updated patches.
All patches must be implemented within 14 days of release.

e InfoSec shall routinely check the server image distributions to ensure all
current patches are in place.

e Only InfoSec is authorized to run vulnerability scans against our own network.
Written permission must be obtained from the VP Operations for others to
perform such scans. Any such permission must be forwarded to InfoSec in
order for them to disregard and notate any such scans from their logs.

¢ Newly discovered vulnerabilities will be assessed for potential changes to the
DHI InfoSec Policy.
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40. Wireless Communication Policy

40.1. Purpose

This policy prohibits access to DHI networks via unsecured wireless communication
mechanisms. Only wireless systems that meet the criteria of this policy or have
been granted an exclusive waiver by INFOSEC are approved for connectivity to DHI's
networks. The INFOSEC group must be informed of any wireless network before it is
installed. Due to their nature, wireless networks are not preferred and will rarely be
authorized.

40.2. Scope

This policy covers all wireless data communication devices (e.g., personal computers,
cellular phones, PDAs, etc.) connected to any of DHI’s internal networks. This
includes any form of wireless communication device capable of transmitting packet
data. Wireless devices and/or networks without any connectivity to DHI's networks
do not fall under the purview of this policy.

40.3. Policy

No wireless networks are to be implemented unless all traffic over them is encrypted
via a VPN protocol such as IPSEC. Additionally, wireless implementations must:

e Maintain point to point hardware encryption of at least 128 bits.

¢ Maintain a hardware address that can be registered and tracked, i.e., a MAC
address.

e Support strong user authentication which checks against an external database
such as TACACS+, RADIUS or something similar.

40.4. Definitions

e User Authentication A method by which the user of a wireless system
can be verified as a legitimate user independent of the computer or operating
system being used.
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41. Mobile Computing Policy

41.1. Purpose

The purpose of this policy is to outline appropriate and secure use of mobile
computing devices.

41.2. Scope

This policy applies to all DHI employees that have been approved to use mobile
devices for company sponsored use and access to corporate email.

41.3. Policy

e Any use of corporate sponsored mobile devices requires approval from the
CIO. All devices must be encrypted, password protected and subject to
remote wipe control. Any lost or stolen devices must be reported to the CIO
or email administrator within an hour of the event.

e Only corporate email and non-customer centric files are allowed on mobile
devices. It is absolutely prohibited to store any client-related data or
information on mobile devices. Employee’s found to be storing any
unauthorized information on mobile devices will be subject to discipline up to
and including termination.

e Mobile devices will be fully wiped upon employee termination.
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WASHINGTON

COURTS

April 24, 2015
TO: JISC Data Dissemination Committee
FROM: Stephanie Happold, AOC Data Dissemination Administrator

RE: Request to Provide Judicial Information System (JIS) Traffic Infraction Data on a
Continual Basis.

Background and AOC Staff Comments

The insurance support organization Drivers History Information (“DHI”) requested a historical
bulk file of traffic-related case information containing the exact data elements previously made
available to Data Driven Safety, Inc.® Additionally, DHI is requesting ongoing periodic updates
to this file (at least monthly) that will contain any changes to previously provided cases, as well
as, any new cases in the database. The AOC is bringing this request before the Data
Dissemination Committee (DDC) for review.

The JIS Committee (JISC) authorized the DDC to act on its behalf in reviewing and acting on
requests for JIS access by non-court users.? The DD Policy sets forth criteria which this
Committee may use in deciding these requests:

e The extent to which access will result in efficiencies in the operation of a court or courts.

e The extent to which access will enable the fulfillment of a legislative mandate.

e The extent to which access will result in efficiencies in other parts of the criminal justice

system.
e The risks created by permitting such access.?

The first part of DHI's request for data is similar to what DDS received; however, they are
asking for a historical file instead of a three year period. If the DDC approves the request, the
AOC asks that the data be for the timeframe of three years after disposition (or seven years for
a case with a deferred disposition) that is similar to the retention period in JIS for the IT case
type. (District and Municipal Court Records Retention Schedule, Section 2.2, Civil Infractions.)

As to the second part of the request regarding monthly updates: currently, the AOC does not
provide new datafeeds with automatic file transfer, because the agency does not have the
resources to monitor and maintain these new feeds. If the DDC approves DHI’s request, the
AOC asks that DHI submit a monthly request asking for updated case information based on
the specifics the DDC provides.

1 Documents related to the DDC's decision regarding DDS'’s request are included for reference.
2 JISC Bylaws, Article 7, Secs. 1 and 2.
3 DD Policy, Sec. IX.C.
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WASHINGTON
COU RTS Administrative Office of the Courts

March 8, 2013

TO: Dirk A. Marler, JSD Director
FROM: Lynne Alfasso, Legal Services
RE: Request to Provide Judicial Information System (JIS) Traffic Infraction

Data for Commercial Purposes — Legal Services Analysis Request

Caveat. This legal analysis is intended to assist the Administrative Office of the Courts (AOC) in making
policy decisions. The legal analysis is not intended to be relied upon by those outside of the AOC.
Further, it is not intended as, nor should it be construed as, a legal opinion in the nature of an Attorney
General’s Opinion. The official legal advisor for individual courts is the county prosecutor or city attorney,
not the Administrative Office of the Courts.

l. ISSUES PRESENTED

These issues were presented in a memorandum dated February 22, 2013, from
Judge Thomas J. Wynne to Callie T. Dietz, State Court Administrator. These
issues arise out of a request from a private company, Data Driven Safety, Inc.,
for an information report consisting of JIS data from traffic infraction cases
disposed of in the courts of limited jurisdiction during the last three years.

A. Would the release of the JIS traffic infraction database of cases disposed of
within the last three years violate federal or state law, including RCW 46.52.130
or 18 U.S.C. 27217

B. Under what terms and conditions, if any, may the information be released?

Il. ANSWERS

A. The release of the information by AOC would not violate state or federal law.

B. If the information is released, the terms and conditions in the standard agreement
approved by the Judicial Information Systems Committee pursuant to GR 31 for
the “bulk distribution” of court record information should adequately provide for
the security and allowable use of the data, with modifications reflecting that this is
a one-time distribution of information and not an ongoing subscription to data.

II. ANALYSIS

A. What Information Has Been Requested by Data Driven Safety, Inc.?
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Data Driven Safety, Inc. has requested the following data elements from traffic
infraction cases which have dispositions entered during the last three years in the
courts of limited jurisdiction that use JIS (JIS case type IT):

Case Number

LEA Code (Law Enforcement Agency)
LEA Name

Name of Individual

Date of Birth (mm/dd/ccyy) (if unavailable = 01/01/1800)
Gender

Case Type (IT' = infraction traffic)
Jurisdiction Code

Jurisdiction Description

Violation Date (mm/dd/ccyy)

Case Filing Date

Case Disposition Code

Case Disposition Description

Case Disposition Date

Driver’s License State of Issuance
Statute Violated (Charge Information)

B. The Release of the Information Would Not Violate State or Federal Law

1.

RCW 46.52.130 Does Not Prohibit the Courts From Releasing this

Information to Data Driven Safety, Inc.

RCW 46.52.130 governs the release of an abstract of a person’s driving record by
the state Department of Licensing (DOL).

An “abstract” consists of the following information related to a person’s driving

history:

a) An enumeration of motor vehicle accidents in which the person was driving;
b) Any reported convictions, forfeitures of bail, or findings that an infraction was

committed based upon a violation of any motor vehicle law;
c) The status of a person’s driving privilege in this state; and

d) Any reports of a failure to appear in response to a traffic citation or notice or

infraction.
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RCW 46.52.130(1).
The statute specifies to whom the DOL may release a person’s abstract:

a) The subject of the abstract;

b) Employers or prospective employers (with the subject’s consent);

c) Volunteer organizations (with the subject’s consent);

d) Transit authorities checking on prospective volunteer vanpool drivers;

e) Insurance carriers may receive an abstract covering the last three years only;

f) Alcohol/drug assessment or treatment agencies may receive an abstract
covering the last five years, (but with ten years of alcohol-related offenses);

g) City attorneys and prosecuting attorneys;

h) State colleges, universities, or agencies, or units of local government;

i) Superintendent of public instruction.

RCW 46.52.130(2).

RCW 46.52.130 does not apply to the dissemination of information by the courts about
information in public court records. The statute applies only to the dissemination of a
driver’'s abstract by the DOL.

Public access to the information in court records is governed by GR 31, which provides
for open public access to court records unless restricted by federal law, state law, court
rule, court order, or case law. GR 31 (d) (1). Public access to the information in court
cases is also governed by a well-developed body of common law, under which the
public has a right to inspect and copy court case records. See Nast v. Michels, 107
Wash.2d 300, 730 P.2d 54 (1986).

The information requested by Data Driven Safety, Inc. is information found in the JIS
record of traffic infraction cases (cases filed as case type IT in the courts of limited
jurisdiction.) Traffic infraction cases are not restricted from public access under state
law or by court rule. However, it is possible that a specific infraction case may be
ordered sealed from public access pursuant to court order under GR 15.

2. RCW Chapter 46.12 Does Not Prohibit the Release of the Information
Requested by Data Driven Safety, Inc.

RCW 46.12.630 places restrictions on the disclosure of lists of names and addresses of
registered and legal vehicle owners by the department of licensing. RCW 46.12.636
places restrictions on the disclosure of names and addresses of individual vehicle
owners. The information requested by Data Driven Safety, Inc., does not include
parking infraction case information, which is linked to vehicle information; therefore,
these statutes do not apply to this request. In addition, parking tickets filed with the
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court become public records and are subject to public access for the reasons set forth in
section I11.B.1, supra.

3. 18 U.S.C. 2721 Does Not Prohibit the Courts From Disseminating the
Personal Information Requested by Data Driven Safety, Inc.

The Driver’s Privacy Protection Act of 1994, 18 U.S.C. 88 2721 to 2725 (DPPA),
restricts the disclosure by state departments of motor vehicles of drivers’ “personal
information” without the drivers’ personal consent, except that the personal information
can be disclosed by the state for “permissible uses”. “Personal information” is defined
in 18 U.S.C. 2725 (3). “Permissible uses” is defined in 18 U.S.C. 2721 (b).

The DPPA applies to the disclosure of information by state departments of motor
vehicles, such as DOL. 18. U.S.C. 2721 (a). While there have been many cases
decided under the DPPA reviewing whether or not the release of drivers’ personal
information was permissible, these cases do not concern the release of personal
information by a court. There appear to be no cases under the DPPA that prohibit the
release of drivers’ information from a public court record by courts.

The personal information which Driver Driven Safety, Inc. has requested from the JIS
database is the driver's name and date of birth. That information becomes part of the
court case record because it is entered into the citation by the law enforcement agency
that issues the traffic citation. A traffic citation filed with the court is a court pleading and
is generally considered a public record that may be viewed and copied by the public.
ARLJ 9 (a) (1).

In Graczyk v. West Pub. Corp, 660 F.3d 275 (7™ Cir., 2011), the court upheld the right
of a commercial reseller of information to obtain the drivers’ personal information and
resell it to customers, so long as the customers indicated that they wanted the
information for a “permissible use” under the DPPA. A similar holding was reached by
the court in Taylor v. Acxion Corp., 612 F.3d 325 (5th Cir., 2010). The courts in these
two cases did not require that the commercial reseller have a “permissible use” for the
information so long as the reseller only distributed the information to customers who
stated that they had a “permissible use” for the information.

However, in contrast to Graczyk and Taylor, in Locate.Plus.Com, Inc. v. lowa Dept. of
Transp., 650 N.W.2d 609 (2002), the lowa Supreme Court held that the DPPA requires
that a commercial reseller must itself have a statutorily-allowed “permissible use” for the
information for the reseller to lawfully purchase the information from the state.

A federal appeals court recently held that a municipality’s law enforcement agency
made an impermissible use under the DPAA of a driver’s personal information when a
person was given a parking ticket which the city parking officer placed on the vehicle
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windshield. The parking ticket displayed the vehicle’s registered owner’s personal
information (name, address, driver’s license number, date of birth, sex, height, and
weight), which the parking enforcement officer had obtained from the state department
of motor vehicles database. Senne v. Palatine, 695 F. 3d 617 (7" Cir., 2012). The
appellate court held that the municipality had included “too much” personal information
on the ticket and, therefore, the exemptions from the provisions of the DPPA which a
government agency normally enjoys in carrying out a government function were not
applicable.

The municipality has filed a petition for writ of certiorari in the U.S. Supreme Court,
which has not yet decided whether it will grant the petition and accept the case for
review. This case has caused consternation among municipalities, since the form of the
parking citation used by the Village of Palatine to cite Mr. Senn, and the manner in
which he was cited, is apparently widely used to enforce parking regulations, and
several amici curiae have filed briefs asking the Supreme Court to accept this case for
review. (See http://www.scotusblog.com/case-files/cases/village-of-palatine-v-senne/.)

Mr. Murphy, the spokesperson for Data Driven Safety, Inc., mentioned a Wisconsin
case involving liability imposed for violation of the DPPA that was of interest to Judge
Wynne. (Memorandum from Judge Wynne to Callie T. Dietz dated February 22, 2013.)
That case was Deicher v. City of Evansville, a trial court decision that is summarized on
page 3, footnote 11, of the November 2012 Comment of the League of Wisconsin
Municipalities (attached hereto as Appendix 1.) Deicher also involved a law
enforcement agency; an officer made improper use of a driver’s personal information by
providing a woman’s address, which the officer obtained from state department of motor
vehicle records, to the woman’s estranged husband.

The personal information which Driver Driven Safety, Inc. has requested from the JIS
database is the driver's name and date of birth. That information becomes part of the
court case record because it is entered into the citation by the law enforcement agency
that issues the traffic citation. If it is a violation of the DPPA for the law enforcement
agency to include this information on a citation which the law enforcement agency
knows will become a public record, then the law enforcement agency should be liable,
for disseminating the information for an “impermissible use”, not the court. However, it
should be noted that the information requested by Driver Driven Safety, Inc., has been
publicly available both at the courthouse and in JIS for many years.

C. Under What Terms and Conditions Should the Information Be
Released?

Data Driven Safety, Inc. has requested traffic infraction case data from cases with
dispositions entered during the last three years in the courts of limited jurisdiction. Three
years after disposition (or seven years for a case with a deferred disposition) is the



http://www.scotusblog.com/case-files/cases/village-of-palatine-v-senne/
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retention period in JIS for the IT case type. (District and Municipal Court Records
Retention Schedule, Section 2.2, Civil Infractions.)

GR 31 governs access to court records. GR 31 (c) (3) defines “bulk distribution” as the
“distribution of all, or a significant subset, of the information in court records, as is and
without modification.” Data Driven Safety, Inc., is requesting a significant subset of the
information in court records on this case type. Therefore, the rules governing the “bulk
distribution” of data, which are found in GR 31 (g), should apply to this request. GR 31
(g) states as follows:

(1) A dissemination contract and disclaimer approved by the JIS
Committee for JIS records or a dissemination contract and
disclaimer approved by the court clerk for local records must
accompany all bulk distribution of court records.

(2) A request for bulk distribution of court records may be
denied if providing the information will create an undue burden
on court or court clerk operations because of the amount of
equipment, materials, staff time, computer time or other
resources required to satisfy the request.

(3) The use of court records, distributed in bulk form, for the
purpose of commercial solicitation of individuals named in the
court records is prohibited.

The contract approved by the JIS Committee for the dissemination of bulk records is
set forth as Appendix 2. Since Appendix 2 contemplates a customer who is an
ongoing subscriber to JIS data, the provisions will need to be modified for this one-
time report for Data Driven Safety, Inc. Some edits have been proposed to the
contract provisions, as set forth in Appendix 2:

The contract in Appendix 2 provides that a subscriber may only use the court
data which is the most recent download of information provided by AOC to the
customer, to ensure that the subscriber uses the most recent case information
which is publicly available. (Paragraph 7.2.6) To ensure that Data Driven Safety,
Inc., only uses the case information that is still publicly available, the customer
should be required to delete the case information after it is three years old, to be
consistent with the JIS retention period for these cases (which Data Driven
Safety, Inc., has stated that it is willing to agree to.)

The Data Dissemination Committee should consider whether or not to require
Data Driven Safety, Inc., to update the data which is less than three years old on
a quarterly basis, if there is any concern that the dispositions on the cases may
be updated by the courts or that cases may be sealed. Paragraph 9 of the
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Agreement in Appendix 2 requires the subscription customers to update their
data quarterly, and to only use the updated data in responding to requests for
information from third-parties.

The Data Driven Safety, Inc., should pay AOC’s programming costs to provide
the data, which is a typical requirement for a custom JIS data report.

Limits should be placed on Data Driven Safety, Inc.’s use of the data which are
consistent with the customer’s request to the JIS Data Dissemination Committee.
For example, the customer has stated it will not be releasing specific case
information about individuals to its third-party customers.

On cases which have been sealed pursuant to court order, only those data
elements allowed by GR 15 (c)(4) should be released to Data Driven Safety, Inc.:
case number, names of the parties, the notation “case sealed,” the case type,
and cause of action.

All other terms and conditions in the contract in Appendix 2 should be included.

Conclusion

The Data Dissemination Committee has asked whether the release of the traffic
infraction case information requested by Data Driven Safety, Inc., will violate any
state or federal laws. Release of the requested information will not violate any
such laws. By using the Agreement already approved by the JISC for the “bulk
distribution” of JIS data, the Data Dissemination Committee will ensure that
release of the information is consistent with the policies adopted by the JISC to
require that persons who receive JIS data in bulk are responsible in their use of
that information and that any risk of liability is borne by the customer and not the
state.

Cc: Nan Sullins
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WASHINGTON
COURTS Administrative Office of the Courts

February 5, 2013
TO: JISC Data Dissemination Committee
FROM: Lynne Alfasso, Data Dissemination Administrator

RE: Data Driven Safety, Inc. Request for information -- Meeting on
February 12, 2013

Data Driven Safety (DDS) has requested information from the Judicial Information System (JIS).
The DDS Request for Information, dated December 3, 2012, is attached hereto as Exhibit A.
DDS requests the following information from the Judicial Information System (JIS): Three years’
of traffic infraction case information.

In a telephone conversation with ACC staff, DDS indicated that the specific data elements the
company wants from traffic infraction cases are set forth below:

Case Number

LEA Code (Law Enforcement Agency)
[LEA Name

Name of Individual

Date of Birth (mm/dd/ccyy) (if unavailable = 01/01/1800)
HGender

||Case Type (IT' = infraction traffic)

| Wurisdiction Code

| Wurisdiction Description

| iolation Date (mm/dd/ccyy)

ICase Filing Date

|Case Disposition Code

| |Case Disposition Description

| |Case Disposition Date

—

DDS intends to use the requested information for commercial purposes.
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ISSUE

Does the Data Dissemination Policy allow the release of the JIS traffic infraction database of
cases disposed of within the last three years? If so, under what terms and conditions should the
information be released?

BACKGROUND INFORMATION

The Administrative Office of the Courts (AOC) does not currently provide a bulk public Index of
traffic infraction cases to which the public may subscribe. The public can subscribe to bulk
indexes with information on criminal and civil cases. The indexes on criminal cases contain
information similar to what DDS is requesting on traffic infraction cases.

A sample subscription contract for index information on court of limited jurisdiction criminal
cases is set forth as Exhibit B. Subscribers receive an updated index quarterly from AOC to
ensure that subscribers are receiving the most current information on a case. Subscribers may
only use the information in the most current quarterly index and are prohibited from using any of
- the information once the subscription is terminated by the subscriber or AOC.

THE LENGTH OF RETENTION IN JIS OF TRAFFIC INFRACTION CASES IS ONLY THREE
YEARS

Traffic infraction cases are only retained in JIS for three years after disposition {(or seven years if
the case is disposed of by a deferred penaity.) In contrast, the judgment and sentence in a.
criminal case from a court of limited jurisdiction is retained permanently in JIS, as required by
court rule. CrRLJ 7.2(d). Therefore, the mformatlon on infraction cases is only available to the
public for a relatively brief period of time.

STATE LAW RESTRICTS WHO HAS ACCESS TO DRIVERS’ ABSTRACTS
While state law has no restrictions on who may access a person’s criminal case history, state
law restricts who may access a compiled abstract of a person’s driving record. Under RCW
46.52.130, the department of licensing may furnish an abstract only as follows:
» To the subject of the abstract;
» To the employer or prospective employer of the subject of record, with the signed
consent of the subject;
e To volunteer organizations, with the signed consent of the subject;
» To transit authorities checking prospective volunteer vanpool drivers for insurance and
risk management needs;
¢ Toinsurance carriers (may get abstract covering last three years only, for insurance
purposes);
» To alcohol/drug assessment or treatment agencies, to which the subject of the record
has applied or been assigned;
To city attorneys and county prosecuting attorneys;
« To state colleges, universities, or agencies, or units of local government, for purposes of
related to employment and risk management,

The release of the abstract to third parties by any of the authorized persons or entities is
prohibited by law.
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FEDERAL LAW RESTRICTS THE SALE OR RELEASE OF A DRIVER’S PERSONAL
INFORMATION BY THE STATE DEPARTMENT OF LICENSING

The federal Driver’s Privacy Protection Act, restricts the sale or release of a driver's personal
information by a state department of motor vehicles, except for permissible purposes, as
defined by statute. 18 U.S.C. 2721 (set forth in Appendix B.) “Personal information” is defined
to include information that identifies an individual, including an individual's photograph, social
security number, driver identification number, name, address (but not the zip code), telephone
number, and medical or disability information. 78 U.S.C.2725(3).

THE JIS DATA DISSEMINATION POLICY
The JIS Data Dissemination Policy (hereinafter referred to as the DD Policy) Section lil.A.4
provides as follows:

Privacy protections accorded by the Legislature to records held by other state agencies
are to be applied to requests for computerized information from court records, unless
admitted in the record of a judicial proceeding, or otherwise made a part of a file in such
a proceeding, so that court computer records will not be used to circumvent such
protections.

The Data Dissemination Committee should not release the traffic infraction database if to do so
would violate privacy protections accorded to the Legislature fo this compiled information. Both
state and federal law are protective of a driver's personal information and history to a much
greater extent than a criminal defendant’s personal information and history are protected.

While traffic infractions are open to public access on a case-by-case basis, these cases are only
available in JIS for three years after disposition (or seven years in the case of a deferred
penalty.) Releasing the entire index of cases in an electronic format would allow the requestor
to easily prepare compiled reports on drivers who received infractions and to retain the
information.

RCW 46.52.130 protects a person’s compiled driver's history from public inspection.
Dissemination of the traffic infraction index would allow the requestor to easily compile a driver’s
history on the individuals with traffic infractions. It would also allow the requestor to easily retain
the information, even though RCW 46.52.130 places time limits on the abstract history that
recquestors such as insurance companies are allowed to see. Dissemination of the index to
DDS would also disseminate drivers' personal information in a compiled format that federal law
prohibits state departments of licensing from releasing under 18 U.S.C. 2721,

The complaints that AOC receives about background companies who use stale or incorrect JIS
data are always about information that a background company has received in an index from
AOC (as opposed to case information which the company has researched on a case-by-case
basis in JIS-Link.) There seems to be more instances of companies misunderstanding the
information in indexes or not updating that information when case dispositions change.
Releasing additional information in a bulk format would potentially exacerbate this problem.
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There are other ways for DDS to obtain the traffic infraction information. These cases are
available in JIS-Link on a case-by-case basis to subscribers, for the length of the JIS retention
period.

The retention period in JIS of only three years after disposition of the traffic infraction case (for
most cases) seems to mirror the provision in state law that only allows a three-year driver’s
abstract to be released to insurance companies. Release of the entire traffic infraction
database, with the potential for that information to be retained for a longer period, would seem
to go against the intent of the legislature that compiled driver history information not be available
publicly and not be retained for a long period of time. If the traffic infraction is released, a
contract similar to the contracts required for the release of other complete indexes should be
required, with a time limit on the retention of the information of the requestor.





Jason E. Murphy

CEO

B : DATA DRIVEN SAFETY, mnc.

209 Delburg Street, Suite 205

Bavidson, North Carolina 28036

)) DATA DR'VEN SAFET? . jasenmurphy@datadrivensafety.com
704.255.6073 (W)
704.780.0795 (M)

December 3, 2012

Callie T. Dietz

State Court Administrator

Washington Administrative Office of the Courts
PO Box 41170

Olympia, WA 98504-1170

Re:  One-Time, 3-Year, Traffic Infraction History File Request
Dear Ms. Dietz:

I am requesting on behall of Data Driven Safety, Inc. (DDS) access to a one-time report containing three
(3) years of 'traffic infraction’ case information handled by the Washington courts of limited jurisdiction.

DDS is a small attorney-owned company dedicated to improving public safety. Due to the breadth of our
service offerings, our customers range from large corporations to small franchisees and beyond.
Moreover, we offer certain nonprofit traffic safety organizations with complimentary search results from
our data sets mn furtherance of their research efforts.

In Washington, we provide driver monitoring services to more than 8,000 employee and vanpool drivers
via the Washington State Transit Insurance Pool (WSTIP) and through interlocal agreements, to an
expanding number of municipalities. This service couples access to DOL monthly driver abstract data
and judicial information on relevant traffic offenses through a comprehensive driver improvement
platform that contains integrated record and learning management systems. Based on its success over the
last two years, Envision was selected by the WSTIP board as the first and only 'member-required’
program. For more information, please feel free to contact Ms. Tracey Christianson, Member Services
Manager at (360) 586-1800 x213.

While we subscribe to each of the various abstracts that relate to motor vehicle offenses, receive dockets
and indices from various district and superior courts, monitor the public access pages af the stafe-wide
level and conduct limited JIS confirmation searches, the lack of a state-wide report or index makes it all
but impossible to gather information related to the entirety of the more than one million traffic infraction
(TT) charges filed each year in Washington.

As a result, there is no viable mechanism to obtain information to support a number of our services
(including the Envision lookback service and an upcoming graduated driver licensing national
enforcement study for the AAA Safety Foundation). While we are willing to invest in the exceptional
expense of obtaining this information for all TI cases directly from JIS on a go-forward basis, attempting
to extract several million records at $0.06 per click is not practical,

Exhibt #
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Instead, we are seeking a simple one-time report that uses the same data fields as the current Traffic
Crimes Index be created to provide information on the prior three years of traffic infractions. We
will gladly bear the cost of this programming to extract the information present in your JIS system.

Should you have any questions, please do not hesitate to contact me directly at the number above,
Thank you in advance for your thoughtful consideration.

 Sincere ly,

Jason E. Murphy

cc: Ms, Lynne Alfasso, Data Dissemination Administrator
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State of Washington
Administrative Office of the Courts
1206 Quince Street SE
PO Box 41170
Olympia, Washington 98504-1170

DATA TRANSFER SUBSCRIPTION AND LICENSING AGREEMENT
Public Courts of Limited Jurisdiction Criminal Index

This Agreement is entered into by and between the Administrative Office of the Courts, an office of the Judicial
Branch of the Washington State government, hereinafter referred to as the "AOC" and

B or "Licensee." The
Licensee's address is

IN CONSIDERATION of the mutual promises made to each other, as hereinafter set forth, the AOC and the
Licensee agree as follows:

1. PURPOSE: The purpose of this Agreement is to establish the terms and conditions under which the AOC
agrees {o transfer to the Licensee, on a subscription basis, data files containing the Public Courts of
Limited Jurisdiction Criminal Index in print image format (“Index”) and to grant the Licensee a license for
use of the Index.

2. DEFINITIONS: As used throughout this Agreement, the following terms shall have the meanings set forth
below:

21 "AQC" shall mean the Administrative Office of the Courts of the State of Washington, any division,
section, office, unit, or other entity of the AOC, or any of the officers, other officials, employees,
volunteers, or others acting as representatives lawfully representing the AOC.

2.2 "Court" shall mean the Washington State Supreme Court, any division, section, office, unit, or other
entity of the Court, or any of the officers, other officials, employees, volunteers, or others acting as
representatives lawfully representing the Court.

2.3 'Licensee” shall incfude all officers, employees, and agents of the Licenses.

24 ‘"Data” shall include any computer readable copies of the Index and any computer readable copies of
any data provided to the Licensee. )

2.5 ‘Information” shall mean material provided by the AOC in any format, including reports.

2.6 “Subscriber” shall mean a client of Licensee to whom information and/or data is given on a case-by-
case basis.

3. APPLICATION FOR SUBSCRIPTION: The Licensee has submitted a wiitten Subscription Application
(application) to the AOC, a copy of which is attached as Exhibit A and is incorporated by reference as part of
this Agreement. The Licenses warrants the information in the application is correct and the Licensee will use
the Index solely for the purposes set forth in the application.

4. GRANT OF LICENSE: The AOC hereby grants a non-exclusive license to the Licensee for the use of the
Index and the data contained in it and to distribute such data to its subscribers subject to said terms and
conditions contained herein,

5. SUBSCRIPTION: The AOC will provide the Licensee with the Index on a subscription basis. As long as
this Agreement remains in effect the AOC will provide the Index according to the following schedule:

Five year FTP file updated quarterly (January, April, July, and October)
6. TERM AND EFFECTIVE DATE OF AGREEMENT:

6.1 The initial term of this Agreement is from the date of its execution by the AOC through December 31 of
the current year, unless sooner terminated as provided herein.
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6.2 This Agreement automatically extends for successive six-month periods unless either of the parties
notifies the other in writing, electronic mail being sufficient, at least 30 days prior to the automatic
renewal date that they wish to terminate the Agreement.

6.3 The Agreement may be terminated in accordance with the provisions of Subsections 25,16.1, 25.16.2,
and 25.16.3 below.

7. BASIC TRANSACTION: This Agreement sets forth the responsibilities of the parties, costs, and the terms
and conditions under which the Index will be provided.

7.1 RESPONSIBILITIES OF THE AOC: The AOC shall:

7.1.1

7.1.2

Provide the Licensee with access to an FTP server containing the five-year Public Courts of
Limited Jurisdiction Criminal [ndex file, '
The FTP file will be updated on a quarterly basis (January, April, July, and October).

7.2 RESPONSIBILITIES OF THE LICENSEE: The Licensee shall:

7.21

7.2.2
7.23

7.24

7.2.5

7.2.6

7.2.7

8. COSsTs:

Comply with the provisions of this Agreement and all of the terms and conditions contained
herein or attached hereto.

Make payments to the AOC pursuant to the provisions of Subsections 8.1 and 8.2 below.
Establish written procedures which shall describe the process the Licensee uses to meet the
terms and conditions of this section of the Agreement.

Recognize and hereby acknowledge that the user identifiers and passwords, if any, supplied
by the AOC to the Licensee are the confidential property of the ACC, subject to the
proprietary rights of the AOC, and agrees to hold such user identifiers and passwords, if any,
in the strictest confidence. The Licensee further agrees to exercise at all times the same
care with respect to the user identifiers and passwords, if any, or any other materials or
information provided hereunder by the AOC as the Licensee would exercise in the protection
of the Licensee's own confidential information or property and to not release or disclose it to
any other party except with the written consent of the AOC.

Provide the AOC with access at no charge to any database created using information from
the FTP file provided hereunder for the purpose of monitoring and auditing contract
compliance.

Replace, whenever a quarterly update becomes available, any automated files it maintains
which contain Index information with the information from most recent quartetly FTP files.
Return to the AOC or destroy any information and data provided by the AOC under this
Agreement in any form, held by the Licenses or any officer, employee or agent of the
Licensee on the date and to the extent specified in the notice of termination or at the
expiration of the Agreement,

8.1 The Licensee shall make a non-refundable advance semi-annual payment within 30 days of invoice

receipt.

8.2 Rate Schedule:

Semi-annual fee: $900.00

9. ONGOING DATA SCRUBBING AND UPDATE REQUIREMENTS:

9.1 Sealed and otherwise restricted cases: The Licensee agrees to remove from its files cases sealed
(or otherwise restricted) after their appearance in data files provided to the Licenses. The data
provided to the Licensee will contain transactions identifying the cases that are to be removed.

9.2 Dispositions: The Licensee agrees to update promptly all cases when disposition information is
received.

8.3 Cases amendments: The Licensee agrees to update in its files cases where the charge is amended
after their first appearance in data files provided to the Licensee. The data provided to the Licensee
will contain transactions identifying the cases that are to be amended. The Licensee agrees that its

State of Washington
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files will contain only the most current charges,

10. RESTRICTIONS ON THE USE OF INFORMATION AND DATA PROVIDED UNDER THIS AGREEMENT:

10.1

10.2

10.3

10.4

The information and data provided to the Licensee under this Agreement is subject to the
restrictions contained in Subsection 7.2.6 and Section 9 above relating to data scrubbing and
update reguirements.

The Licensee is responsible for ensuring that access and use of the data by its subscribers is
conducted in a proper and legal manner and that access is available only to authorized subscribers.
To the exient that the data being accessed is covered by other laws, statutes, court rules, and
administrative rules and regulations which restrict access to and use of such information and data,
the restrictions contained in such laws, statutes, court rules, and administrative rules and
regulations shail apply to the data accessed under this Agreement.

Any exceptions, revisions, or waivers to these limitations requested by the Licensee must be
approved in writing by the AOC and received by the Licensee prior to the requested use or
dissemination of the information and data received under this Agreement.

11. LICENSEE SUBSCRIBER PROVISIONS:

1.1
11.2

11.3

11.4

Licensee shall establish procedures for screening and qualifying potential subscribers.

The Licensee shall verify the identification of its potential subscribers to the Licensee's satisfaction,
obtain proof from each potential subscriber sufficient to demonstrate to the Licensee's satisfaction
that the potential subscriber is the type of entity the potential subscriber claims to be, and obtain a
certification from the potential subscriber stating that the potential subscriber will use the information
only for those purposes allowed by law and under the subscriber agreement. The Licensee shall
maintain a record of these facts for a period of not less than six years from the latest date the
Licensee disclosed information to the subscriber and shall provide such record to the AOC upon
request.

Licensee will enter a written subscriber agreement with each of its subscribers. Such agreements
shall specifically detail the access that the subscriber will have to the Licensee's database, detail
authorized uses of the data accessed, condition access to authorized use, and include a provision
for immediate termination of the agreement in the event of improper use by the subscriber of the
data which the subscriber has been authorized to access.

The Licensee agrees to provide a list of the Licensee's subscribers to the AOC upon request by the
AOC.

12. DISCLOSURE REQUIREMENTS: When the information and data covered by this Agreement is provided in
any form by the Licensee to a subscriber, customer, client, or other third party, the Licensee hereby agrees
to provide each such subscriber, customer, client, or other third party with the information contained in the
DISCLAIMER OF WARRANTIES and LIMITATION OF LIABILITY sections of this Agreement. At a
minimum, the Licensee will ensure that a statement is displayed or provided to each such subscriber,
customer, client, or other third party at the time of each transaction which states:

The information or data provided is based on information obtained from the courts as of the
period of time covered by the quarterly update. The Administrative Office of the Courts and the
Washington Courts: 1) do not warrant that the information is accurate or complete except for
court purposes; 2) make no representations regarding the identity of any persons whose names
appear in the Index; and 3) deny liability for any damages resulting from the release or use of the
data. To verify the information, the user should personally consult the “official” record reposing
at the court of record.

13. AUDITS:

13.1

13.2

The AOC may, at its discretion, perform audits of the Licensee to verify compliance with the terms
and conditions of this Agreement and the appropriate use of the data provided by the AOC.

The Licensee shall include provisions in the agreements that the Licensee enters with its subscribers
that the Licensee may perform an audit of the subscriber to verify appropriate use of the data
provided by the AOC. Such provisions shall authorize the Licensee to: i) conduct random audits of
subscribers; (ii) conduct audits of specific customers at any time the Licensee has reason to believe
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14.

15.

16.

17.

18.

19.

20.

that the subscriber is violating any of the terms of the subscriber agreement; or (iii) if the AOC
requests an audit for any reason.

13.3 Failure of the Licensee: to include audit provisions in its subscriber agreements, to conduct random
audits, to conduct specific audits when there is evidence of a violation of the terms of the subscriber
agreement, or when requested by the AOC may result in the immediate termination, without notice,
of this Agreement.

COOPERATION WITH AOC AND PROSECUTORIAL AUTHORITIES:

14.1 The Licensee agrees to cooperate with the AOC and other authorities authorized by law in any audit
that is conducted of the Licensee or any of the Licensee's subscribers.

14.2 The Licensee agrees to cooperate fully with prosecutoriai authorities in any action brought against
the Licensee or any of the Licensee's subscribers relating to the reproduction, distribution,
dissemination, or other use of the information and data provided by the AOC under this Agreement.
PROVIDED, that nothing in this provision limits or abridges the Licensee's constitutional rights
against seif-incrimination.

14.3 Failure to cooperate with prosecutorial authorities may result in the immediate termination, without
notice, of this Agreement.

CONTRACT COMPLIANCE MONITORING AND AUDITING: The Licensee agrees that the AOC may
include “"control" or "salted" data as a portion of the provided information as a means to ensure that any
personally-identifiable information is not used for commercial solicitation purpases or in an indiscriminate
and reckless manner. Furthermore the Licensee agrees to allow the AOC to perform audits, at its
discretion, to detect the unauthorized removal of control data or the warehousing of stale-dated information
subsequently expunged, restricted, or amended by the AQC.

COMPLIANCE WITH AUTHORITIES:

16.1 During the term of this Agreement, the Licensee shall comply with all current, or as subsequently
amended state and federal laws, court rules, administrative regulations and policies governing,
regulating, and/or relating to the dissemination of information and data, to privacy, and to the
confidentiality of the information and data provided by the AOC under this Agreement.

16.2 In the event of the Licensee's noncompliance or refusal to comply with any such state and federal
laws, court rules, administrative regulations and policies, this Agreement may be rescinded,
canceled or terminated in whole or in part, and the Licensee may be declared ineligible for further
agreements with the AOC. . '

RESALE OF DATA: The Licensee shall not reproduce or distribute or disseminate the transferred
database files in bulk but only in response to an individual record inquiry. - "In bulk” shall include, but is not
limited to, via multiple record or on CD-ROM or other electranic or optical media.

RIGHTS AND INTEREST: The Licensee shall not gain any proprietary right to or interest in any
information and data provided by the AOC as a result of this Agreement. Any rights or interest, or any
portion thereof, derived by the Licensee under this Agreement are personal to it and may not be
transferred, assigned, or sold for any purpose whatsoever to any person, corporation, partnership,
association, or organization of any kind.

CHANGES RELATING TO INFORMATION AND DATA: The AOC specifically reserves the right, at its
sole discretion, to make any changes it deems appropriate relating to the information and data provided
under this Agreement at any time and without prior notice. Such changes include, but are not limited to:
altering the character and format of the information and data, changing the production media, and/or
modifying the production schedule. If such changes are made, the AOC will notify the Licensee as soon as
is practical.

SUPPORT/ASSISTANCE: The Licensee acknowledges and accepts that all information and data provided
under this Agreement is provided on an AS IS basis and that the AQC shall not be responsible for providing
support or assistance of any nature to the Licensee or to any third party on behalf of the Licensee.
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21. DISCLAIMER OF WARRANTIES:

211 THE AOQOC PROVIDES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, WITH RESPECT TO INFORMATION OR DATA PROVIDED UNDER
THIS AGREEMENT.

21.2 THE AQOC PROVIDES NO WARRANTIES, EXPRESS OR IMPLIED, THAT THE INFORMATION OR
DATA PROVIDED IS ACCURATE, CURRENT, CORRECT, OR COMPLETE. 1T IS EXPRESSLY
UNDERSTOOD BY THE PARTIES THAT IT IS THE RESPONSIBILITY OF THE LICENSEE
AND/OR ITS CUSTOMERS, CLIENTS, OR OTHER THIRD PARTIES TO WHOM THE
INFORMATION AND DATA WAS SUPPLIED TO VERIFY INFORMATION OR DATA OBTAINED
UNDER THIS AGREEMENT WITH OFFICIAL COURT INFORMATION REPOSING AT THE COURT
OF RECORD.

22. LIMITATION OF LIABILITY: THE LICENSEE ACKNOWLEDGES AND ACCEPTS THAT ALL
INFORMATION AND DATA PROVIDED UNDER THIS AGREEMENT [S PROVIDED ON AN AS IS BASIS
AND THAT THE INFORMATION AND DATA MAY BE SUBJECT TO ERROR OR OMISSION AND
THEREFORE AGREES THAT AQC SHALL NOT BE RESPONSIBLE NOR LIABLE IN ANY WAY
WHATSOEVER FOR THE VALIDITY OF ANY DATA PROVIDED OR FOR THE USE OF THE
INFGRMATION AND DATA PROVIDED. SPECIFICALLY:

22.1 THE AOC SHALL NOT BE LIABLE FOR ANY DEMAND OR CLAIM, REGARDLESS OF FORM OF
ACTION, FOR ANY DAMAGES RESULTING FROM THE USE BY THE LICENSEE OF ANY
INFORMATION OR DATA PROVIDED UNDER THIS AGREEMENT.

22.2 THE AOC SHALL NOT BE LIABLE FOR ANY DEMAND OR CLAIM, REGARDLESS OF FORM OF
ACTION, FOR ANY DAMAGES ARISING FROM INCORRECT OR INCOMPLETE INFORMATION
OR DATA PROVIDED UNDER THIS AGREEMENT.

22.3 THE AOC SHALL NOT BE LIABLE TO THE LICENSEE OR ANY OTHER PARTY FOR ANY LOSS,
INCLUDING REVENUE, PROFITS, TIME, GOODWILL, COMPUTER TIME, DESTRUCTION,
DAMAGE OR LOSS OF DATA, OR ANY OTHER INDIRECT, SPECIAL, OR CONSEQUENTIAL
DAMAGE WHICH MAY ARISE FROM THE USE, OPERATION, QR MODIFICATION OF DATA
PROVIDED UNDER THIS AGREEMENT.

23. INDEMNIFICATION: The Licensee hereby agrees to defend, indemnify, and hold harmless the AQC, its
employees, and the State of Washington from all loss, risk of loss, and damages (including expenses,
costs, and attorney fees) sustained or incurred because of or by reason of any claims, demands, suits,
actions, judgments, or executions for damages of any and every kind and by whomever and whenever
made or cbtained, allegedly caused by, arising out of, or relating in any manner to any use made of the
information or data obfained under this Agreement.

24. INSURANCE: The Licensee shall, at his or het own expense, maintain, for the duration of this Agreement,
liability insurance sufficient to fulfill its responsibilities under Section 23 above.

24.1 Such insurance must have limits of not less than one million dollars each occurrence and two million
dollars general aggregate. The insurance shall cover fiability arising out of any use made by the
Licensee of the information or data obtained under this Agreement and shall contain separation of
insured's (cross liability) provisions.

24.2 The State of Washington, the AOC, its elected and appointed officials, agents, and employees shall
be named as additional insured on said policy.

24.3 The Licensee shall furnish evidence in the form of a Certificate of Insurance satisfactory to the AOC
that insurance has been secured. Failure to provide proof of insurance as required or the lapsing or
cancellation of such insurance coverage will resuit in termination of the Agreement.

25. GENERAL TERMS AND CONDITIONS:
25.1 ALTERATIONS AND AMENDMENTS: This Agreement may be amended by the AOC at any time

State of Washington Page 5
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by sending notice to Licensee,

25.2 ASSIGNMENT: The Licensee may not transfer or assign: (i) this Agreement or any portion thereof:
(i) any right or benefit accruing to the Licensee under this Agreement; nor (iii) any claim arising
under this Agreement.

25.3 DISPUTES: Except as otherwise provided in this Agreement, when a bona fide dispute concerning
a question of fact arises between the AOC and the Licensee, and it cannot be resolved, either party
may take the dispute to the Judicial Information System Data Dissemination Subcommittee. The
initiating party shall reduce its description of the dispute to writing and deliver it to the other party.
The other shall write a response, and the matter shall be scheduled to be heard by the Data
Dissemination Subcommittee. Both parties agree to exercise good faith in dispute resclution and to
avoid litigation whenever possible.

25.4 ENTIRE AGREEMENT: This Agreement sets forth the entire agreement between the parties with
respect to the subject matter hereof and supersedes all previous discussions and agreements.
Understandings, representations, or warranties not contained in this Agreement or a written
amendment hereto shall not be binding on either party.

25.5 GOVERNING LAW: This Agreement shall be governed in all respects by the laws and statutes of the
State of Washington. The jurisdiction for any action hereunder shall be the Superior Court for the
State of Washington. The venue of any action hersunder shall be in the Superior Court for Thurston
County, Washington. The Licensee, by execution of this Agreement, acknowledges and agrees to
the jurisdiction of the courts of the State of Washington in all matters relating to this Agresment.

25.6 HEADINGS: The headings and table of contents used herein are for reference and convenience
only and shall not enter into the interpretation hereof unless otherwise specified herein. In the
interpretation of this Agreement, the terms and conditions shall be construed to be complementary.

25.7 CONFLICTS OF AUTHORITY: If any provision of this Agreement shall be deemed in conflict with
any statute or rule of law, such provision shail be deemed modified to conform to said statute or rule

. of law. '

25.8 INDEPENDENT STATUS OF PARTIES: The parties to this Agreement will be acting in their
individual capacities and not as agents, employees, partners, joint venturers, or associates of one
another. The employees or agents of one party shall not be considered or construed to be the
employees or agents of the other party for any purpose whatsoaver.

25.9 NON-EXCLUSIVITY: This Agreement is non-exclusive. During the term of this Agreement, the
AOC reserves the right to enter into agreements with other parties as it deems fit. Nothing contained
in this Agreement shall be construed to limit in any way the AOGC's right to enter a like or similar
agreement or grant a like or similar license to any other entity or party on such terms as the AQC
may in its sole discretion deem appropriate.

25.10 NOTICES: Any notice required or permitted to be given under this Agreement shall be effective if
and only if it is in writing. Notice must be given by personal delivery or sent by United States mail;
mail to the Licensee must be sent to Licensee’s address as set forth in this Agreement and mail to
the AOC must be sent to the Data Dissemination Administrator, Administrative Office of the Courts, -
1206 Quince Street SE, PO Box 41170, Olympia, WA 98504-1170, or to such other address as each
party has notified the other in writing.

25.11 RECORDS MAINTENANCE: The Licensee will retain all books, records, documents, and other
materials relevant to this Agreement, including records of all recipients of information obtained from
the Licensee, for six years after termination of this Agreement and make them available at all
reasonable times to inspection, review, or audit by personnel authorized by the AOC, the Office of
the State Auditor, federal officials and other officials so authorized by law.

25.12 SAVINGS: In the event that after the effective date of this Agreement and prior to normal
completion, funding from state, fedsral, or other sources is withdrawn, reduced, or limited in any
way, the AOC may terminate the Agreement without cause upon 30 days written notice subject to
renegotiation under those new funding or project limitations and conditions.

25.13 SEVERABILITY: If any term or condition of this Agreement or the application thereof to any person(s)
or circumstances is held invalid, such invalidity shall not affect other terms, conditions, or applications
which can be given effect without the invalid term, condition, or application; to this end the terms and
conditions of this Agreement are declared severable.

25.14 SUBCONTRACTING: The Licensee shall not enter into subcontracts relating to this Agreement
without obtaining prior written approval from the AOC.
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2515 SURVIVAL:

25.15.1 For as long as the Licensee continues to use any portion of the data provided under this
Agreement, the Licensee must comply with the terms of this Agresment.

25.15.2 In addition, the provisions of Sections 21, 22, and 23 of this Agreement shall survive the
termination of the Agreement.

25.16 TERMINATION:

25.16.1 General: This Agreement may be terminated without cause by either the AQOC or the
Licensee upon thirty (30) days written notice.

25.16.2 Termination for Cause: The Licensee accepts full responsibility and liability for any
violations of this Agreement by the Licensee or any officer, employee, or agent of the
Licensee and any such violation shall result in immediate termination by the AQOC of all data
and information provided o the Licensee or any officer, employee, or agent of the Licensee
in any form and immediate forfeiture to the AOC of any AQC-provided data and information
in any form held by the Licensee or any officer, employee, or agent of the Licensee. In such
event, the Licensee shall be liable for damages as authorized by law.

25.16.3 Termination For Nonpayment: The AOC may immediately, without notice, terminate this
Agreement for failure of the Licensee to pay an invoice outstanding longer than 30 days.

25.17 TERMINATION PROCEDURE: After receipt of notice of termination for failure to pay an invoice timely,
and except as otherwise directed by the AOC, the Licensee shall:

25.17.1 Stop dissemination of any information and data provided by the AOC under this Agreement on
the date and to the extent specified in the notice.
25.17.2 Return or destroy all information and data provided by the AOC as stated in Subsection 7.2.7.

25.18 WAIVER: No term or condition of this Agreement shall be held to be waived, modified, or deleted, and
no breach excused, except by a written instrument signed by the parties hereto. Waiver of any breach
of any term or condition of this Agreement shall not be deemed a waiver of any prior or subsequent
breach.

26. SIGNATURES: The parties hereto, having read this Agreement in its entirety, do agree thereto in each
and every particular,

ADMINISTRATIVE OFFICE OF THE COURTS LICENSEE

N. A. Stussy, Administrator Signature/Title
DATE: DATE:
State of Washington .Page 7
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C
Effective: October 23, 2000

United States Code Annotated Currentness
Title 18. Crimes and Criminal Procedure (Refs & Annos)
&g Part I. Crimes (Refs & Annos)
Sg Chapter 123. Prohibition on Release and Use of Certain Personal Information from State Motor
Vehicle Records
== § 2721. Prohibition on release and use of certain personal information from State motor
vehicle records

(a) In general.--A Statc department of motor vehicles, and any officer, employee, or contractor thereof, shall
not knowingly disclose or otherwise make available to any person or entity:

(1) personal information, as defined in 18 U.S.C. 2725(3), about any individual obtained by the department in
connection with a motor vehicle record, except as provided in subsection (b) of this section; or

(2) highly restricted personal information, as defined in 18 U.S.C. 2725(4), about any individual obtained by
the department in connection with a motor vehicle record, without the express consent of the person to whom
such information applies, except uses permitted in subsections (b)(1), (b)(4), (b)(6), and (b)(9): Provided, That
subsection (a)(2) shall not in any way affect the use of organ donation information on an individual's driver's
license or affect the administration of organ donation initiatives in the States.

(b) Permissible uses.--Personal information referred to in subsection (a} shall be disclosed for use in connection
with matters of motor vehicle or driver safety and theft, motor vehicle emissions, motor vehicle product altera-
tions, recalls, or advisories, performance monitoring of motor vehicles and dealers by motor vehicle manufactur-
ers, and removal of non-owner records from the original owner records of motor vehicle manufacturers to carry
out the purposes of titles I and IV of the Anti Car Theft Act of 1992, the Automobile Information Disclosure Act
(15 U.S.C. 1231 et seq.), the Clean Air Act (42 U.S.C. 7401 et seq.), and chapters 301, 305, and 321-331 of title
49, and, subject to subsection (a)(2), may be disclosed as follows:

(1) For use by any government agency, including any court or lfaw enforcement agency, in carrying out its
functions, or any private person or entity acting on behalf of a Federal, State, or local agency in carrying out
its functions.

(2) For use in connection with matters of motor vehicle or driver safety and theft; motor vehicle emissions;
motor vehicle product alterations, recalls, or advisories; performance monitoring of motor vehicles, motor
vehicle parts and dealers; motor vehicle market research activities, including survey research; and removal of

© 2013 Thomson Reuters. No Claim to Orig. US Gov. Works.
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non-owner records from the original owner records of mofor vehicle mannfacturers.

(3) For use in the normal course of business by a legitimate business or its agents, employees, or confracters,
but only--

(A) to verify the accuracy of personal mformatlon submitted by the individual to the business or its agents,
employees, or contractors; and

(B) if such information as so submitted is not correct or is no longer correct, to obtain the correct informa-
tion, but only for the purposes of preventing fraud by, pursuing legal remedies against, or recovering on a
debt or security interest against, the individual.

{4) For use in connection with any civil, criminal, administrative, or arbitral proceeding in any Federal, State,
or local court or agency or before any self-regulatory body, including the service of process, investigation in
anticipation of litigation, and the execution or enforcement of judgments and orders, or pursuant to an order of
a Federal, State, or local court.

{5) For use in research activities, and for use in producing statistical reports, so long as the personal informa-
tion is not published, redisclosed, or used to contact individuals,

(6) For use by any insurer or insurance support organization, or by a self-insured entity, or ifs agents, employ-
ges, or confractors, in connection with claims investigation activities, antifraud activities, rating or underwrit- ing.

(7) For use in providing notice to the owners of towed or impounded vehicles.

(8) For use by any licensed private investigative agency or licensed security service for any purpose permitted
under this subsection.

(9 For use by an employer or its agent or insurer to obtain or verify information relating to a holder of a com-
mercial driver's license that is required under chapter 313 of title 49,

(10) For use in connection with the operation of private toll transportation facilities.

(11) For any other use in response to requests for individual motor vehicle records if the Staie has obtained the
express consent of the person to whom such personal information pertains.

(12) For bulk distribution for surveys, marketing or solicitations if the State has obtained the express consent

of the person to whom such personal information pertains.

© 2013 Thomson Reuters. No Claim to Orig. US Gov. Works.
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JISC DATA DISSEMINATION COMMITTEE
May 31, 2013

WASHINGTON | 1:00 - 4:30 p.m.
COURTS Administrative Office of the Courts

SeaTac Office Building
18000 International Blvd. Suite 1106
SeaTac, WA 98188

MEETING MINUTES

Members Present Guests Present

Judge Thomas J. Wynne, Chair Ms. Kim Ambrose, UW

Judge Jeanette Dalton Ms. Vanessa Hernandez, ACLU

Judge James R. Heller Mr. Mike Katell, Access to Justice

Mr. William Holmes Tech Committee (Present via

Judge J. Robert Leach phone)

Ms. Barbara Miner Ms. Marna Miller, WSIPP

Judge Steven Rosen Mr. Rowland Thompson, Seattle
Times

AQOC Staff Present

John Bell, AOC Interim Data Dissemination Administrator

Stephanie Happold, AOC Data Dissemination Administrator

Kate Kruller, AOC IT Project Manager, ISD

Vicky Marin, AOC Business Liaison, ISD

Mellani McAleenan, Associate Director, Board of Judicial Administration

Judge Wynne called the meeting to order and the following items of business were discussed:

1.

Introductions
Stephanie Happold, the new Data Dissemination Administrator, was introduced to the
Committee.

GR 15 Draft

A draft copy of GR 15 that included the latest edits from Judge Leach and Judge Wynne
was presented to the Committee. Members provided edits and comments for each section
and unanimously approved a working copy of the GR 15 draft. The Committee then
directed staff to send out the draft to interested parties for review and comments.

WSIPP Request

The Committee moved the May 22, 2013, Washington State Institute for Public Policy
(WSIPP) Request for Information to the next agenda item as Ms. Miller was present.
WSIPP requested access to SCOMIS type 7 child dependency and termination records for
research. WSIPP is interested in updating its estimate of the taxpayer costs for
interventions that reduce the occurrence of child abuse and neglect and the monetary value
of changes in out-of-home placement in the child welfare system. In preparation for this
study, WSIPP also filed an application with the Washington State Institutional Review Board






DDC Minutes
May 31, 2013
Page 2

describing the plan for using DSHS information matched with SCOMIS records for
dependency and termination cases.

Staff informed the Committee that a contract shall be entered into between WSIPP and AOC
for this data as it is confidential. Ms. Miller stated that WSIPP fully understood the security
issues and does not object to a research agreement.

Barbara Miner asked Ms. Miller about the issue of names and hearing cause numbers not
always matching. Ms. Miller responded that information on parents and the children would
be sought to resolve that issue. Barbara Miner also asked about hearings that involve
multiple children in the family and how WSIPP would work with that data. Ms. Miller
responded that WSIPP would find a way to link up the hearing numbers with all the children
so that if there is one hearing for one family with four children, time would be divided and
recorded for each child.

Chair Wynne then asked for a vote. The WSIPP request was passed unanimously.

4. Juvenile Offender Records in JIS

The Committee considered this agenda item next as members of the public were in
attendance to participate in the discussion. Mellani McAleenan provided background
information about proposed legislative bills making juvenile offender records not available to
the public. Chair Wynne presented the proposed new section of the Data Dissemination
Policy that would make juvenile offender court records maintained in JIS not available on the
AOC publically accessible website and in the public indexes AOC provides subscribers. The
juvenile offender records would still be available via JIS-Link subscription and at the court
clerk’s office. Kim Ambrose from University of Washington, Mike Katell of Access to Justice
Tech Committee, and Ms. Hernandez from the ACLU voiced comments that this amendment
was a step in the right direction. Rowland Thompson stated that people would get around
this limitation by going to clerks’ offices and taking up court clerk time by looking up all the
individual cases.

Judge Leach asked how much money the new amendment would cost to implement and
what unforeseen consequences would result, such as increased use of the JIS-Link
crashing the system. The Committee asked that the AOC Information Services Division be
contacted to provide information on possible issues with enacting this amendment.

Barbara Miner raised the issue about third parties still having the information from the public
indexes that would no longer be updated, thereby possibly providing incorrect data based on
old information from prior public indexes’ data. Even if AOC no longer updated the data in
the indexes, this would not stop third parties from providing the old data.

The Committee provided edits to the proposed amendment and requested that staff send
the amendment draft out to interested parties for comment.

5. ITG 41 Discussion
Kate Kruller presented the ITG 41 project and updated the Committee on its progress. Ms.
Kruller and Vicky Marin answered Committee member questions about the project and
status. The Committee then reviewed and provided edits to the proposed amendment to the
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Data Dissemination Policy regarding retention of court records by Courts of Limited
Jurisdiction. The Committee then unanimously approved the proposed amendment and
approved adding the ITG 41 retention schedule as an appendix to the policy. Staff was
requested to send out finalized copies of the proposed amendment to interested parties for
comments. The proposed amendment will go before the JISC for final approval.

6. Review of GR 31 and Proposed Amendment GR 31(1)
The Committee reviewed the proposed amendment to GR 31 that was submitted by the
DMCJA. Chair Wynne expressed his concern with the amendment as it may not be
constitutional or legal under current case law that was provided to the Committee prior to the
meeting. The Committee agreed to table the conversation for a later date.

7. Request for Information — Data Driven Safety
This Request for Information is a discussion topic that was continued from prior DDC
meetings and stems from the original December 3, 2012 DDS request. The Committee
attempted to call Mr. Jason Murphy from Data Driven Safety (DDS), but he did not answer
his phone as the time was later than previously agreed upon between staff and Mr. Murphy.

Prior to the meeting, Committee members read former Data Dissemination Administrator
Lynne Alfasso’s memo on previously raised questions regarding the DDS request. The
memo addressed whether the release of the traffic infraction case information from cases
disposed of within the last three years violated any state or federal law and if the terms and
conditions in the standard agreement approved by the JISC pursuant to GR 31 for the bulk
distribution of court record information should adequately provide for the security and
allowable use of the data with modifications reflecting that this was a one-time distribution of
information and not an ongoing subscription to the data. Ms. Alfasso’s memo provided legal
analysis as to why the release of information would not violate state or federal law and also
provided a draft mark-up of the agreement that could be used for this one-time distribution to
DDS.

It was explained to the Committee members that prior to the meeting, Chair Wynne had
withdrawn his request for an informal AAG opinion on the matter based on Ms. Alfasso’s
thorough legal analysis and the AAG’s agreement with her conclusions. Therefore, the AAG
did not provide an informal opinion or more detailed attorney-client advice on the matter.

The Committee members agreed with Ms. Alfasso’s legal analysis and unanimously
approved the DDS request for information pursuant to an agreement being entered into
between DDS and AOC. Staff was directed to call Mr. Murphy to let him know the decision.

There being no other business to come before the Committee, the meeting was adjourned.
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DATA SHARING AGREEMENT
BETWEEN °
THE STATE OF WASHINGTON
ADMINISTRATIVE OFFICE OF THE COURTS
AND
DATA DRIVEN SAFETY, INC.

AOC Contract Number DSA 14019

This Agreement is entered into by and between the Administrative Office of the Courts, an office of the Judicial
Branch of the Washington State government located at 1206 Quince St. SE, PO Box 41170, Olympia WA -
98504-1170, hereinafter referred to as the "AOC" and Data Driven Safety, Inc., or "DDS," located at 209 Delburg
Street, Suite 205, Davidson, NC 28036.

IN CONSIDERATION of the mutual promises made to each other, as hereinafter set forth, the AOC and
DDS agree as follows:

1.

PURPOSE: The purpose of this Agreement is to establish the terms and conditions under which the AOC
agrees to PROVIDE to DDS data files containing the Courts of Limited Jurisdiction traffic infraction
data entered during the last three years.

DEFINITIONS: As used throughout this Agreement, the following terms shall have the meanings set forth
below:

21 "AOC" shall mean the Administrative Office of the Courts of the State of Washington, any division,

section, office, unit, or other entity of the AOC, or any of the officers, other officials, employees,
volunteers, or others acting as representatives lawfully representing the AOC.

22 "Court” shall mean the Washington State Supreme Court, any division, section, office, unit, or other
entity of the Court, or any of the officers, other officials, employees, volunteers, or others acting as
representatives lawfully representing the Court.

2.3 "DDS" shall include all officers, employees, and agents of DDS.

24 “Data” shall include any computer readable copies of the information provided to the Licensee.

25 ‘“Information” shall mean material provided by the AOC in any format, including reports.

2.6 “Subscriber” shall mean a client of Licensee to whom information and/or data is given on a case-by-
case basis.

REQUEST: DDS has submitted a written request in the form of two letters to the AOC, copies of which
are attached as “Appendix A” and are incorporated by reference into this Agreement. DDS warrants the
information in Appendix A is correct and DDS will use the data and information solely for the purposes set forth
in its request.

APPROVAL The AOC has determined that the DDS written request clearly specifies the information and/or

data sought and the research, evaluative and/or statistical purposes for which the information and/or data

will be used, and therefore will provide DDS with the data and information on a one-time basis..

DATA UPDATES: One year from the effective date of this Agreement, DDS shall refresh the data and
information that was previously received under this Agreement. DDS shall again refresh the previously
provided data and information received under this Agreement two years from the Agreement’s effective
date. The two annual data updates will be added to this Agreement as amendments.

TERM AND EFFECTIVE DATE OF AGREEMENT:

6.1 The initial term of this Agreement is from the date of its execution by the AOC .o ‘ !
6.2 The Agreement's period of performance will be three years, unless terminated as prov:de herein.

6.3 The Agreement may be terminated in accordance with the provisions of Subsectlons 25416.1, 25.16.2,
and 25.16.3 below. .
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7.

BASIC TRANSACTION: This Agreement sets forth the responsibilities of the parties, costs, and the terms
and conditions under which the Index will be provided.
7.1 RESPONSIBILITIES OF THE AOC: The AOC shall:"

7.1.1  Provide DDS with one-time access to an FTP server containing the Courts of Limited
Jurisdiction traffic infraction data entered during the last three years.

7.1.2 Data fields that will be provided to DDS are in Appendix A and include:

. Case Number
. LEA Code
. LEA Name
. Name of Individual
. Date of Birth (mm/dd/yyyy. If unavailable than 01/01/1800)
. Gender
. Case Type (“IT"=Infraction Traffic)
. Jurisdiction Description
. Violation Date (mm/dd/yyyy)
. Case Filing Date
. Case Disposition Code
. Case Disposition Description
. Case Disposition Date
. Driver’s License State of Issuance )
. State Violated (Charge Information)
7.1.3 Data and information for cases that are sealed pursuant to a court order shail not be released.
7.2 RESPONSIBILITIES OF DDS: DDS shall:

7.21 Comply with the provisions of this Agreement and all of the terms and conditions contained
herein or attached hereto.

7.2.2 Make payments to the AOC pursuant to the provisions of Subsections 8.1 and 8.2 below.

7.2.3 Establish written procedures which shall describe the process DDS uses to meet the terms
and conditions of this section of the Agreement.

7.24 Recognize and hereby acknowledge that the user identifiers and passwords, if any, supplied -
by the AOC to DDS are the confidential property of the AOC, subject to the proprietary rights
of the AOC, and agrees to hold such user identifiers and passwords, if any, in the strictest
confidence. DDS further agrees to exercise at all times the same care with respect to
the user identifiers and passwords, if any, or any other materials or information provided
hereunder by the AOC as DDS would exercise in the protection of DDS's own confidential
information or property and to not release or disclose it to any other party except with the
written consent of the AOC.

7.2.5 DDS agrees to securely protect any data that is confidential, and any information which
identifies an individual, including but not Iimited to name, date of birth, social security
number, and court case number, by maintaining the data in a physically secure location
when not in use and by using computer passwords and/or encryption, physical locks and
restricting access to those persons necessary to conduct the work described in Appendix A.

7.2.6 Provide the AOC with access at no charge to any database created using information from
the FTP file provided hereunder for the purpose of monitoring and auditing contract -
compliance.

7.2.7 Update the data and information annually for two years as described in Section 5.

7.28 Return to the AOC or destroy any information and data provided by the AOC under this
Agreement in any form, held by DDS or any officer, employee or agent of DDS on
the date and to the extent specified in the notice of termination or at the expiration of -
the Agreement.

7.29 Not use the provided data and mformatlon for the purpose of commerczal solzcutat:on of
individuals named in the court records.

7.2.10 Delete the provided data and information after it is three years old to be conS|stent with the
retention period for such cases.

Administrative Office of the Courts AOC Contract No. DSA 14019
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8. COSTS:

8.1
8.2

DDS shall make a non-refundable payment within 30 days of invoice receipt.

Rate Schedule:

DDS agrees to pay the following amount to AOC to provide the data described in this Agreement to
the DDS:

Administrative Fee $25
Evaluation/Research/Programming $40.00 per hour
JIS System Run Time $10.00 per minute or portion thereof

(two-minute minimum)

9. ONGOING DATA SCRUBBING AND UPDATE REQUIREMENTS:

10.

11.

9.1

9.2
9.3

Sealed and otherwise restricted cases: DDS agrees to remove from its files cases sealed (or

otherwise restricted) after their appearance in data files provided to DDS. The data provided to

DDS will contain transactions identifying the cases that are to be removed.

Dispositions: DDS agrees to update promptly all cases when disposition information is received.
Cases amendments: DDS agrees to update in its files cases where the charge is amended after
their first appearance in data files provided to DDS. The data provided to DDS will contain
transactions identifying the cases that are to be amended. DDS agrees that its files will contain
only the most current charges.

RESTRICTIONS ON THE USE OF INFORMATION AND DATA PROVIDED UNDER THIS AGREEMENT:

10.1

10.2

10.3

104

10.5

The information and data provided to DDS under this Agreement is subject to the restrictions
contained in Subsection 7.2 and Section 9 above relating to data scrubbing and update
requirements.

DDS is responsible for ensuring that access and use of the data by its subscribers are

conducted in a proper and legal manner and that access is available only to authorized subscribers.

To the extent that the data being accessed is covered by other laws, statutes, court rules, and
administrative rules and regulations which restrict access to and use of such information and data,
the restrictions contained in such laws, statutes, court rules, and administrative rules and
regulations shall apply to the data accessed under this Agreement.

DDS shall not release specific case information about individuals to any subscribers or other third

party entities.

Any exceptions, revisions, or waivers to these limitations requested by DDS must be
approved in writing by the AOC and received by DDS prior to the requested use or
dissemination of the information and data received under this Agreement.

DDS SUBSCRIBER PROVISIONS:

111
11.2

13

114

DDS shall establish procedures for screening and qualifying potential subscribers.

DDS shall verify the identification of its potential subscribers to DDS's satisfaction, obtain proof
from each potential subscriber, sufficient to demon'strate to DDS's satisfaction, that the potential
subscriber is the type of entity the potential subscriber claims to be, and obtain a certification from
the potential subscriber stating that the potential subscriber will use the information only for those
purposes allowed by law and under the subscriber agreement. DDS shall maintain a record of

these facts for a period of not less than six years from the latest date DDS disclosed ’

information to the subscriber and shall provide such record to the AOC upon request.
DDS will enter a written subscriber agreement with each of its subscribers. Such agreements
shall specifically detail the access that the subscriber will have to DDS's database, detail

authorized uses of the data accessed, condition access to authorized use, and include a provision -

for immediate termination of the agreement in the event of improper use by the subscriber of the
data which the subscriber has been authorized to access. 4
DDS agrees to provide a list of DDS subscribers to the AOC upon request by the AOC.
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12,

13.

14.

15.

16.

DISCLOSURE REQUIREMENTS: When the information and data covered by this Agreement is provided

in any form by DDS to a subscriber, customer, client, or other third party, DDS hereby agrees to provide -

each such subscriber, customer, client, or other third party with the information contained in the
DISCLAIMER OF WARRANTIES and LIMITATION OF LIABILITY sections of this Agreement. At a
minimum, DDS will ensure that a statement is displayed or provided to each such subscriber,
customer, client, or other third party at the time of each transaction which states:

The information or data provided is based on information obtained from the courts as of
[DATE OF AOC PROVIDING DATA TO DDS]. The Administrative Office of the Courts and the
Washington Courts: 1) do not warrant that the information is accurate or complete except for
court purposes; 2) make no representations regarding the identity of any persons whose names
appear in the data; and 3) deny liability for any damages resulting from the release or use of the
data. To verify the information, the user should personally consuit the “official” record reposing
at the court of record.

AUDITS:

13.1 The AOC may, at its discretion, perform audits of DDS to verify compliance with the terms and
conditions of this Agreement and the appropriate use of the data provided by the AOC.
13.2 DDS shall include provisions in the agreements that DDS enters with its subscribers that DDS may

perform an audit of the subscriber to verify appropriate use of the data provided by the AOC. .

Such provisions shall authorize DDS to: i) conduct random audits of subscribers; (ii) conduct audits
of specific customers at any time DDS has reason to believe that the subscriber is violating any of
the terms of the subscriber agreement; or (iii) if the AOC requests an audit for any reason.

13.3 Failure of DDS: to include audit provisions in its subscriber agreements, to conduct random audits,
to conduct specific audits when there is evidence of a violation of the terms of the subscriber
agreement, or when requested by the ACC may result in the immediate termination, without notice,
of this Agreement.

COOPERATION WITH AOC AND PROSECUTORIAL AUTHORITIES:

14.1 DDS agrees to cooperate with the AGC and other authorities authorized by law in any audit that is
conducted of DDS or of any DDS subscriber.
14.2 DDS agrees to cooperate fully with prosecutorial authorities in any action brought against DDS or

any DDS subscriber relating to the reproduction, distribution, dissemination, or other use of the -

information and data provided by the AOC under this Agreement. PROVIDED, that nothing in this
provision limits or abridges DDS constitutional rights against self-incrimination.

14.3 Failure to cooperate with prosecutorial authorities may result in the immediate termination, without
notice, of this Agreement.

CONTRACT COMPLIANCE MONITORING AND AUDITING: DDS agrees that the AOC may include |

"control* or "salted” data as a portion of the provided information as a means to ensure that any
personally-identifiable information is not used for commercial solicitation purposes or in an indiscriminate
and reckless manner. Furthermore DDS agrees to allow the AOC to perform audits, at its
discretion, to detect the unauthorized removal of control data or the warehousing of stale-dated information
subsequently expunged, restricted, or amended by the AOC.

COMPLIANCE WITH AUTHORITIES:

16.1 During the term of this Agreement, DDS shall comply with all current, or as subsequently
amended, state and federal laws, court rules, administrative regulations and policies
governing, regulating, and/or relating to the dissemination of information and data, to privacy,
and to the confidentiality of the information and data provided by the AOC under this Agreement.

16.2 In the event of any DDS noncompliance or refusal to comply ‘with any such state and federal .

laws, court rules, administrative regulations and policies, this Agréement may be rescinded,
canceled or terminated in whole or in part, and DDS may be declared ineligible for further
agreements with the ACC.
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17.

18.

19.

20.

21.

22,

23.

RESALE OF DATA: DDS shall not reproduce or distribute or disseminate the transferred database files in

bulk but only in response to an individual record inquiry.. “In bulk® shall include, but is not limited to, via -

multiple record or on CD-ROM or other electronic or optical media.

RIGHTS AND INTEREST: DDS shall not gain any proprietary right to or interest in any information and
data provided by the AOC as a result of this Agreement. Any rights or interest, or any portion thereof,
derived by DDS under this Agreement are personal to it and may not be transferred, assigned, or sold for
any purpose whatsoever to any person, corporation, partnership, association, or organization of any kind.

CHANGES RELATING TO INFORMATION AND DATA: The AOC specifically reserves the right, at its
sole discretion, to make any changes it deems appropriate relating to the information and data provided
under this Agreement at any time and without prior notice. Such changes include, but are not limited
to: altering the character and format of the information and data, changing the production media,
and/or modifying the production schedule. If such changes are made, the AOC will notify DDS as soon as
is practical.

SUPPORT/ASSISTANCE: DDS acknowledges and accepts that all information and data provided under

this Agreement are provided on an AS IS basis and that the AOC shall not be responsible for providing
support or assistance of any nature to DDS or to any third party on behalf of DDS.

DISCLAIMER OF WARRANTIES:

211 THE AOC PROVIDES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, WITH RESPECT TO INFORMATION OR DATA PROVIDED UNDER
THIS AGREEMENT. ‘

21.2 THE AOC PROVIDES NO WARRANTIES, EXPRESS OR IMPLIED, THAT THE INFORMATION OR
DATA PROVIDED IS ACCURATE, CURRENT, CORRECT, OR COMPLETE. IT IS EXPRESSLY
UNDERSTOOD BY THE PARTIES THAT IT IS THE RESPONSIBILITY OF DDS AND/OR ITS
SUBSCRIBERS, CUSTOMERS, CLIENTS, OR OTHER THIRD PARTIES TO WHOM THE
INFORMATION AND DATA WERE SUPPLIED' TO VERIFY INFORMATION OR DATA
OBTAINED UNDER THIS AGREEMENT WITH OFFICIAL COURT INFORMATION REPOSING AT
THE COURT OF RECORD.

LIMITATION OF LIABILITY: DDS ACKNOWLEDGES AND ACCEPTS THAT ALL INFORMATION AND

DATA PROVIDED UNDER THIS AGREEMENT ARE PROVIDED ON-AN AS IS BASIS AND THAT THE

INFORMATION AND DATA MAY BE SUBJECT TO ERROR OR OMISSION AND THEREFORE AGREES
THAT AOC SHALL NOT BE RESPONSIBLE NOR LIABLE IN ANY' WAY WHATSOEVER FOR THE
VALIDITY OF ANY DATA PROVIDED OR FOR THE USE OF THE INFORMATION AND DATA
PROVIDED. SPECIFICALLY:

221 THE AOC SHALL NOT BE LIABLE FOR ANY DEMAND OR CLAIM, REGARDLESS OF FORM OF

ACTION, FOR ANY DAMAGES RESULTING FROM THE USE BY DDS OF ANY INFORMATION
OR DATA PROVIDED UNDER THIS AGREEMENT.

22.2 THE AOC SHALL NOT BE LIABLE FOR ANY DEMAND OR CLAIM, REGARDLESS OF FORM OF
ACTION, FOR ANY DAMAGES ARISING FROM INCORRECT OR INCOMPLETE INFORMATION
OR DATA PROVIDED UNDER THIS AGREEMENT.

223 THE AOC SHALL NOT BE LIABLE TO DDS OR ANY OTHER PARTY FOR ANY LOSS,
INCLUDING REVENUE, PROFITS, TIME, GOODWILL, COMPUTER TIME, DESTRUCTION,
DAMAGE OR LOSS OF DATA, OR ANY OTHER‘INDIRECT, SPECIAL, OR CONSEQUENTIAL
DAMAGE WHICH MAY ARISE FROM THE USE, OPERATION, OR MODIFICATION OF DATA
AND INFORMATION PROVIDED UNDER THIS AGREEMENT. ‘

INDEMNIFICATION: DDS hereby agrees to defend, indemnify, and hold harmless the AOC, its

employees, and the State of Washington from all loss, risk of loss, and damages (including expenses,

costs, and attorney fees) sustained or incurred because of, or by reason of, any claims, demands,
suits, actions, judgments, or executions for damages of any and every kind and by whomever and
whenever made or obtained, allegedly caused by, arising out of, or relating in any manner to any use
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24,

25.

made of the information or data obtained under this Agreement.

INSURANCE: DDS shall, at its own expense, maintain, for the duration of this Agreement, liability

insurance sufficient to fulfill its responsibilities under Section 23 above.

241

24.2

243

Such insurance must have limits of not less than one million dollars each occurrence and two million
dollars general aggregate. The insurance shall cover liability arising out of any use made by
DDS of the information or data obtained under this Agreement and shall contain separation of
insured’s (cross liability) provisions.

The State of Washington, the AOC, its elected and appointed officials, agents, and employees shall
be named as additional insured on said policy.

DDS shall furnish evidence in the form of a Certificate of Insurance satisfactory to the AOC that
insurance has been secured. Failure to provide proof of insurance as required or the lapsing or
cancellation of such insurance coverage will result in termination of the Agreement.

GENERAL TERMS AND CONDITIONS:

25.1

25.2

25.3

254

25.5

25.6

25.7

25.8

259

ALTERATIONS AND AMENDMENTS: This Agreement may be amended by the AOC at any time

by sending notice to DDS.

ASSIGNMENT: DDS may not transfer or assign: (i) this Agreement or any portion thereof;

(i) any right or benefit accruing to DDS under this Agreement; nor (iii) any claim arising under
this Agreement.

DISPUTES: Except as otherwise provided in this Agreement, when a bona fide dispute concerning -

a question of fact arises between the AOC and DDS, and it cannot be resolved, either party may
take the dispute to the Judicial Information System Data Dissemination Subcommititee. The
initiating party shall put its description of the dispute in writing and deliver it to the other party.
The other party shall write a response, and the matter shall be scheduled to be heard by the
Data Dissemination Subcommittee. Both parties agree to exercise good faith in dispute resolution
and to avoid litigation whenever possible.

ENTIRE AGREEMENT: This Agreement sets forth the entire agreement between the parties with
respect to the subject matter hereof and supersedes all previous discussions and agreements.
Understandings, representations, or warranties not contained in this Agreement or a written
amendment hereto shall not be binding on either party.

GOVERNING LAW: This Agreement shall be govemed in all respects by the laws and statutes of the
State of Washington. The jurisdiction for any action hereunder shall be the Superior Court for the
State of Washington. The venue of any action hereunder shall be in the Superior Court for Thurston

County, Washington. DDS, by execution of this Agreement, acknowledges and agrees to the -

jurisdiction of the courts of the State of Washington in all matters relating to this Agreement.
HEADINGS: The headings and table of contents used herein are for reference and convenience
only and shall not enter into the interpretation hereof unless otherwise specified herein. In the
interpretation of this Agreement, the terms and conditions shall be construed to be complementary.
CONFLICTS OF AUTHORITY: If any provision of this Agreement shall be deemed in conflict with
any statute or rule of law, such provision shall be deemed modified to conform to said statute or rule
of law.

INDEPENDENT STATUS OF PARTIES: The parties to this Agreement will be acting in their
individual capacities and not as agents, employees, partners, joint venturers, or associates of one
another. The employees or agents of one party shall not be considered or construed to be the
employees or agents of the other party for any purpose whatsoever.

NON-EXCLUSIVITY: This Agreement is non-exclusive. During the term of this Agreement, the
AOC reserves the right to enter into agreements with other parties as it deems fit.  Nothing
contained in this Agreement shall be construed to limit in any way the AOC's right to enter a like
or similar agreement or grant a like or similar license to any other entity or party on such terms as
the AOC may in its sole discretion deem appropriate.

25,10 NOTICES: Any notice required or permitted to be given under this Agreement shall be effective if

and only if it is in writing. Notice must be given by personal delivery or sent by United States

certified mail. Notices must be sent to DDS to the address set forth in this Agreement, and -

notices to the AOC must be sent to the Data Dissemination Administrator, Administrative Office of
the Courts, 1206 Quince Street SE, PO Box 41170, Olympia, WA 98504-1170, or to such other
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address as each party has notified the other in writing.

25.11 RECORDS MAINTENANCE: DDS will retain all books, records, documents, and other materials
relevant to this Agreement, including records of all recipients of information obtained from DDS, for
six years after termination of this Agreement and make them available at zll reasonable times
to inspection, review, or audit by personnel authorized by the ACC, the Office of the State Auditor,
federal officials and other officials so authorized by law.

2512 SAVINGS: In the event that after the effective date of this Agreement and prior to normal
completion, funding from state, federal, or other sources is withdrawn, reduced, or limited in any
way, the AOC may terminate the Agreement without cause upon 30 days written notice subject to
renegotiation under those new funding or project limitations and conditions.

25.13 SEVERABILITY: If any term or condition of this Agreement or the application thereof to any person(s)
or circumstances is held invalid, such invalidity shall not affect other terms, conditions, or applications.
which can be given effect without the invalid term, condition, or application; to this end the terms and
conditions of this Agreement are declared severable.

25.14 SUBCONTRACTING: DDS shall not enter into subcontracts relating to this Agreement without
obtaining prior written approval from the AOC.

25.15 SURVIVAL:
25.15.1 For as long as DDS continues to use any portion of the data provided under this
Agreement, DDS must comply with the terms of this Agreement.
25.15.2 In addition, the provisions of Sections 21, 22, and 23 of this Agreemem shall survive the
termination of the Agreement.
25.16 TERMINATION:
25.16.1 General: This Agreement may be terminated without cause by either the AOC or
DDS upon thirty (30) days written notice.
25.16.2 Termination for Cause: DDS accepts full responsibility and liability for any violations of
this Agreement by DDS and any such violation shall result in immediate termination by the
AQOC of all data and information provided to DDS in any form, and shall also result in
immediate forfeiture to the AOC of any AOC-provided data and information in any form held
by DDS. In such event, DDS shall be liable for damages as authorized by law.
25.16.3 Termination For Nonpayment: The AOC may immediately, without notice, terminate this
Agreement for failure of DDS to pay an inveice outstanding longer than 30 days.

25.17 TERMINATION PROCEDURE: After receipt of notice of termination for failure to timely pay an invoice,
and except as otherwise directed by the AOC, DDS shall:
25.17.1 Stop dissemination of any information and data provided by the AOC under this Agreement on
the date and to the extent specified in the notice.
25.17.2 Return or destroy all information and data provided by the AOC as stated in Subsection 7.2.8.
25.18 WAIVER: No term or condition of this Agreement shall be held to be waived, madified, or deleted, and
no breach excused, except by a written instrument signed by the parties hereto. Waiver of any breach
of any term or condition of this Agreement shall not be deemed a waiver of any prior or subsequent
breach.

26. SIGNATURES: The parties hereto, having read this Agreement in its entirety, do agree thereto in each
and every particular.

ADMINISTRATIVE OFFICE OF THE COURTS DATA DRIVEN SAFETY, INC.

%ﬁ/ 4 J///< Fresideat

Stephanfe Happald,™

Data Dlssemlnanon Administrator

DATE: /}/IZ DATE: B = Juap — A6
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)} DATA DRIVEN SAFETY
Date: February 11,2013
To: JISC Data Dissemination Committee
From: Data Driven Safety, Inc.
Re: Revised Public Record Request

) Who We Are and What We Do

Jason E. Murphy

CEO and General Counsel

DATA DRIVEN SAFETY, wc.

209 Delburg Street, Suite 205
Davidson, North Carolina 28036

704.255.6073 {W)
704.780.0795 (M)

Data Driven Safety, Inc. (*DDS") is an attorney-owned company headquarteréd in North Carolina that is
dedicated to improving public safety. After spending many years as a prosecutor and an in-house

attorney, I co-founded Data Driven Safety in 2009 on the belief that better access to law enforcement and
judicial information will improve the safety of our roadways. To accomplish this mission, our
organization works directly with governmental agencies to obtain public records.

We gather information from thousands of state and local judicial, law enforcement and “DMV” agencies
across the country. That information allows us to provide driver monitoring services to employers
(including municipalities and state risk pools), assist health car¢ organizations with their insurance
subrogation efforts and deliver analytical and underwriting information to the life and auto insurance
industry. Due to the breadth of our service offerings, our customers range from large corporations to

municipalities to risk pools to small franchisees and beyond.

1L What We Do NOT Do

One of the unique characteristics of DDS is that, unlike most data “aggregators,” we do NOT use our data
for either traditional background screening services or solicitations (e.g., “contact lists,” as defined by
Section I11.A.5 of the JIS Data Dissemination Policy). Nor do we provide judicial data to any person or
company for either of those purposes (i.e., we do NOT sell information to traffic schools, attorneys,

chiropractors, background screeners, etc.).

IN.  Responsc to Washington AOC Staff Memo

At the outset, we note that the staff memo (the “Staff Memo”) prepared Ms. Lynne Alfasso and dated
February 5, 2013, fairly and accurately characterizes the issues that arise from our data request. That
being said, we appreciate this opportunity to provide additional,information for the consideration of the

JIS Data Dissemination Committee (the “Committee”).





ENVISE N

3} DATA DRIVEN SAFETY
A. Abse raffic Infracti dex ac nterest keholde
in the Yeat 2000.

Aﬁer a careful review of the Commlttee meetmg mmutes from the past 15 years (as posted at

appears that the absence of a traffic mﬂactlon (Tl) index in the “Electronic Public Standard Index”
offering was based solely on a lack of interest in the underlying information by relevant stakeholders
(e.g., members of the media and certain commercial requestors).

It seems from these minutes that the project to create the indices was able to “piggy-back” on certain
data extraction programs previously written in 1999. See January 29, 2009 JIS Data Dissemination

- Committee Meeting Minutes. Undoubtedly, those included the basis for what would become the

“Public CLJ Criminal Index”.

Given the focus on background screening by the interested stakeholders, it is not surprising that there
is no documentation to indicate that these requestors were willing to pay for the compilation of case
information related to “routine” traffic citations (for which court appearance could be waived at the
request of the defendant). As we all know, a “9-over” TI case lacks the newsworthy quality of an
impaired driving offense.

DDS is requesting a single report, rather than an “index.” We made this distinction for fear that
requesting an ongoing index would be deemed an undue burden on the court in violation of GR31
section g.2. Nevertheless, we believe the fact that an additional index was added in 2003 supports
the release of the instant information,

As mentioned above, the release of an additional Public Standard Index offering is not
unprecedented. On April 11, 2003, the JIS Data Dissemination Committee permitted the creation of
a probate index for Howard Campbell of Shared Information Services. See April 11, 2003, JIS
Dissemination Committee Meeting Minutes. As the Committee is well-aware, that “Probate Filing

" Index” remains a component of the five “Electronic Standard Public Indexes.”

The first of two sets of issues raised in the Staff Memo relates to the concern over whether release of
the requested information would circumvent the protections afforded similar information available
through the Washington Department of Licensing (the “DOL") and, as a result, run afoul of the JIS
Data Dissemination Policy (the “Policy™).

It is worth noting much of the information that we seek is not, by its nature, available through the
DOL. For example, DOL does not provide information on charges that resulted in a deferred
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adjudication. In many instances, the DOL does not receive the underlying speed information (e.g.,
posted limit vis-a-vis convicted speed) due to the manner in which some courts interact with DOL.
Moreover, much of the information contained in a driver abstract is not available through the courts
(i.e., crash involvement, license suspension activity, out-of-state convictions, license
restrictions/endorsements, etc.).

The Drivers Privacy Protection Act and the corresponding state law (collectively, the “DOL Laws")
apply solely to the DOL. Absent the application of a statutory exemption, these laws prohibit the
disclosure of “‘personal information” by the DOL. We have requested the barest of personal
identifiers (e.g., we are NOT seeking address, driver's license number, phone number, etc.).
Nevertheless, we concede that the full name and date of birth elements of our request are sufficient
to trigger the DOL Laws had the request been made of the DOL.

The DOL Laws permit the disclosure of records containing “personal information™ in the event that
the requestor’s use falls within one or more of the expressly-identified exemptions.

As a result, DDS would be pleased to contractually limit our use of the information to the
applicablc exemptions within the DOL Laws to assuage the Committee's concern that our
request would circumvent the legislative protections afforded a somewhat similar data set
available through the DOL.

The second set of issues raised in the Stalf Memo concerns the issues attendant to the development
and maintenance of a database by a third party.

The Committee is well-versed in minimizing the impact of the inappropriate use of data through the
enforcement of contractual provisions included within the subscription agreements for cach index.
(Certainly those issues are much more pronounced for the SCOMIS Criminal index than they would
be for a listing of T] cascs.) Additionally, the Washington Sate Office of the Insurance
Commissioner (the “OIC”) regulates the use of information that can be used as the basis for
applying insurance surcharges.

As a result, DDS would be pleased to maintain its contractual requirement (applicable to all
DDS customers) that such customers must obtain a state-issued driver abstract prior to seeking
any adverse action against a driver identified by DDS. Additionally or alternatively, DDS
would agree to purge the data on a quarterly, rolling 3-year basis.

IV.  Modification te Request
As a final note, we would like to request the following two additional fields for each relevant charge:
(1) Driver License State of [ssuance (e.g., WA or ID); and (2) Statute Violated (i.e., charge

information).

Thank you for your consideration. T look forward to answering any questxons the Committee may
have as to our request for electronic access to court records.





) .ézaém E. Murphy
. E NVI S I ' N DATA DRIVEN SAFETY, wc.
209 Delburg Street, Sulte 205
) DATA DRIVEN SAFETY Davidson, North Carolina 28036
iesonmurphy@®datadrivensafety.cam

704,255.6073 (W)
704,780.0795 (M)

December 3, 2012

Callie T. Dietz

State Court Administrator

Washington Administrative Office of the Courts
PO Box 41170

Olympia, WA 98504-1170

Re:  One-Time, 3-Year, Traffic Infraction History File Request
Dear Ms. Dietz:

1'am requesting on behalf of Data Driven Safety, Inc, (DDS) access to a one-time report containing three
(3) years of traffic infraction' case information handled by the Washingfon courts of limited jurisdiction.

DDS is a small attorney-owned company dedicated to improving public safety. Due to the breadth of our
service offerings, our customers range from large corporations to small franchisees and beyond.
Moreover, we offer certain nonprofit traffic safety organizations with complimentary search results from
our data sets in furtherance of their research efforts.

In Weshington, we provide driver monitoring services to more than 8,000 employee and vanpool drivers
via the Washington State Transit Insurance Pool (WSTIP) and through interlocal agreements, to an
expanding number of municipalities, This service couples access to DOL monthly driver abstract data
and judicial information on relevant traffic offenses through a comprehensive driver improvement
platform that contains integrated record and learning management systems. Based on its success over the
last two years, Envision was selected by the WSTIP board as the first and only 'member-required’
program, For more information, please feel free to contact Ms. Tracey Christianson, Member Services
Manager at (360) 586-1800 x213.

While we subscribe to each of the various abstracts that relatc to motor vehicle offenses, receive dockets
and indices from various district and superior courts, monitor the public access pages at the state-wide
level and conduct limited JIS confirmation searches, the lack of a state~wide report or index makes it all
bul impossible to gather information rolated to the entirety of the more than one million traffic infraction
(TT) charges filed each year in Washington.

As a result, there is no viable mechanism to obtain information to support a number of our services
(including the Envision lookback service and an upcoming graduated driver licensing national
enforcement study for the AAA Safety Foundation). While we are willing to invest in the exceptional
expense of obtaining this information for all TI cases directly from JIS on a go-forward basis, attempting
to extract several million records at $0.06 per click is not practical.
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1 DATA DRIVEN SAFETY

instead, we are seeking a simple one-time report that uses the same data fields as the current Traffic
Crimes Index be created to provide information on the prior three years of traffic infractions. We
will gladly bear the cost of this progtamming to extract the information present in your JIS system,

Should you have any qucstions, please do not hesitate to contact me chrectly at the number above.
Thank you in advance for your thoughtful consideration.

Sincerely,

Jason E. Murphy

cc: Ms. Lynae Alfasso, Data Dissemination Administrator







DSA 14019
Amendment #1

WASHINGTON STATE
ADMINISTRATIVE OFFICE OF THE COURTS
AND
DATA DRIVEN SAFETY, INC.

DATA SHARING AGREEMENT - DSA 14019 Amendment #1

This contract amendment, (hereinafter referred to as “Amendment Number 1") is entered
into between the Washington State Administrative Office of the Courts, P.O. Box 41170,
Olympia, WA, 98504 (hereinafter referred to as ‘AOC"), and Data Driven Safety, Inc., 209
Delburg Street, Suite 205, Davidson NC 28036 (hereinafter referred to as “‘DDS"). The purpose
of this amendment is to modify Section 5, and Subsections 7.1, and 7.2 of Data Sharing
Agreement DSA 14019 (DSA 14019).

THE PARTIES AGREE TO THE FOLLOWING:

1. Section 5 “DATA UPDATES" language shall be stricken and the section shall be amended
to the following:
AQOC will provide DDS quarterly refreshers of the data previously received under DSA
14019. The data will be supplied via an ftp website. One year from the effective date of
DSA 14019, DDS shall refresh the data and information that was previously received under
this Agreement. DDS shall again refresh the previously provided data and information
received under this agreement two years from the Agreement's effective date. DDS will
submit written requests for those two annual data refreshers and the annual data updates
will be added to DS 14019 as amendments. DDS shall pay the costs, as described in
Section 8, for the initial data delivery and the two subsequent annual data refreshers. All
other quarterly refreshers described in this section will be at no cost to DDS.

2. Subsection 7.1 “RESPONSIBILITIES OF THE AOC” shall be amended as follows:
a. Subsection 7.1.2 shall be stricken and the subsection shall be amended to the
following:
Data Fields that will be provided to DDS are in Appendix A and include:
¢ Case File Year
Case Number
Case LEA Initials
Case LEA Name
Defendant Name
Defendant Birth Date
Defendant Gender
Defendant Drivers License State Code
Court Name
Jurisdiction Name
Violation Date
File Date
Charge Sequence Number
Charge Law Number / RCW N
Charge Law / RCW description @ c
Charge Disposition Code
Charge Disposition
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DSA 14019
Amendment #1

e Charge Disposition Date

b. A new subsection shall be added stating:
7.1.4 Provide DDS quarterly refreshers of the data previously provided under

this Agreement via a FTP server and as described in Section 5 of
Amendment Number 1.

3. Subsection 7.2 "RESPONSIBILITIES OF DDS” shall be amended as follows:
a. Subsection 7.2.7 shall be stricken and the subsection shall be amended to the
following:
Update the data and information with the quarterly and annual data refreshers
described in DSA 14019 and any subsequent amendments.

4. This Amendment Number 1 is effective on the date of last signature by the parties.
3. The provisions of this Amendment Number 1 are subject to the terms and conditions set

forth in DSA 14019. DDS may use the information solely for the purposes described in DSA
14019.

4. All other terms and conditions of DSA 14019 remain in full force and effect between the
parties.

5. The signatories to this amendment represent that they have the authority to bind their
respective organizations to this contract.

6. This contract amendment may be executed in counterparts or in duplicate originals. Each
counterpart or each duplicate shall be deemed an original copy of this contract signed by
each party, for all purposes.

In WITNESS AND AGREEMENT WHEREOF the parties have signed their names hereto.

STATE OF WASHINGTON DATA DRIVEN SAFETY, INC.
ADMINISTRATIVE OFFIC

OF THE LOURTS
KZ \ 7 @M///’]
: -

Sig A
) égﬁaluze* e
J2Dhanie uﬂ% \d SASOMN £. MURPHy
Print Namg~ | D Print Name
D’ﬁjrﬁ \DJS tumlq?kv(; A’(‘[ M.n. S col— ‘PfﬁSTﬁé?VT
Title Title
?/Qs/b‘oﬁT [§ ~ SU/Y‘QO/_}
Date ' ‘ Date
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3. John Saul Request






April 14, 2015
1225 NE 168" Street
Shoreline, WA 98155

JISC Data Dissemination Committee
Dear Committee,

I am writing to request records concerning the imposition and collection of fines assessed
by the King County District Courts over the past five years. My interest is in overall
figures rather than individual cases. However, | would like the information categorized
by the type of infraction.

I am working on an article that looks at the efficiency of the county in collecting fines
and at how well the collection agencies contracted by the county do in recovering this
revenue. | hope to compare the efficiency rates to other counties. I also plan to compare
the efficiency among the agencies used by the county to collect fines.

I have been a journalist for more than 40 years and worked for The Seattle Times for 30
years as an editor, reporter and editorial writer. While | am not currently under contract to
The Times, | recently finished three months of working for the editorial department.
While I have hopes that The Times will show interest in the story |1 am doing, as a free-
lancer, | will be seeking other media for the story.

I would like a cost estimate before any extraction of data. Please contact me if you have
questions. | look forward to your response.

Sincerely,

John B. Saul
206 854-4276






ADMINISTRATIVE OFFICE OF THE COURTS
REQUEST FOR INFORMATION

The following information is necessary for us to process your request for data from the Judicial Information
System (JIS). Please complete this form and return it to:

Data Dissemination Administrator

Office of the Administrator for the Courts
PO Box 41170

Olympia, WA 98504-1170

fax: 360-956-5700

e-mail: dda@courts.wa.gov

Your request is subject to approval under the provisions of JISCR 15, the JIS Data Dissemination Policy, and
the local Data Dissemination Policy and Procedures. Upon approval, the request will be forwarded to a
programmer who will examine it, estimate the cost, and then contact you to provide the estimated cost and
confirm the request. There is a charge for such reports as governed by JIS Committee Policy.

Name: [|John B.Saul ‘

Agency or Company: |The Seattle Times

E-Mail Address: |jsau|@seattletimes.com or jbsaul@mac.com ‘

Address: IP.O. Box 70 ‘

City: ISeattIe | State: IWA ‘ Postal Code:

Day or Work Phone (with area code): |206 854-4276 \ Fax No. (with area code): | |

Information Requested (please describe in detail and attach additional pages as necessary):

Amount of fines assessed by King County District Courts per year since 2010; amount of fines collected by King County District
Courts; names of collection agencies used to collect fines; amount paid to collection firms for their work; copies of contracts
between county and collection agencies; breakdown of offenses for which the fines were assessed.

What will the information be used for?

Article on the efficiency of the courts in collecting fines; a comparison among collection agencies used to collect fines.

To whom will the data be disseminated?

The information will be used by reporters and editors at The Seattle Times and by myself to write articles and build charts
reflecting how fines are collected, what offenses generate the most fines; which ones are most successfully collected.
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If this information concerns a named individual, please give necessary identifying information (i.e. date
of birth, driver’s license number, most current address etc.):

Date information is needed: |Apri| 2,2015 \

The following fees are applied to information requests that require generation of a report from
JIS. Fees do notinclude printed copies of electronic documents such as dockets or screen
prints.

Administrative Fee $25.00 / report
Evaluation/Research/Programming $40.00 / hour

JIS System Run Time $10.00 / minute or portion thereof
(two-minute minimum)

Materials: $ 1.00/ page

$12.00 / compact disc

Medium Requested: Paper ($1.00/page, computer generated)
CD ($12.00/each)
E-mail - electronic file sent as an attachment

l, the undersigned:

+ Agree to use and distribute the information only as provided in the above referenced
statement of intended use;

+ Agree not to use for commercial purposes (Data Dissemination Policy IIA(5);
Agree to take reasonable precautions to prevent disclosure of information beyond the
above referenced statement of intended use;

+ Agree to pay, unless payment is waived, the cost upon fulfillment of the request and
receipt of an invoice from the Office of the Administrator for the Courts;
Understand that the Office of the Administrator for the Courts makes no representation
as to the accuracy and completeness of the data except for court purposes and agree to
indemnify and hold harmless the Office of the Administrator for the Courts from any
claims for damages arising from applicant’s use and distribution of the information; and

+ Certify, under penalty of law, that all the information supplied above is true and a
complete description.

John B. Saul March 31, 2015

Signature of Requestor Date

Typed name will be accepted as signature when document is submitted
electronically.
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Please use this page for more detailed responses or comments.
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WASHINGTON

COURTS

April 24, 2015

TO: JISC Data Dissemination Committee

FROM: Stephanie Happold, AOC Data Dissemination Administrator

RE: John Saul request for King County District Court financial information.
Issue

Can the Washington State Administrative Office of the Courts (AOC) release King County
District Court financial information to John Saul, a freelance reporter?

Background and Recommendation

Freelance reporter John Saul submitted a request to the AOC for the amount of fines assessed
by King County District Court (KCDC) for each year since 2010. He also requested the amount
of fines collected, the offenses for which the fines were assessed, the names of collections
agencies used, the amount paid to collection firms, and copies of the agreements. The AOC
Data Warehouse does not have information on the names of collections agencies used, the
amount paid to collection firms, and copies of the agreements. Further, the AOC is not
authorized to release any financial data contained in the AOC Data Warehouse. Therefore, the
request is being brought before the Data Dissemination Committee (DDC) to review.

The JIS Committee (JISC) authorized the DDC to act on its behalf in reviewing and acting on
requests for JIS access by non-court users.! The DD Policy sets forth criteria which this
Committee may use in deciding these requests:

e The extent to which access will result in efficiencies in the operation of a court or courts.

e The extent to which access will enable the fulfillment of a legislative mandate.

e The extent to which access will result in efficiencies in other parts of the criminal justice

system.
e The risks created by permitting such access.?

During the past year, the Committee granted the ACLU its request for financial data housed in
the AOC Data Warehouse. AOC staff recommends approval of Mr. Saul’s request, however,
with conditions similar to those imposed on the ACLU. Mr. Saul should meet with AOC staff to
ensure there is an understanding of the data requested and what can reliably be provided. Also,
the reports should be reviewed by a person delegated by this Committee. Last, the cost
recovery fees should be applied and include the time spent meeting with the AOC staff to
understand the desired data.

1 JISC Bylaws, Article 7, Secs. 1 and 2.
2 DD Policy, Sec. IX.C.






4. Anthony Schick Request






- » Oregon Public Broadcasting
o » - 7140 SW Macadam Avenue Portland, OR 97219
A T 503.244.9900 opb.org

April 14, 2015
JISC Data Dissemination Committee,

I am a journalist working for Oregon Public Broadcasting and the regional partnership EarthFix, a
collaboration of public broadcasting stations throughout the Pacific Northwest — including several partner
stations in Washington.

I am seeking data showing unpaid restitution and/or fines in Fish and Wildlife cases in Washington since
2000. Ideally, I would like to know the total amount ordered each year and the amount that remains unpaid to
date. Alternatively, receiving data showing the amount ordered and the amount paid to date for each case or
charge would also allow me to calculate the aggregate numbers I seek.

I am seeking this information to aid in newsgathering for a report examining Fish and Wildlife enforcement
in Oregon and Washington. This information is being sought in the public interest.

Sincerely,

Z—

nthony Schick
503.293.1931 direct
aschick@opb.org







2

WASHINGTON

COURTS

April 24, 2015
TO: JISC Data Dissemination Committee
FROM: Stephanie Happold, AOC Data Dissemination Administrator

RE: Anthony Schick request for unpaid restitution and fines financial data for Fish and
Wildlife cases since 2000

Issue

Can the Washington State Administrative Office of the Courts (AOC) release financial
information to Anthony Schick and the Oregon Public Broadcasting?

Background and Recommendation

Anthony Schick, a journalist working for Oregon Public Broadcasting, previously requested case
information from the AOC for violations of chapter 77.15 RCW from 2000 to present. After
reviewing the provided data, Mr. Schick requested the financial data on unpaid restitution and
fines related to these cases. The AOC is not authorized to release financial data from the AOC
Data Warehouse. Therefore, the request is being brought before the Data Dissemination
Committee (DDC) to review.

The JIS Committee (JISC) authorized the DDC to act on its behalf in reviewing and acting on
requests for JIS access by non-court users.? The DD Policy sets forth criteria which this
Committee may use in deciding these requests:

e The extent to which access will result in efficiencies in the operation of a court or courts.

e The extent to which access will enable the fulfillment of a legislative mandate.

e The extent to which access will result in efficiencies in other parts of the criminal justice

system.
e The risks created by permitting such access.?

During the past year, the Committee granted the ACLU its request for financial data housed in
the AOC Data Warehouse. AOC staff recommends approval of Mr. Schick’s request, however,
with conditions similar to those imposed on the ACLU. Mr. Schick should meet with AOC staff
to ensure there is an understanding of the data requested and what can reliably be provided.
Also, the reports should be reviewed by a person delegated by this Committee. Last, the cost
recovery fees should be applied and include the time spent meeting with the AOC staff to
understand the desired data.

1 JISC Bylaws, Article 7, Secs. 1 and 2.
2 DD Policy, Sec. IX.C.






5. AOC Questions Regarding
JIS Security Requirements
for JIS-LINK Users






JIS-LINK ACCESS QUESTIONS FOR JABS, ODYSSEY PORTAL, ETC.
Questions submitted by AOC Business Analysts and ISD personnel
working on various projects

1. Participant names other than parties
a. Victim’s names currently display on the PER, IOH, ORD, CDK screens.
i. Do we need to restrict the victim’s names on any of these screens?
ii. Currently
1. Alllevels may see CDK, the docket.
2. Level 20,22,25,30 can see the ORD (order information) & IOH, Individual
Order History
3. Level 22, 25, 30 can see PER
b. Still maintain business rule: “Level one JIS-LINK users may only see the participants
designated as “litigants” in the “ALL PAR types” tab. Everyone except JIS-LINK level one
users may see all participant types if they have access to the screen where the
participant is normally displayed.”

Participant Types (For CLJ Court Use) Litigant?
ASG Assignor n
ATY Attorney n
BON Bondsman n
BRT Breath Analyzer Technician n
CCL Counter Claimant y
CDF Counter Defendant y
CNS Consolidation Payee n
CRP Court Reporter n
D/C Judgment Debtor and Creditor y
DBA Doing Business As n
DEC Deceased y
DEF Defendant y
FHM Family Household Member n
GAL Guardian Ad Litem y
GDF Garnishee Defendant n
GDN Guardian y
INT Interpreter n
JCR Judgment Creditor y
JDB Judgment Debtor y
MAT Material Witness ?
MNR Minor n
NEW New Name

OFF Officer






OoLD

Old Name

OTH Other Party

OWN Registered Owner

PET Petitioner

PLA Plaintiff

PRB Probation Officer

PYE Payee

PYR Payer

RSP Respondent

RTN Restitution Recipient
SPA Special Prosecuting Attorney
TDF Third Party Defendant
VCT Victim

WTD Witness for Defense
WTP Witness for Prosecution
XCL Cross Claimant

XDF Cross Defendant

Participant Types (For Superior Court

Use)

CNS Consolidation Payee
DEF Defendant

DEP Dependent

DIV Divertee

FHM Family Household Member
GDN *** Guardian

MNR Minor

NEW ***  New Name
OoLD *** Old Name
PAR Parent

PET Petitioner

PRB Probation Officer
PYE Payee

PYR Payer

RSP Respondent

RTN Restitution Recipient
TRU Truant

VCT Victim
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Defendant DOB — Do we provide that information? Display in the Odyssey portal? Currently it is

listed on the SNCI, CNCI screens.

DOL information versus Personal Identifiers obtained other ways
a. Height, weight, gender, race, etc. —is this from DOL? From Driver’s license?
i. Public, Public Defenders, other agencies under level 20, prosecutors?

b. DL#?

i. DPPA restricts disclosure

c. Do we allow level one to search by name plus DOB? Only DOB?

i. JIS LINK users can currently search using name and then DOB is displayed for
user selection. If we allow them to enter a DOB in order to reduce the list of
options returned, it will make less load on the system. i.e. John smith plus
01011985 will return fewer results than simply John Smith.

d. Do we allow level 20-30 to search by all PINS plus name and DOB?

Note, per the JIS LINK manual, the Display Names screen provides the IN# for participants. The
IN doesn’t typically display in JIS screens. Which way is correct?

Personal Identifier (PIN) type

May be used for search by:

JIS Person #

Court users

DOB

Court users, Link level 20-30

Driver’s license # (DL)

Court users, Link level 20-30

Washington State (SID)

Court users, Link level 20-30

Department of corrections (DOC)

Court users, Link level 20-30

Federal Bureau of Inv. (FBI)

Court users, Link level 20-30

JIS Juvenile #

Court users, Link level 20-30

Telephone #

Court users, Link level 20-30

Case PCN# (fingerprint)

Court users, Link level 20-30

Case Police Record #

Court users, Link level 20-30

Separate public defenders from other level 20s. DOL screen? (statutory issues) PER screen and
its information? (Will have it for anyone they look up, not just their defendants)

The screen level guide also says JIS-LINK level 20 users may not see the PER screen. However,
the screen level guide says that level 20 may see the Address History (ADH) and Alias (AKA)
screens. The AKA screen displays PINS and address information. May level 20 users see address
information including address history, and Alias information including PINS and addresses of all
AKA/True names? If so, why can’t they just see the PER screen? What specific Person
information may they see/not see? Just to verify, is it alright to hide all addresses from level 20
users?





6. Case Status codes —Case Status Codes are currently excluded from JIS-LINK Level 1 view.
Currently, SNCI and CNCI only show open/closed for level 1 viewers. Assumption is that would
be the same in JABS. The following are included as “case status codes” on various ICH, DCH,
SNCI, CNCI and other screens.

May level 20-30 JIS-LINK users see all of these status codes?

DV JG o ch W FTA co HRG AC S
DCH X X X X X X
ICH X X X X X X
SNCI X X X X
CNCI X X X X
Proceed
Orders X
FTA X X
Case X X X X
sum
War X
PLS X
Acctg X

DV-domestic violence related Flag — Case is DV Y or N

JG -Judgment — Result of finding such as Guilty, Not Guilty, vacated
0-Order Status — status of any protection type order (Active, etc)
CD - Case disposition — Closed, Transferred, etc

W - Warrant Flag — status of the warrant

FTA - Fail to appear flag — status of the FTA

CO - Collection status of the case obligation

Hrg — Hearing or Scheduled proceeding status code

AC — Accounting — Status of $$ due

SS - Sealed Status of a case

Who can see the picture that DOL provides? Does DPPA prohibit this disclosure to JIS-LINK users?

In JABS there is a calendar search option. The user may search by date, room#, judge, etc. The
results returned show the case #, LEA, and case type, defendant/respondents name, participant
type, hearing title, and time, in the top section. The bottom section displays the normal tabs based
on user security. The screen security guide does not include this screen as it isn’t in JIS. However,
this information is posted on public calendars in all court room lobbies and on many court websites.
The screen security guide states that —JIS-LINK level 1 users may not see the CDT screen or the HRH
screen which are the only 2 calendar type of screens listed. It also says that JIS-LINK level 30 may
not see the HRH screen. All levels may see the CDK which includes all of the information about a
hearing. Who may use the Calendar Search function in JABS?





User may search as follows:

Calendar S
Select Date;  1117/2014 ? Havember, 2014 | He
P Today L |
wic | Sun Mon To Wed Thu Fri St |
a 1|
44l 2 31 4 s & 7
45l 9 10 11 12 13 14 15|
46 ol w 19 o |
a7l 21 24 2 16 27 W |
48 10 |
Select date
Change Judge: 4 Change Room:
Time Start: 800 am Time End:
Sert Order: fendant Dy * Scheduled
orl er: & De; Name Proceedings: chedu
LEA/Case Number Held
Hearing Type Not Held
All
Gat Tha Calandar

Results, tabs are available based on user security
Logon S:‘:r::ll :

Calendar for:  Room: COURT ROOM #1  Court: Cheney Munl Dvol

There are 2 cases available from 8:00 am to 11:59 pm, 12/10/2014.

Calendar View

(Case Number Name Short Title 3
1 CEPCT KERI, TEST RECORD Defendant ARRAIGNMENT 09:00
3 CEPCT KERI, TEST RECORD Defendant ARRAIGNMENT 10:00

N o T o
o A ]
Summary for Case: 1CEPCT Court: CHENEY MUNI DVOL (CYM) Help
Defsndast1:  KERI, TEST RECORD ; :
- N “E DE MEN
Date of Birth: 010171985 Law Enforcement Agency CHENEY POLICE DEPARTMENT
; ; Case Type: Criminal Traffic
seoasxdime iz 2 Filled [n: CHENEY MUNICIPAL COURT
Address Line 2: R £ e
o & W, z ss‘: 2 -vm
Hele s rrT: = Noae
Coustry: us o I:'“'“_ﬁn - SO
Pastal Code: 98516 e
JIS Case Violations:
Violatien 1: DUL- FELONY 46615016  MANDATORY APPEARANCE DV: No
Either the arvaignment has pot been held, or the sevaignment date has not been recorded in JI5.
Violatien 2: DU 4661507  MANDATORY APPEARANCE DV: No
Esther the been beld, ot the aTaigancnt date has i

9. What is the availability of the JABS Person screens such as person proceedings, person FTA, person

war, person orders? With the exception of Person orders, These JABS screens do not have JIS
screen equivalents.

JABS screen JIS equivalent Other JIS screens where some data is found

Person FTA None ICH, DCH, SNCI, CNCI, show status codes for all
but level one users, CDK shows for all (non
aggregated)

Person Warrant None ICH, DCH, SNCI, CNCI, show status codes for all
but level one users, CDK shows for all (non
aggregated)

Person Proceedings | None HRH shows by date, not by person. CDK shows
for all (non aggregated)

Person Orders IOH ORD, ORDI, CDK, (non aggregated)

Should these rules be applied to all of these screens for everyone besides JIS-LINK level one users?





10. Cases displayed on a screen which displays “aggregated data” will be based on whether user has
ICH/DCH/SNCI/ or CNCI authority.

a. IfICH or SNCI = D, user may see all cases that could appear on that screen, depending on
case type access.

b. If DCH =D and SNCl and ICH = N, then user may see all criminal and infraction cases that
could appear on that screen, depending on case type access.

c. Ifonly CNCI = D, user may see all cases for that court that could appear on that screen,
depending on case type access.

d. If SNCI or CNCI= D and DCH and ICH = N, user may only see cases for person being
searched on, not their AKA, True, or dba names.

11. The JIS LINK “JIS Screens available for access” document states that JIS-LINK level 1 users may not
see the following screens, CFHA, B, D, J, R, and S. However, JIS Security states that “The public may
have case financial information. If you make a screen print, make sure that the state id, such as
driver’s license number, and victim/witness/person posting bail address and phone numbers are
removed. “

a. Should the rules actually be: “Level 1 link users may access the CFHA, B, D, J, R, and S
screens. Note, business rules related to displaying PINS and address information must
be followed.”

b. If the public can see this information, why can’t level 30 see it?

12. The JIS LINK “JIS Screens available for access” document states that level 1 users may not see the
PLS screen. However, the JIS Security document states “the public can have plea and sentencing
information. If you make a screen print of the PLS make sure that the state id info such as DL # is
removed.”

a. Should the rules actually be: “Level 1 link users may access the PLS screen. Note,
business rules related to displaying PINS and address information must be followed.”

13. Vehicles may be linked to cases. Court and link users see a docket entry and court users can see
vehicle information on the VPI screen. We want to add vehicle information to the case summary
screens if a vehicle is associated to the case. It would include the following info

Vehicle #: 1 Participant Linked to  Defendant 01

License # 123456 Vehicle Year 2012

License State WA Make Chevrolet

License Exp: 10/1/2014 Model Corvette

Owner:: Sam Jones Style 2Dr

Address Line 1 123 Main Street Color Gold

Address Line 2 PO Box 456 Vin: 987654a123456d0126456s123456

City, State, Zip:  Oroville, WA 98844

Who can see the vehicle information assuming we have the business rules that JIS-LINK level 1 cannot
see address info?

14. What shouldn’t display on a docket forJIS-LINK level one? Does everything display for other link
users? JIS Security states information on nonlitigants should be removed.





15. When searching in SCOMIS by the Search Index command, it appears that cases display for every
alias name that is associated with the name on the case. Thus, if Robert Joshua Turley has 4 aliases,
and between the 4 aliases there are 50 cases, when searching on any of those aliases, all 50 cases
are displayed for each name. This contradicts earlier answers that public users shouldn’t see any
information related to AKAs. If a JIS-LINK or court user only has SNCI access, thus, no AKA info
included in the search, when searching by a name, should they only see cases where that specific
name is a participant or should they see all cases where any alias for that specific name is a
participant.

16. JIS LINK users with PKV (level 20-30) may search by vehicle lic # and see a list of all parking cases for
that lic in that court. Should we also allow them to see all other cases that are associated with a
vehicle license #?

17. “Transfer for sentencing” and “transfer for supervision” information in juvenile offender cases
public? Other JIS-LINK users?

18. Therapeutic courts information public?
a. DDA Happold says yes, per review of RCWs 2.28.165-2.28.175.
b. Mental health courts? RCW 2.28.180; chapter 71A.10 RCW. NOT under RCW
71.05.620(1)

(1) The files and records of court proceedings under this chapter and chapters 70.96A,
71.34, and 70.96B RCW shall be closed but shall be accessible to any person who is the
subject of a petition and to the person's attorney, guardian ad litem, resource management
services, or service providers authorized to receive such information by resource
management services.

19. Juvenile drug court and Juvenile drug court ‘mental health alternative’ - under RCW 13.50.100,
or 13.50.050 as juvenile offender case?

20. Protection orders — public access?






6. JIS Exemptions






JIS/JIS-Link Exceptions List

Access to the following applications have been approved for JIS/JIS-Link Accounts listed below:

Note: If you add an exception to this list please also add it to either the General Court or JIS-Link Exceptions List. Thank you!

Last Updated: 12/29/2014

Owned by AOC Security
and Data Dissemination

RN # or
County/ Access Non-Billed/ Last Correspondence
Site ID Site Name Application City Level Billed RACFID Limit Approved |Renewal |Expire Approved By |on File Notes/ (Security Commands):
08/12/2002 Brian Backus/
BPBS Bellevue City Probation FORS Access King 22 NB 2 10/18/1991 |12/26/2006 |? Kathy K Correspondence |FORS
CCPS (S08A) Cowlitz County Prosecutor SCOMIS Cowlitz 25 NB All IDs 3/12/2007 |? ? ? ? Display/Print Case Type 7, 8
Clark County Prosecutor - Child |JCS - Update to enter
CDPS (JO6A) Support Division informaiton and charges |Clark 25 NB All IDs 9/1/1999 ? ? S06,J06,DD |? JUVREAD  JISJCSPA EXTRAN2
DSHS/ Child Study & Treatment |JCS - Read Only Thurston 01 Billed 1 2/1/2001 12/01/2006 |? DD Correspondence [JUVREAD JISJCSPA EXTRAN2
CHPS Chelan County Prosecutor FORS Access Chelan 25 NB ?-2 RACFW/FORS |? ? ? ? ? FORS
Special Access - Archived Can request to restore archived
cJcs Commission on Judicial Conduct |Case/Restore All 22 NB All IDs 8/15/2000 |? ? DD Correspondence |cases.
Cowlitz County Juvenile Defense |SCOMIS Cowlitz 20 NB All IDs 9/5/1997 ? ? ? ? Display Calendars Case Type 7
L&I Crime Victims Division
Investigation Program FORS Access Thurston 22 Billed All IDs 5/17/2005 |? ? DD Correspondence |FORS
L&I Crime Victims Division
CVIS Investigation Program COS Screen Thurston 25 Billed 1 4/2/2002 ? ? DD Correspondence |FORS
Pierce County Department of
DACS (S27A)  [Assigned Counsel SCOMIS Pierce 20 NB 7 1/4/1996 ? ? ? ? Display Case Type 6
Yes, Must be
requested by Paul
Wood in Juvenile
Division of Clerks Display/Prepare/Copy and Print
DCFS (S17A) DSHS/DCFS Region 4 SCOMIS King 01 Billed Office 7/1/1994 |? ? Rick Coplen ? Case Type 7
RCW
DJRS DSHS Juvenile Rehabilitation JCS/JCS Detention Thurston 01 NB All IDs 6/18/1992 |03/04/2014 |N/A 13.50/A0C Correspondence [JUVREAD JISJCSPA EXTRAN2
Has a DOCA print domain set up for
copy case and copy accounting
functions - Approved 02/01/1994 at
meeting with OAC/DOC for
Department of Corrections Special Access - JIS-Link All 22 NB No IDs attached 11/3/1995 [N/A N/A Rick Coplen ? implementing JASS
Department of Licensing Special Access - JIS-Link All 22 NB ? 11/3/1995 |? ? Rick Coplen ? Update and revise DMV Info
JCS - Process Criminal
Charging of Juveniles. Also JUVREAD JISJCSPA EXTRAN2
can print forms to their ATHO00001/00006
GCPS (J13A) Grant County Prosecutor own domain. Grant 25 NB ? 2/1/2001 ? ? Kathy K ? SECLEVEL(25=PROS)
Prosecutors/ Contracted City JIS - CL XXX XXX Profiles 00001 &
General Attorneys & Public Defenders  [JABS/Eticketing All 20 or 25 NB N/A 6/3/2009 N/A N/A JISC ? 00005/00006
JIS - Court ID's to print
General Prosecutors and City Attorney's |calendars All 25 NB N/A 5/30/2008 |? ? DD/JISC ? ?
General Probation Officers RACF IDs All 22 NB All IDs 3/13/2013 |? ? John Bell ? ?
Grays Harbor County Display Case Type 7 Notes:130315-
GHCS (S14A)  [Prosecutors SCOMIS Grays Harbor |25 NB All IDs 9/26/2000 |? ? Kathy K ? 000031 & 140306-000065
Brian Backus/
KC1S King County Sheriff FORS Access King 22 NB Select Individuals 6/26/2001 |? ? Kathy K Correspondence |FORS






Access
requested
3/17/1998 by
Kitsap Co
Clerk;
approved by
Brian Backus

1. 7 IDs can display/print calendar
for case type 5

2.7 have IDs for KITA & S18A to
enter PCN #s. S18A staff are
authorized to: Display 1-5,8,9;
Prepare 1-4,8,9; Copy/Print 1-4;8,9;
Display Calendar 1-5,8,9

** REMOVED Change Access

KCPS (S18A) Kitsap County Prosecutors SCOMIS Kitsap 25 NB 7 for Case Types 3/18/1998 |02/21/2014 |2/21/2016 |3/18/1998 Correspondence [02/21/2014 by court.
KCPS, BRMA, ATH 00001/00006
POMA, KITA [Kitsap County Prosecutors JIS Kitsap 25 NB All IDs 11/1/2000 [? ? Kathy K ? SECLEVEL(25=PROS)
JCS - Initiate JUVIS 18 IDs changed to
KNPS (J17A) King County Prosecutor referrals King 25 NB J17A 11/3/1999 [? ? ? ? JUVREAD JISJCSPA EXTRAN2
KNPS (S17A) King County Prosecutor SCOMIS King 25 NB All IDs 11/3/1999 [? ? ? ? Display Case Type 7
Display, Copy/Print, and Display
Kittitas County Prosecutor SCOMIS Kittitas 25 NB 11D 5/23/2007 Kathy K ? Calendar; 1, 8
Lacey City Attorney/ Ahlf Law
LCAS Office FORS Access Thurston 25 NB All IDs ? FORS
07/2/02 & ATH 00001/00006
LCPS (LCDA) Lewis County Prosecutor JIS - Update to PER Screen |Lewis 25 NB 2 08/03/10 |? ? Kathy K 080310-000028 [SECLEVEL(25=PROS)
This account was set up to allow
DOC staff to directly enter data into
the JASS ssytem. Alan Erickson
headed the project. Originally set up
as LFOS IDs, and in May 1995, they
were given a direct CICS to CICS
direct using 1 ID - DOCCIS. July 13,
Department of Corrections/ 1998 they were changed from a
JASS Special Access - JIS-Link All 22 NB 1 7/17/1995 |N/A N/A ? Correspondence |level 20 access to a level 22 access.
L&l Crive Victims Division
LIPS Investigation Program FORS Access Thurston 22 Billed All IDs 4/28/2005 |? ? Melanie Smith |Phone Call FORS
LSPS Lake Stevens Police Dept FORS Access Snohomish |22 NB ? ? ? ? ? ? FORS
LWAS Lakewood City Attorney FORS Access Pierce 25 NB ?-2 RACF W/FORS |? ? ? ? ? FORS
Marysville/Snohomish City
MSCS Attorney Rodabaugh Law Office |FORS Access Snohomish |25 NB All IDs ? ? ? ? ? FORS
Display/Change/Delete Case
PCPS (S27A) Pierce County Prosecutor SCOMIS Pierce 25 NB 1 7/22/1998 |? ? ? ? Type 7
Case Type 7 in *SW and some inside
PUBS ALL SCOMIS All 20 NB All IDs 7/23/2009 [N/A N/A Legislation 100127-00030 courts.
Special Access - DD - Lynne
PUBS Office of Public Defense Inside.Courts.wa.gov All 20 NB All IDs 1/28/2010 |? ? Alfasso 100127-000030
Family Justice Center Pierce
S27A County SCOMIS Pierce None NB 3 12/7/2005 |[? ? Kathy K ? Case Type 1,2,3
Snohomish County Office of JCS/ICS Dentention - Read JUVREAD JISICSPA EXTRAN
SACS Public Defense Only ASRA Snohomish |10 NB All IDs 9/1/2009 |? ? JISC 090108-000036  |SECLEVEL(10=JCSLNK)
SCPS (S29A) Skagit County Prosecutor SCOMIS Skagit 25 NB 8 6/9/2003 ? ? Kathy K ? Display Case Type 5
Special Access - RACF DD - Lynne 110801-000028
SEAS Seattle Municipal Group(Judges), ASRA King 30 NB Judges Only 8/2/2011 [N/A N/A Alfasso 110802-000024
Sentencing Guidelines
SGCS Commission JCS - Read Only Thurston 01 NB All IDs 5/23/1997 |? ? Janet MclLane |Correspondence [JUVISL JISJCSPA EXTRAN
Spokane County Pretrial Services Brian Backus/
SPVS (Spokane PTS) FORS Access Spokane 20 NB All IDs 3/26/2001 |? ? Kathy K Correspondence |FORS






Spokane County Pretrial Services

Access is given by the Superior
Court, confidentiality agreement
will be signed, and same view as

SPVS (Spokane PTS) JABS/Eticketing Spokane 20 NB All IDs 1/1/2012 [|? ? JISC DDC probation departments.
ATH 00001/00006
TPRS (TMCA) |[Tacoma City Prosecutor JIS Pierce 25 NB 13 7/1/1999 |? ? Rick Coplen Correspondence |SECLEVEL(25=PROS)
VCAS (CLDA) |Vancouver City Attorney JIS - Print Dockets Clark 25 NB 1 3/25/2002 |? ? ? Correspondence |?
WAGS
(S17A,S03A Must be requested
,S11A, S18A, & [Washington State Attorney by the Superior
S27A) General SCOMIS Multiple 22 NB Court 8/25/1995 |? ? ? ? Display Case Type 7
Wenatchee City Attorney/
Johnson Gaukroger Smith and
WCAS Marchant FORS Access Chelan 25 NB 1- WCASDRM ? ? ? ? ? FORS
Washington State Institute for
WIPS Public Policy JCS Thurston 01 Billed 2 9/19/2002 |? ? Tom Clarke Correspondence |[JUVREAD JISJCSPA EXTRAN2
Can order special report by attorney
number. Showing case date filed,
court for cases attorney is involved
Washington State Bar Special Access - Group in : Cannot print report Requested
WSBS Association Connect JXJSWSBS All 01 NB All IDs 10/9/2000 |? ? Kathy K ? by Supreme Court
WWCS (S36A) |Walla Wall County Prosecutors [SCOMIS Walla Walla |25 NB 1 2/7/1996 ? ? Court Order ? Display Case Type 5, 6, 7
Yakima County Department of
YACS (S39A) Assigned Counsel SCOMIS Yakima 20 NB All IDs ? ? ? ? ? Display Case Type 7
YCPS (S39A) Yakima County Prosecutor SCOMIS Yakima 25 NB All IDs ? ? ? ? ? Display/Prepare Case Type 7, 8
S39, S.
S39 Yakima Superior Court SCOMIS Yakima 20 NB Public Defenders 10/21/2013 |N/A N/A Happold 131017-000029 Display Case 1,2,3,4,8,9 ONLY
Until a permanent policy for County
IT personnel is in place, the Data
Dissemination Committee has
agreed to allow temporary RACFIDs
for some requests. All RACFIDs for
DDC; S. County IT personal in your court will
COURTS ONLY [County IT Personnel RACF IDs ALL ALL NB 1 Per Court 7/9/2014 |07/09/2014 |7/10/2015 |Happold 140128-000033 be set to expire in six months






		All Exceptions




7. DD Policy Section IV.B

Confidential information regarding individual litigants, witnesses, or
jurors that has been collected for the internal administrative
operations of the courts will not be disseminated. This information
includes, but is not limited to, credit card and P.I.N. numbers, and
social security numbers. Identifying information (including, but not
limited to, residential addresses and residential phone numbers)
regarding individual litigants, witnesses, or jurors will not be
disseminated, except that the residential addresses of litigants will
be available to the extent otherwise permitted by law.

(Section amended September 20, 1996; June 26, 1998.)






8. DD Policy Draft Regarding
JIS Financial Data






ACCESS TO JIS LEGAL RECORDS

B. All access to JIS information is subject to the requirements of the criteria for
release of data specified in JISCR 15(f): availability of data, specificity of the
request, potential for infringement of personal privacy created by release of the
information requested, and potential disruption to the internal ongoing business of
the courts. JIS information provided in electronic format shall be subject to
provisions contained in the electronic data dissemination contract. (Amended
February 27, 1998.)

8. Financial Data.

a. Requestor will provide a detailed explanation of the needed financial
information. Explanations will include specific codes; accounting or non-
accounting needs; statewide aggregate, court aggregate or case-by-case
data; and what court levels.

b.  The AOC or the court will review the requests and submit any
clarifications to the requestor. Meetings between the staff and the
requestor may take place so the parties know what is being asked for
and what can be provided. The time taken for clarifications and
meetings will be in addition to any time estimates given for compiling
the data. Further, the requestor will be charged for the staff time under
the approved cost recovery fees.

C. Prior to release of the report, the data will be reviewed by delegated
court and/or county clerk representatives.

d. Due to the complexity and time in compiling financial data, express
requests will not be granted unless resources are available.





