ADMINISTRATIVE OFFICE OF THE COURTS

STATEMENT OF WORK

Division:  Information Services Division
Job Title:  Enterprise Architect
Working Title: Enterprise Security Architect
Date: 1-20-2011
General Description of Work
The Enterprise Security Architect is an enterprise architect  with a primary focus on security domain. This is a crucial role and is critical to the organization because it will allow the focus of the organization on enterprise information security. The security architect functions as the lead consultant and will be responsible for implementing and managing an enterprise security program.  This will include gaining an understanding of the security risks and assessing JIS and AOC’s exposure to these risks, as well as defining policies, procedures and technical measures to mitigate the risks. The role will also be responsible for staying abreast of emerging security issues and assessing their potential impact on the JIS and ISD. Ultimately, this architect provides technical expertise in the use of security processes and standards in JIS . 
In this role, the Enterprise Security Architect will be responsibile for the defining the general security policies for the organization. This includes establishing a general framework within which specific policies for JIS applications are developed. In addition, the security architect must define the technical architecture to implement enterprise-wide security as well as patterns for application-level security. .

The security architect will also be responsible for providing implementation guidance to solution architects as well as application developers. Guidance also includes, in some instances, hands-on project consulting on security issues and design. This person also maintains an enterprise-wide information security awareness, education, and training program. The security architect would also be responsbile for the ensuring compliance with security policy, evaluating architecture usage. Work includes oversight of periodic IT risk assessments to identify current and future security vulnerabilities, determine levels of acceptable risk, and identify solutions through architecture and guidelines to attain acceptable risk levels. 

Key Functions
In addition to all the essential activities for an Enterprise Architect, the security  architect would be engaged to:

• Perform security assessment and audits of ISD as well as JIS applications and subsequently define security policies, architecture requirements and controls over information assets and supporting technologies to ensure they are protected appropriately.

• Coordinate with other enterprise and solution architects on capacity planning, integration technologies, performance monitoring and tuning of all components of security implementation for statewide judicial information needs. Participates in technology selections that impact application security and also publishes security implementation guidelines and templates
• Participate in security checkpoints and compliance oversight in all the stages of solution lifecycle and will also provide advice and support to technical and development managers related to security – including authorizing exceptions  to security policies.

• Connect to the security community to monitor for new developments in the security arena that could affect the JIS (e.g. new security vulnerabilities).
• Support operations team as an expert to identify the root cause of any incidents of security breach and help design and implement measures to prevent any further breach. 

Desirable Qualifications and Competencies
All the key competencies and desirable qualifications as mentioned in Enterprise Architect job description. In addition, the ideal candidate would  have: 

• Experience in a significant leadership role in information and application security, including experience in adopting and implementing widely accepted management frameworks for IT governance and information security practice (e.g., Control Objectives for Information and Related Technology - COBIT, ISO 27001/27002, etc.). 

• Experience with incident response procedures, security compliance strategies, and enterprise information security standards and policies, risk assessment principles. 

• Knowledge of single-signon, application & information security, usage of digital-certificates,  security controls, and risk management techniques, trends, and developments.

• CISA, CISSP or CISM or other security domain certification is strongly desired.
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