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CMS – Non-functional Requirements

The choice of a Case Management System (CMS) solution will need to account for how well it supports the following attributes.

Non-functional Application Requirements
Security
Judicial information is highly confidential and must be protected from unauthorized access and use.  Certain types of information are considered restricted data. Laws and policy govern how they should be stored and used.  (Example: Social Security Numbers must be encrypted in the database).  Any application must conform to these policies.  The CMS must be able to restrict access to certain segments of the database by user roles and authorization.  The application must integrate with court’s security systems for authentication and authorization.
1. The system must have the ability to encrypt communications and transmissions between the computing services within and outside the domain of the AOC.
2. For access control, the CMS must comply with user data management as in a third party Lightweight Directory Access Protocol security structure.

3. For critical data communication between the AOC and the courts, the CMS should support certificate-based authentication using a standard Public Key Infrastructure.
4. The CMS database must provide row and column level security.

5. The CMS must provide a security review and/or security related quality assurance process.
6. The CMS solution must provide logging capabilities that are configurable.
7. The CMS must be capable of providing remote access in a secured manner to the system.  

8. Access privileges and authorization to different functional attributes of the CMS should be based on user roles.  An identity management framework should control the profiles under specific groups and corresponding policies (e.g., external public, court clerk, judicial officer, attorneys, law enforcement, etc.).
Manageability and Monitoring
A CMS solution should provide graphical user interface (GUI) management tools to automate repetitive tasks and manage the application environment.  Management tools should support delegation of roles within the application administration team (example: one group administers the Relational Database Management System while another group administers the Case Management System).  The application should allow delegation of user management by group or functional role.  
1. The CMS should have a unified management console. 
2. The Management framework should allow session monitoring, automatic log file scanning including database logs, and analytical capability of log files.
3. The CMS should provide remote GUI access for all aspects of application administration, including user account management, software updates, and application configuration.
4. The CMS interface must allow operations to be executed in batch form (example: modify the attributes of a set of users).
5. The CMS must allow user management tasks for a work group to be delegated to a member of the work group.
6. The CMS must allow application jobs (examples: reports, extracts, data loads) to be scheduled for unattended operation. 

7. The CMS should be able to initiate cases, generate documents, schedule cases, and perform financial transactions through configurable batch processes.
8. The CMS should have the ability to maintain a log of court-defined transactions.  
Usability and Customization
The CMS solution must have facilities to support configuration and upgrades.

1. The CMS needs to follow the standards established under the “Americans with Disabilities Act.”
2. The CMS should render a unified presentation interface for the external and internal users of the application.  This unified personalized view of the CMS will be controlled by appropriate authentication and authorization mechanism of an identity management system.  Access and privileges to the designated services should be based on the user profiles and authorization record with the identity management system.
3. The CMS should support the following capabilities:
· Addition of new data elements to the application database

· Associating new element to an existing dataset

· Limit allowable data values for the new data element

· Allowing new data element to be rendered through the reporting tool

· Secure the new data element throughout the application

4. The CMS must allow configuration of business logic within the application. 

5. The CMS must allow configurations to be maintained through application patches and upgrades.
6. The CMS should allow configurations to be migrated from test to production environments.
7. The CMS should have the following usability and presentation features:
· Accessibility to information for all concerned

· Optimum response to user requests
· Consistent visual appeal to the screens and forms

· Anticipate the users’ queries with respect to information, tools, and help

· Shortcut keystrokes to perform menu-based functions
Support
Facilities for on demand help are critical to ensuring adequate support for end users of a CMS.
1. The CMS solution should have consistent online documentation and help with index and search facility.
2. The CMS solution should have screen-sensitive online help and online topic based documentation.
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