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I. LEGAL AUTHORITY AND ARGUMENT

A. Lindquist Deliberately Used a Personal Cell Instead of
His Agency Cell to Transact Agency Business.

To be a public record, a record must be (1) a “writing”, (2)
“containing information regarding the conduct government or the
performance of any governmental ort proprietary function”, and be (3)
“prepared, owned, used or retained by any state or local agency regardless
of physical form or characteristics.” RCW 42.56.010(3).

There are two categories of records at issue here: cell phone billing
records for the 861 cell number and text messages sent to or from the 861
cell phone. There is no dispute both categories are “writings” meeting part
(1) of the definition. Amici newspaper associations and WCOG agree both
categories of records here meet all three parts of the test and are public
records. Amici Attorney General’s Office (“AGO”) agrees the text
messages could be public records but disagrees the cell phone bills should
be. The other Amici (“other Amici”) raise a parade of horribles arguing
why neither should be deemed public records based largely on facts not
present here and grounds not really at issue here or an impermissible
narrowing of the PRA.

Rather than deal with the “what ifs” and parade of horribles or the
result that might be declared in a case involving other level employees or

other facts, this Court must apply the above three-part test of a public



record to these records under the facts of this case. It need not, and should

not, reach the broad Constitutional and other claims the other Amici raise
on theories involving other types of public employees, and facts
dramatically different than those here.

This case involves the elected prosecutor for Pierce County Mark
Lindquist who was provided a government-issued and government-paid-
for cell phone but who nonetheless chose not to use that phone and to use
almost exclusively his personal cell phone (the “861 cell phone™) instead
for agency business.

There were 46 minutes worth of calls on June 7, 2011, on the 861
cell phone that Lindquist concedes were work-related. CP 25-26, 32-36.
There were 72 minutes worth of calls on August 2, 2011, on the 861 cell
phone that Lindquist concedes were work-related. Id. There were 41
minutes worth of calls on August 3, 2011, on the 861 cell phone that
Lindquist concedes were work-related. Id. That is more than two and a
half hours of work-related calls on the 861 cell phone just on these three
specific days. During this same time period, there was a total of less than
10 minutes per month of calls to anyone and for any purpose on
Lindquist’s agency-provided cell phone. CP 6-8, 24. It cannot reasonably

be disputed that Lindquist chose to use his personal cell instead of his



government cell to conduct agency business the vast majority of the time.
CP 5-8, 24, 25-26, 32-36, 374-402, 453, 681-682.

Lindquist also concedes there were at least 16 work-related texts sent
from or received by him on his personal cell between August 2, 2011, and
August 3, 2011, the time that someone contacted the Tacoma News
Tribune and convinced it to alter its story and delete the sentence that no
suspect had been identified in the death threat investigation. CP 81, see
also CP 26, 40, 63-64. Lindquist chose not to use his government-provided
cell to send these 16 text messages or any others.

B. Lindquist was on Notice that Using a Personal Cell to

Conduct Agency Business Created Public Records and
Subjected the Device to Access by the Agency.

It also cannot be ignored that the public official who chose to use his
personal phone to make these work-related calls and send these work-
related texts was an attorney, and the head of the prosecuting attorney’s
office and the elected head of that agency. Nor can it be ignored that for
many years prior to Lindquist making the choice to use his personal device
for these work-related calls and texts lawyers in CLEs and trainings and
publications that were widely circulated have been informing public
officials and public employees that use of a personal device for agency
business results in records that are public records being stored on the

personal device and subjecting the personal device to access by the agency



to retrieve those records. AGO Model Rules, in place years before
Lindquist made those work-related calls and texts from his personal cell,
recommended employees and officials forward communications on their
personal devices to agency servers and agency repositories to prevent their
personal devices from needing to be accessed — a measure Lindquist chose
not to do here.

Attached hereto as Appendix A are true and correct copies of just a
few samplings from the website of the Municipal Resource Service Center
(“MRSC”) of publications and example agency policies dated and posted
in 2010 or earlier on the MRSC website advising officials that use of a
personal cell for agency business created public records on the personal
cell and necessitated retention of the records and could result in agency
access to the device to retrieve public records. Appendix A includes:

e (A-1) Grandview 2008 personal cell phone policy, available at
http://www.mrsc.org/policyprocedures/G74CellPhonePol.pdf
(“Employees should be aware that work-related texts and voice
messages on cell phones are public records subject to the Public
Records Act. Employees have a duty to maintain such records in
accordance with the Washington Local Government Record
Retention Schedules.”™);

e (A-2) 2010 “Managing Your Electronic Communications”
PowerPoint available at
http://www.mrsc.org/search/searchresults.aspx?q=public%20hospi

tal%20commissioner;

e (A-3) Bellevue 2009 personal cell phone policy, available at
http://www.mrsc.org/policyprocedures/B44MobilePhone.pdf;



e (A-4) Sequim 2010 personal cell policy available at
http://www.mrsc.org/policyprocedures/S46Cell Allow.pdf;

e (A-5) Spokane 2010 personal cell policy available at
http://www.mrsc.org/policyprocedures/S73cellphones.pdf; and

e (A-6) full Everett 2010 cell phone policy, excerpt of which is
attached to the WSAMA amicus, available at
http://www.mrsc.org/policyprocedures/B44MobilePhone.pdf.

Further, the O’Neill v. Shoreline decision was decided in the

Division One Court of Appeals in 2008 and in the Washington State
Supreme Court in 2010 putting Lindquist on notice that the original
version and metadata of an agency-related communication sent to a
personal email and reviewed on a personal laptop was a public record that
needed to be maintained and provided, and that the personal device could

be subject to search by the agency for retrieval. Q’Neill v. Shoreline, 170

Wn.2d 138, 240 P.3d 1149 (2010) and O'Neill v. City of Shoreline, 145

Wn.App. 913, 187 P.3d 822 (2008). The Mechling v. Monroe decision

was issued by the Court of Appeals in 2009 putting Lindquist on notice
that personal emails of public officials related to agency business could be

public records subject to retrieval and production. Mechling v. Monroe,

152 Wn. App. 830; 222 P.3d 808 (2009).
Lindquist, and all public officials, were on notice in 2011 that using

a personal cell for agency business created public records on that device



and subjected that device to access by the agency to retrieve such records.
It is clear that Lindquist was aware in 2011 when he chose not to use the
government-provided cell phone and instead chose to use his personal cell
to make numerous work-related calls and send numerous work-related
texts that he was creating public records through his personal cell usage,
that those records would need to be maintained, and that his personal cell
and records would need to be accessed by the agency to retrieve those
records if they were requested.

This case is not about the firefighter husband who texts his teacher
wife that he will be late to dinner because of a fire, or the other innocuous
uses discussed by the other Amici. This case further does not prevent
agencies from allowing employees to use personal devices to save on costs
so long as employees follow the Model Rule guidelines or numerous other
posted policies and retain and forward work-related texts and records to
the agency for production. If an employee took steps to either not use a
personal device for work business or to assure the work-related records
were forwarded to an agency location, there would not be the risk of
intrusions the other Amici address because the employee would have
provided the public record to the agency to produce without need of his or

her personal device or records.



This is a case about a lawyer who surely knew the implications of
using his personal cell for agency business and yet did so anyway,
intentionally, leaving the government cell in the drawer unused and not
forwarding the work-related records to the agency for production. Instead,
he deleted texts as soon as one day after they were sent and took no steps
at the time to provide a copy to the agency.. If Lindquist had brought in
his personal laptop to prepare all of his official records for the agency
ignoring the government-provided desktop computer sitting on his desk,
this Court would likely have no trouble finding that intentional—and
unnecessary—usage of a personal device did nor preclude those records
from becoming “public records” under the three part test. Lindquist’s
intentional—and unnecessary—usage of his personal cell for his work-
related calls and texts similarly cannot prevent these records from being
public records.

C. The Records Here are Public Records.

Turning to the remaining two parts to the test for public records —
both sets of records “contain[] information regarding the conduct
government or the performance of any governmental or proprietary
function”. RCW 42.56.010(3), the second part of the test. The phone
records show the dates, times, duration and numbers called by Lindquist

or the dates, times, duration and numbers of calls received by Lindquist all



of which he concedes were work-related calls. The text messages will
show the actual texts sent by Lindquist or received by Lindquist which he
again concedes are work-related texts. Thus both sets of records contain
“information” regarding the conduct of government as they contain
information about the elected prosecutor’s performance of official duties.
If these records are either “prepared,” “owned,” “used” or “retained”
by the agency, then they are public records regardless of the nature of the
device on which they were created, used, or retained. AGO discusses
“creation” of a record as in an employee created a record as a public
record by owning, using, retaining or preparing a writing containing
information about a governmental purpose. This should not be read to
mean that preparation of a record is a more important or exclusive
requirement to find a record to be a public record as this is not supported
by the language of the PRA or case law. An individual employed by the
agency can “use” or “own” or “retain” a record on a personal device that
he or she never prepared and it can still be a public record of the agency.
In O’Neill, the Deputy Mayor received an email from a constituent at her
personal email address which she opened and read solely on her personal
laptop computer after working hours from her home. The email was a
writing and it contained information relating to the conduct of government

or the performance of a proprietary function as it related to a zoning mater



that would be addressed at an upcoming Council meeting. The Deputy
Mayor read this email to herself on her personal laptop and this reading of
the email was use of the record. She owned the email as she received it on
her personal email account and it was stored to her personal laptop
computer. She retained it — for a time — before she claimed she
inadvertently deleted it after it was requested through a PRA request. The
Deputy Mayor did not create this record so it was not “prepared” by her.
Nonetheless the Division One Court of Appeals and the Washington State
Supreme Court held the record, and its metadata, were public records — not
because the Deputy Mayor later mentioned it at a Council meeting but
because the email itself related to the conduct of government and the
Deputy Mayor used it by reading it to herself at her home on her laptop
after hours. The Deputy Mayor did not forward the metadata of this email
to a City email address and yet metadata, residing solely with the original
email on the Deputy Mayor’s personal computer and stored by her internet
service provider to its server, was also declared to be a public record of the
agency. The City never possessed the metadata on any City device or via
any City email as the metadata remained solely on the Deputy Mayor’s
original personal email and with her private email service provider. When
the Deputy Mayor deleted the original, and the sole copy was potentially

on the server of her personal internet service provider, the Supreme Court



remanded the case to the trial court for the agency to search the laptop and
try and recover the original email and its metadata or locate it from the
private internet provider.

If only records created by the employee could be a public record,
then the PRA would not use the words “owned, used, retained” and would
only use the word “prepared.” And the O’Neill case would not have found
an email which was only read by an official and was not prepared by an
official, and the metadata that resided solely on the personal computer and
the internet service provider’s server to be public records. This Court is
bound by the Supreme Court’s reasoning in Q’Neill and the plain
language of the PRA. So long as the record “contain[s] information
relating to the conduct of government or the performance of a proprietary
purpose” it can become a public record regardless of whether or not the
employee “created” the record.

1. The Text Messages

Agencies act through the actions of their employees and officials.
While an agency might “own” or “retain” a record as an entity, an entity
cannot really “prepare” or “use” a record except through the actions of the
individuals who run and make up the agency. Thus an agency can “use” a
record when the elected head of the agency “uses” that record. And the

agency “prepares” the record when the elected official prepares the record.
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Here, Lindquist prepared the work-related texts he sent, and he
“used” the work-related texts he received. As the agency acts through its
officials, Lindquist’s preparation of the texts and use of the texts is
preparation and use by the agency. Further, Lindquist’s receipt of texts by
others within the agency, or sending of texts to others in the agency, mean
that others within the agency, beyond Lindquist, have prepared or used the
same texts, and their actions are also the acts of the agency. If the other
recipients or senders used their government-provided cell, instead of a
personal one as Lindquist did, the agency further might have direct
retention of the texts as well as clear ownership of the texts as the agency
owns the texts sent and received from the agency-provided cell phones.
(The trial court barred Nissen from engaging in any discovery to explore
these issues, which was error, and requires remand for such exploration.)

Also, Nissen has argued, and no party or Amici has effectively
rebutted, that Lindquist, as the elected prosecutor is the “office” of the
Prosecutor and so Lindquist is the "agency”. RCW 42.56.010(1); Brief of
App. at 29-34. In this case, as Lindquist is the elected prosecutor — the
head of the agency, the speaking agent for the agency, the one who
decides what the agency will and will not do, and the one through which
the agency acts, Lindquist is “any office ... thereof” of the local agency

that is the Prosecuting Attorney’s Office, and thus under RCW
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42.56..010(1), Lindquist is the agency. Lindquist clearly “owns” the text
messages sent or received on his personal cell. And as he is the “agency”,
the “agency” in this case also owns them as well. (The agency may also
retain and own them by virtue of their having been sent to an agency-
provided cell phone or from an agency-provided cell phone, a fact that
was not explored due to the trial court’s barring of discovery.)

The records have also been retained at both Lindquist’s and the
County’s specific direction, and thus the records have also been “retained”
by the agency.

The Court need only find one of the verbs to have been met —
prepared, owned, used or retained. Prepared and used cannot be
questioned. The ownership issues is also established, making the
arguments related to unauthorized access meritless. Lindquist knew that
by choosing to use his personal cell to send work-related texts and by
refusing to use the government-provided cell phone or to forward the texts
to a government cell or server for storage, that he was creating a public
record on his personal cell and that he could be made to provide those
texts to the agency if they were requested. Lindquist created the problem
about which he now complains. It could have been avoided had he but
used his government-provided cell or forwarded the work-related texts to a

government server or device for retention and production. Lindquist

12



cannot deliberately create public records on his personal device and then
complain that he now must provide access to them.
2. The Cell Phone Records

The cell phone records are also “owned” by Lindquist, and as above,
as Lindquist is the agency the agency owns the records. Lindquist at the
time of the request “retained” the records as there were a number of PRA
requests some of which came after copies had been obtained. The records
need not have been prepared or used by Lindquist to be a public record as
they were owned, and only one verb is required to be shown to apply.

But as to the cell phone bills this Court need not even reach the issue
of whether or not Lindquist is the agency or whether the agency owned the
records because in this case the agency actually possessed the unredacted
billing records at a time a PRA request for them was issued and so the
agency itself “retained” the records at that time and the agency also “used”
those records to assess the application of the PRA and a PRA request for
them and to perform redactions.

Despite recent protestations, the record is clear the agency did
possess unredacted billing records. The Public Records Officer in a sworn
declaration admitted she reviewed the unredacted records to redact the
“personal calls.” See CP 445 and Corrected Brief of Respondent at 4.

Lindquist voluntarily brought in his unredacted records to allow the

13



agency to review them. This is not surprising as Lindquist ordered Nissen
to turn over to the agency Nissen’s personal cell phone records,
unredacted, to respond to a PRA request for Nissen’s records. See
Appendix B. Appendix B is an excerpt of the Clerk’s Papers from Glenda
Nissen v Pierce Co., et al., (“Nissen II”"), case number 45039-9-11, pending
before this Court involving the same parties here and similar claims. The
Clerk’s Papers show that Nissen was ordered to turn over her unredacted
personal cell phone records to the County to respond to a PRA request for
those records and that those records still reside with the author of the
WSAMA Amicus in this case who is acting as an assigned attorney/agent
for the County in that action. The Court can and should take judicial notice
pursuant to ER 201 of these Clerk’s Papers in this companion case
illustrating that despite other Amici’s claims production of records creates
constitutional violations that the Respondents here ordered Detective
Nissen to turn over her personal unredacted cell records for purposes of
production pursuant to a PRA request and she complied..

D. The Constitutional and Federal Statutory Restriction
Arguments Do Not Bar Production Here.

The other Amici argue a host of alleged constitutional violations by
access to or production of the text messages or phone records, but those

arguments ignore the precise facts at issue here. The agency did not search

14



Lindquist’s garbage or invade his home or tap his phone to retrieve these
records. Lindquist voluntarily brought in his cell phone records with the
consent that work-related records be released, and both he and the agency
have secured the text messages on the Verizon servers should those be
deemed to be public records. Lindquist has not said he would refuse to
authorize access to the text messages if found to be public records, and as
the AGO argues, it is reasonable to expect the elected prosecutor, who
created this problem for his agency by not retaining the texts on his device
or using his government-provided cell to send and receive them in the first
place, would facilitate access to these conceded work-related texts should
they be held to be public records or subject to in camera review for such a
determination. The Court should not reach the broad Constitutional
arguments and claims, some made only by Amici, when the subject here
provided the cell records and has never been asked by the agency or court
to lodge the text messages for in camera review or to produce them if
deemed to be public records.

RESPECTFULLY SUBMITTED this 14th day of February, 2014.

ALLIED LAW GROUP LLC
Attorneys for Appellant Glenda Nissen

o, ol 7. Sl

Michele L. Earl-Hubbard, WSBA #26454
P.O. Box 33744, Seattle, WA 98133
Telephone (206) 443-0200, Fax (206) 428-7169

15



Appendix A-1

Grandview 2008 personal cell phone policy



Grandview, WA
Personnel Policy Manual

Chapter 25
CELLULAR TELEPHONE USE POLICY

25.01 Policy Statement. The purpose of the Cellular Telephone Use Policy is to provide
guidance regarding the purchase and use of cellular telephones and establish the protocol for
reimbursement by employees for personal use of City cell phones.

It is the policy of the City to entrust employees with communications equipment for productivity
and safety reasons; and it remains employees’ responsibility to use such equipment prudently
such that the safety of themselves, their co-workers and the general public is always their top
priority.

Employees who abuse this policy for whatever reason may be subject to disciplinary action, up
to and including termination.

City-Owned Cell Phones

1.

Protocol for Assignment of City-Owned Cell Phones. A cell phone is considered a
requirement under one or more of the following conditions:

A. Job Responsibilities require an employee to be away from regular land line
access for long periods of time and communication by the employee is necessary
to fulfill job objectives.

B. Cellular telephone use enhances the employee’s personal safety on the job.

C. The employee’s role carries responsibilities such that the ability to conduct two-
way communication is necessary at all times.

No Right to Privacy. Employees have no right to privacy with respect to the use of City-
Owned Cell Phones. This includes any and all voicemails, social media messaging,
emails, text messages, call history and/or any other information stored on a cell phone,
regardless of whether stored in the device or in remote sites and/or with remote
services. The City has the right to inspect any and all City-Owned Cell Phones used by
employees for such information at any time and without notice.

Authorized use of City-Owned Cell Phones. Cell phones provided by the City are the
property of the City and are to be used to conduct City business as outlined below:

A. Cell phones should not be used for personal use, except for necessary work-
related situations such as unanticipated overtime or family emergencies. Calls of
this nature should be infrequent in number and brief in duration.

B. Employees must report non-work related, local and long-distance personal cell

phone charges to the City and reimburse the City at the per-minute rate the City
pays for minutes billable to the phone in excess of the “free-time” minutes.
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Grandview, WA
Personnel Policy Manual

C. Cell phone use in violation of any local, state, or federal law is prohibited. Cell
phone use in violation of City or department work policies or for the purpose of
personal financial gain is prohibited. Cell phones may not be used for blogging,
jokes, gambling, games, or social networking (e.g., Facebook, MySpace,
Twitter). Cell phone use for any discriminatory, derogatory, sexual, illegal,
unethical or otherwise inappropriate remarks or purposes is strictly prohibited.

D. Cell phone use and text messaging with a City-owned or privately-owned cell
phone is prohibited while the employee is operating a City-owned motor vehicle,
except as provided in RCW 46.61.667. Speaking on the cell phone while driving
should be done so only with a hands-free device. If no hands-free device is
available, the driver shall pull to the side of the road in a safe location prior to
answering or initiating cell calls. The use of hands-free technology is
encouraged.

3. Employee Responsibilities Regarding City-Owned Cell Phones.
A. Protect the City-owned cell phone from theft, loss or damage.

B. Immediately report loss or theft of a City-owned cell phone to your supervisor or
Department Director.

C. As cell phone calls are not secure, use discretion while making calls of a sensitive
or confidential nature.

D. Immediately return the telephone to your supervisor or Department Director if it
is determined that the phone is no longer necessary for your job or upon leaving
employment with the City.

Use of Personal Cellular Telephones to Conduct City Busines
The City recognizes that some staff members carry personal cell phones for their_personal use.

Use of those cell phones during business hours should be kept at a minimum to discourage
adverse impact on employee or co-worker performance and safety.

Employees using privately-owned cellular phones may be reimbursed by City for direct air time
for calls to conduct authorized City business when evidenced by a billing detail. Reimbursement
is made through the City’s expense claim process with the billing detail attached. City business
calls should be identified, including the name of the person/agency called and the reason for
the call.

Any violation of this Cellular Telephone Use Policy may result in disciplinary action, up to and
including termination.

Public Records Act — Employees should be aware that work-related texts and voice messages on
cell phones are public records subject to the Public Records Act. Employees have a duty to
maintain such records in accordance with the Washington Local Government Record Retention
Schedules.
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Appendix A-2

2010 “Managing Y our Electronic
Communications” PowerPoint
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Bellevue 2009 personal cell phone policy
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Mobile phones and mobile phone services must be acquired following both the City’s
purchasing policies and procedures and the most recent edition of the Technology
Resource Usage Policy and Work Rules issued by the Information Technology
Department. All City-provided mobile phone services and equipment are subject to the
approval of department directors or their designee

11 Usage Policy

The City of Bellevue audits all City-provided mobile phone services (voice minutes
used, text messages sent/received, and data service use) which include a review of the
monthly billing by the individual’s supervisor.

Most wireless transmissions are not secure. Therefore, individuals using wireless
services should use discretion in relaying confidential information. Reasonable
precautions should be made to prevent equipment theft and vandalism to City issued
mobile phones.

1.2 Personal Use of City-Provided Mobile Phones

The City of Bellevue issues mobile phones or provides a monthly mobile phone stipend
to allow efficient and cost effective execution of City business. Incidental personal use
of City-provided mobile phone lines is permitted. Any extra costs incurred, above what
the City would normally pay, for such personal use to be reimbursed to the City
according to paragraph 1.6 below.

If personal use of City-provided mobile phone lines becomes regular and on-going, the
employee may be moved to a monthly mobile phone stipend or asked to obtain a
personal mobile phone. See paragraph 1.5 below.

1.3. Shared and Vehicle-Installed City-Provided Mobile phones

Where a City-provided mobile phone is assigned to more than one individual or is
installed in a City vehicle, all individuals who make or receive personal calls on such
phones shall make a record of such calls to assist in reconciling the mobile phone bill.
Any extra costs incurred, above what the City would normally pay, for such personal
use is to be reimbursed to the City according to paragraph 1.6 below.

1.4. Reimbursement for Business Use of Personal Mobile Phones
Individuals who conduct City business on their personal mobile phones may apply for

reimbursement for such calls or texts. To receive reimbursement, the individual must
indicate the date and purpose of the call or text, and submit this information along with



the original phone bill. The reimbursement amount will be based on the cost of the City-
business calls that exceed the normal monthly calling plan cost.

1.5 City paid monthly stipend for use of personal Mobile Phones

At the department director’s discretion employees who would otherwise be provided with
a City issued mobile phone can request to receive a monthly stipend for using their
personal mobile phone for City business. The monthly stipend is paid through the payroll
system as a taxable benefit, and the amount of the monthly stipend is based on one of
three plan options as determined appropriate by the employee’s director, or designee:

A. Phone only $45 / month
B. Data plan $60 / month
C. Phone with data $85 / month

D. Wireless Priority Service $4.50 / month add on
(for some EOC/EOB members)

Stipend amounts for data plan and phone with data factor in a device replacement cost.

Employees who receive a monthly stipend agree to purchase a device that meets the
City’s technical standards, adhere to the City’s Smart Phone policy and use their personal
phone for City business (Smartphone Policy). In addition, employees must execute a
Monthly Mobile Phone Stipend Agreement to be submitted to the employee’s
manager/supervisor for approval. The monthly stipend process is administered and
overseen by the Finance and Information Technology departments.

1.6 Reimbursing the City for Personal Calls

Individuals who use City-provided mobile phones for personal use (calls or text
messages) are responsible for reimbursing the costs associated with the personal use.
The amount of the reimbursement to the City will be equal to the increase in monthly
charges to the City caused by the personal calls.

For example: The calling plan for a particular mobile phone is 60 minutes for $19.95
with additional minutes at $.25 per minute and $.20 per text message, and the person
assigned to the phone uses the phone for 5 minutes of personal calls and sends 5
personal text messages.

a. If the total minutes for all calls does not exceed the 60 minutes in the plan
during the month, the individual would owe nothing for the personal phone
calls and would owe $1.00 for the personal text messages

b. If the total minutes exceed the 60 minutes, the individual would owe $.25
for each minute over the 60 minutes, to a maximum of 5 minutes (the total
length of their personal calls.)
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How will | receive my monthly mobile phone stipend?

The stipend will be effective on either the 1¥ or 16" of the initial month. You will receive 50% of the
monthly stipend amount in each of your paychecks. The stipend is considered a taxable fringe benefit by
the IRS and therefore the stipend will be added to your taxable earnings and appropriate federal taxes will
be withheld each pay period.

If I’'m using my personal mobile phone to conduct City business, are my phone records considered public
records?

Public records include any information documenting City business, so just like any work you conduct on
personal devices (home e-mail account, personal computer, personal mobile phone or writing tablet you
liberated from a hotel room), if the information you are creating meets the definition of a public record,
you should preserve it just like you would any other public record.

If my phone records are considered to be a public record, does that mean they can be subject to a public
records request?

Yes, this is possible, but unlikely. The City has only had one public records request for mobile phone
records since 2006, and it was made by the State Auditor’s Office. This is not a frequent request.

Since this is a personal phone, are my phone nhumber and other personal details not related to work
subject to public disclosure?

No, personal information about City employees such as phone number (mobile and land line), home e-mail,
or home address are exempt from public disclosure under RCW 42.56.250(3). If there was a request for

your phone records, the City’s Public Records staff would work with you to determine what to collect, and
redact any information that is not subject to public disclosure. You will be kept in the loop on all of this.

What do | need to do to maintain my personal mobile phone records if they are a public record?

Maintain your records and information on your mobile phone just like you would if it was a city-owned
device. As a general rule, text messages should be kept short and simple (ie: I’'m at the inspection location;
can you call my next appointment and let them know I’'m running behind, etc.) which means they are
transitory records and can be deleted once their administrative use is completed. If you receive a voicemail
with specific details that you need to keep, take notes and maintain them as a record, or forward it to your
City desk phone. Maintain your phone bill just like you would any other bill after you pay it. For specific

guestions, contact Records Management: publicrecords@bellevuewa.gov.
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Q. Why are some employees not allowed to receive a stipend?

Q. Each Department needs to determine the most cost effective method for providing the appropriate level of
communication tools to their employees. Some Departments utilized pooled minute plans that allow staff
with varying levels of usage to maintain phones that cost as low as $9.99 each. In other situations the
Department has determined that the equipment is a tool that must be available to execute the job and the
risk of privately owned phones breaking and being unavailable for use is too significant.

Q. | receive a monthly mobile phone stipend and am having problems with my mobile phone or PDA. Who
do I call to resolve the problem?

A. You will work with your mobile phone provider to correct the issue. If your provider deems that the
connectivity problem is related to the City’s network you can contact ITD.

Q. | am going to receive a stipend. Can | buy any phone | want?

A. If you are receiving a stipend for voice only, you may purchase any phone you want. If you are receiving
either a data only or voice/data stipend you will need to purchase a phone/PDA that meets the City’s
standards and follow the City’s Smartphone Policy: Smartphone Policy

Q. lam on the EOC or EOB and currently have access to the National Communication Systems, Wireless

Priority System (WPS). Should I retain that coverage?

A. Yes! Employees currently authorized with the WPS will need to provide the Emergency Preparedness
Division with your new Mobile phone information so they can activate it for you. You will be provided an
additional monthly stipend of $4.50 to cover the additional cost that will be billed on your personal mobile
phone. If you should utilize the system during an emergency event you can submit any usage charges (5.75
each) for reimbursement.

Q. If I move to a stipend and get a new phone, will | be able to keep my work phone #?

A. Yes, let the new provider know that you want to port your existing number to the new account. You will

need to have the current city account number and 5 letter account code when you go sign up for service.
Both numbers are available from your Department’s phone account administrator.

The whole process should take 2 to 2.5 hours for the transfer to occur from your old phone.
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Personnel Policies and Procedures

sttt PRIVATELY OWNED CELL PHONE ALLOWANCE

REviEw kb : SEPTEMBER 17, 2010 (N ) PERSONSEL Errecrme: SEPTEMBER 17,2010

{ b ADMINISIRATIVE ~ RESOLLTION

L. PURPOSE.

This policy is intended to provide for and regulate City cell phone and data phone use by City employees.
It also provides policies for the use of employee owned phones for City business where the City partially
compensates the employee for such use. It is not intended to modily any collective bargaining agreement.

to

s

T

Il. POLICY.

The City of Sequim recognizes that cell phones are an imporiant and necessary tool in the perfor-
mance of certain employces™ job duties. For those employees who have a valid business purpose, the
City of Sequim provides cell phones for that employee’s City ol Sequim business use,  The determi-
nation of which City-owned phone and plan is appropriate for cach emplovee will normally be made
by the [T department.

I is preferred that a City-provided cellular device be used for City business. The use of private cell
phones for City business is discouraged. The reason for this is because a City-issued cell phone allows
standardization of equipment. the enforcement of sccurity policies. and the consisient review of billing
statements and compliance with Public Records Act and State Archivist requirements. Tracking of
private cell phone records is ditficult. However a personal cellular device may be used in lieu of a
City provided cellular device at the sol¢ discretion of the City Manager. If an authorized personal cell
phone is used for City business. the City will reimburse the user as set {orth in the Cell Phone
Allowance Contract.

The City Manager, at his’her sole discretion, may authorize a ceii phone allowance. Management and
certain other employees. at the option of the City Manager. may be eligible tor a cell phone allowance
in licu of a City-issued ceil phone. Only such employees who have a legitimate business need and
who would normally be eligible far a City-awned cell phone are eligible for consideration of the cell
phone allowance.

The request to utilize a privately-owned personal cell phone for City purposces and receive an
allowance must be approved by the City Manager. If approved. the amount of the allowance will be
based upon the cost of the City business portion of use and what the cost to the City would have been
to issue the employee a City-owned cell phone for such use.

Il approved for a cell phone allowance. the employee shall enter into a Cell Phone Allowance
Agreement, See Cell Phone Allowance Agreement below,

Pagel
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senee PRIVATELY OWNED CELL PHONE ALLOWANCE

Review +0: SEPTEMBER 17, 2010 (X ) PERSOANEL ErreeTe: SEPTEMBER 17,2010

{ J ARSMININIRATIVE — RESOT 1 T10N

9.

10.

Emplovees who receive a cell phong allowance are responsible tor:

¢ Purchase of cquipment

o Pavment of bills and charges. including cost for anv cosmetic or other extras associated with the
phone

e Account selup

e Notifying the City immediately if the monthly bill is less than the City allowance

s Applicable taxes (allowance is taxable income paid through payroll)

¢ Retaining six months of monthly billing records

» Upon request by the city, providing recent billing statements reflecting all business-refated phone

calls (personal phone use may be redacted)

The use of cell phones. whether owned by the employee or the City. creates a record of the number
dialed or the number ot the caller or both. When the cell phone is used for City business, a record of
such use is in nearly every case a public record subject to possible disclosure under the Public Records
Act. Similarly. any message relating to City business that is left on a cell phone, whether owned by
the emplovee or the City, is, in nearly every case, a public record subject 1o possible disclosure under
the Public Records Act.

Employees receiving a cell phone allowance must retain an active cell phone contract with a wireless
provider as tong as the cell phone allowance 1s in place.

Use of the cell phone in any manner contrary to local, state or federal laws will constitute misuse and
will result in immediate termination of the cell phone allowance,

The City will not provide technical support for personal cell phones. except tor limited support for
data communication with the City’s network for those authorized to have the ability to do so.

. An employee operating a moving motor vehicle while holding a wireless communication device to his

or her car is guiity of a tratfic infraction with the exception of City employees operating certain
emergency vehicles and when reporting certain emergencies or illegal activity or to prevent injury.
Generally speaking. except for the exceptions listed above and in state law, employees using cell
phones in a moving vehicle must utilize a hands-free device and may not text message while driving.

. It is recognized that different cell phone allowance rates may apply depending upon the type of cell

phone usage deemed necessary by the City Manager. For instance. business use of cell phones with
data capabilily is more expensive than business use ol ¢ell phones without data capability.

Page2
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st 1 PRIVATELY OWNED CELL PHONE ALLOWANCE

_ o (X ) PERSONNEL Ertrcme: SEPTEMBER 17,2010
Resview vo: SEPTEMBER 17, 2010 U ) ADMINISIRA IV — RESOLL 110N

I1.  PROCEDURE.
Lmployecs approved for a cell phone allowance for use of their privately-owned cell phone for City

business shall sign both the Cell Phone Allowance Agreement and the City of Sequim’s Phone. [nternet.
Computer & E-Mail Use Policy Acknowledgement.

CELL PHONE ALLOWANCFE AGREEMENT

Date: [

Employee Name: l _
[ City 1D: Paygroup: (Please Check One){ ) Monthly

{ ) Semi-Monthly ( ) Weekly _

| Job Title:
_ Department:
! Position Number (Input by Finance):

Allowance Amounat: $( )50 ()25() One-Time Equipment Payment: $

{ ) Data phone smart phone™ ({ ) Cell phone only

All cell phone allowance payments are departmental responsibility and considered other compensation
charged to account . The cell phone allowance will start at the next scheduled monthly pay date.
Appropriate payroll taxes on the allowance amount will be withheld from the paycheck. and the amount of
the allowance will be included on the year-end W-2. The allowance does not constitute an increase to
base pay. and will not be included in the calculation of percentage increases to base pay due to annual
raises, job upgrades. bonuses. benefits based on a percemage of salarv. elc.

Emplovee Certification and Signature:

I certify that | have read. understood. and intend to comply with Sequim's Cell Phone and E-Mail Policy
and Privately Owned Cell Phone Allowance Policy.

Signature Date

City Manager Approval:

| have approved this employee for the Privately Owned Cell Phone Allowance.

Signature Date
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L//’f#—" Personnel Policies and Procedures

srsnct PRIVATELY OWNED CELL PHONE ALLOWANCE

o . { X } PERSONNEL EFFrcTIVE: SEPTEMBER 17, 2010
Review e SEPTEMBER 17,2000 | 1 | i ive - RESOLUTION ’

IV. APPROVAL OF POLICY.

e

Steve C. Burkett. City Manager

V. ACKNOWLEDGEMENT.

This is to acknowledge that I have read and understand the City of Sequim’s Phone. Internet. Computer &
E-Mail Use Policy.

[ understand that any and all messages whether voice or email are the property ol the citizens of Sequim
and as such can be reviewed with a proper request.

[ understand that failure to follow the provisions of this policy could lead to the loss of my computer

system privilege and/or other disciplinary action. including termination. | am also aware that the City
reserves the right to change this policy at any time.

Name:

Title:

Signature:

Date:

Puaged
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SPOKANE, WA
CITY OF SPOKANE ADMIN 0040-10-06
ADMINISTRATIVE POLICY AND PROCEDURE LGL 2009-0022

TITLE: Wireless Communication Devices (Cell Phones)
EFFECTIVE DATE: June 10, 2009

REVISION EFFECTIVE DATE: November 17, 2010

1.0 GENERAL

1.1 The purpose of this policy is to provide guidelines regarding wireless
communication devices. This policy enables the City of Spokane to meet
its fiduciary responsibility to the taxpayers. It is recognized that the day-to-
day operations of the workforce require voice and data communications
and there is often a need to communicate when access to a regular
telephone or computer is unavailable. Wireless communication devices
are a valuable resource for certain personnel in order to conduct City
business in an effective and timely manner.

1.2 TABLE OF CONTENTS

1.0 GENERAL

2.0 DEPARTMENTS/DIVISIONS AFFECTED
3.0 REFERENCES

4.0 DEFINITIONS

50 POLICY

6.0 PROCEDURE

7.0 RESPONSIBILITIES

8.0 APPENDICES

2.0 DEPARTMENTS/DIVISIONS AFFECTED

This policy shall apply to all City divisions, departments, and employees.

3.0 REFERENCES

United States Code Title 26, Subtitle A, Chapter 1, Subchapter B, Part 1, Section 61(1)(1)
IRS - “Taxable Fringe Benefit Guide”

Chapter 42.56 RCW - Public Records Act

RCW 46.61.667 - Cell Phones

RCW 46.61.668 - Text Messaging



4.0

5.0

DEFINITIONS

4.1

“Wireless Communication Device” is any device that is used, by any
measure, to send or receive wireless voice or data transmissions,
commonly referred to as cell phones (hereinafter “cell phones”). This does
not include the City’s two-way radio devices.

POLICY

5.1

5.2

5.4

The City of Spokane recognizes that cell phones may be an important and
necessary tool in the performance of certain employees’ job duties. For
those employees who have an approved and valid business purpose, the
City of Spokane will, subject to specified terms and restrictions, provide a
City owned cell phone for that employee’s business use. For those
employees who regularly use a personal cell phone for City of Spokane
business purposes, a cell phone allowance may be provided.

It is the intention of the City to strictly curtail and limit the number of City
owned cell phones with internet and/or data capability. When internet or
data capability is warranted, it is the intention of the City to make such
provision by means of a cell phone allowance as specified herein.

The determination of which phone and plan is appropriate for each
employee will be made by the Management Information Services (MIS)
Department, except for Police and Fire department employees, whose
phone and plan will be determined by their respective departments. This
determination will be made by taking into account the employee’s individual
job duties and related wireless communications needs. These needs will be
determined by consulting with the department/division head and when
necessary, the employee. Based on these individual needs, it will be the
responsibility of MIS/Police/Fire to procure the most cost effective
alternative of cell phone and plan. State contracts, pooling of minutes, and
free phone offers are examples of the methods that will be used to establish
the most cost effective alternative for cell phones and plans.

To meet the City's goal to strictly curtail and limit the number of City-owned
cell phones, especially those with internet and/or data capacity, an
employee may be eligible to receive a cell phone allowance. Only
employees who have a legitimate business need, and who would normally
be eligible for a City-owned cell phone are eligible for the cell phone
allowance. The request to utilize a personal cell phone for regular business
purposes and receive an allowance must be approved by the employee’s
department or division head. If approved, the amount of the allowance will
approximate the business portion of use, and what the cost to the City
would have been to issue the employee a City owned cell phone.



5.5

5.6

5.7

5.8

59

Determination of eligibility and the dollar amount of the allowance is made
at the department/division head level, but must be approved by the City
Administrator. The allowance must be within the guidelines and dollar

limits established under this policy. [SEE APPENDIX 1: CELL PHONE
ALLOWANCE TIERS]

If an employee chooses a cell phone allowance, the employee shall enter
into a Cell Phone Contract with the City, which must be active as long as a

cell phone allowance is in place. [SEE APPENDIX 2: CELL PHONE ALLOWANCE
CONTRACT]

Regardless of whether or not an employee receives a cell phone
allowance, all City employees are allowed to use discounted plans for their
personal plan from any provider offering these City employee discounts.

City of Spokane employees receiving a cell phone allowance are
responsible for:

= Purchase of equipment

* Payment of bills and charges, including cost for any cosmetic or
other extras associated with the phone

»  Account set up

= Notifying the City immediately if the monthly bill is less than the City
allowance

»  Applicable taxes (allowance is taxable income, paid through payroll)

s Retaining six (6) months of monthly billing records

= Upon request by the City, providing recent billing statements
reflecting all business related phone calls. Personal phone use may
be redacted.

The use of cell phones, whether owned by the employee or the City
creates a record of the number dialed or the number of the caller. When
the cell phone is used for City business, that record is, in nearly every
case, a public record, subject to possible disclosure under the Public
Records Act. Similarly, any message relating to City business that is left
on a cell phone, whether owned by the employee or the City, is, in nearly
every case, a public record, subject to possible disclosure under the
Public Records Act.

6.0 PROCEDURE

6.1

Determination of Cell Phone Eligibility

6.1.1 Eligibility is based on the need for frequent use of a cell phone,
such as an employee who needs to be frequently available for
emergency contact, and whose duties require him/her to be quickly



6.2

6.3

6.1.2

contacted, anywhere, anytime as determined by his/her supervisor
and department/division head.

Employees leaving City employment must turn in city-owned cell
phones to the MIS/Police/Fire department as part of their
termination process. Employees transferring or promoting within the
City must coordinate their prior cell phone hardware and account
with MIS, and eligibility in the new department or position must be
re-established.

Determination of Phone, Plan or Allowance

6.2.1

6.2.2

The cell phone model, plan attributes, and dollar amount of the cell
phone allowance should cover the employee's projected business-
related needs and expenses only. Basic equipment costs and the
employee’'s cell phone use related to business should be
considered. Costs for non-business-related cosmetic or technical
extras and upgrades cannot be considered.

Departments are responsible for projecting business use to the best
of their ability, and for communicating this estimate to the MIS
Department. The MIS Department will be responsible for
purchasing all City-owned cell phones and establishing plans with
cell phone providers. Departments with special needs must identify
such to MIS prior to purchase. MIS will utilize its expertise, and
purchase the most cost effective option of phones and plans to
meet the departments’ business requirements. The MIS
Department will establish a standard menu of phones and plans.
The standards will represent the options that best meet the City's
business needs at the lowest cost. The same needs analysis,
standard hardware and plans, and most cost effective options will
be utilized by the Police and Fire departments for their cell phone
users. Employees requesting a phone or plan in excess of the
standards must have written approval from the City Administrator.

Establishing a Cell Phone Allowance Contract

6.3.1

The allowance process is initiated by the employee by completing a
Cell Phone Allowance Contract, and obtaining approval through the
appropriate channels. The employee will attach to the form a copy
of his/her cell phone contract or a current cell phone bill. The forms
are to be submitted to the department/division head for eligibility
and dollar allowance determination. Once approved, the
department/division head will submit the forms to the Accounting
Department to facilitate MIS and City Administrator approval. After
final approval, the Payroll unit in the Accounting Department will set



6.3.2

up the monthly allowance plan. The allowance will be paid through

the employee’s normal payroll check on a monthly basis. [SFE
APPENDIX 2: CELL PHONE ALLOWANCE CONTRACT]

When an employee moves from a City owned cell phone/plan to a
personal plan with an allowance, the ownership of their City phone
will transfer to the employee at no cost. If the employee purchases
a new phone with his/her new personal plan, the employee must
turn in his/her previous City phone to the MIS department.

6.4 Use of Cell Phone

6.4.1

6.4.2

6.4.3

Except for incidental personal use, City owned cell phones are to
be used for business purposes only. Incidental personal use is
defined as use that is infrequent and insubstantial. Incidental
personal use phone calls are to be made at times that do not
adversely affect the performance of official duties and are brief in
duration and frequency. Whenever possible, incidental personal
calls are to be made during breaks. Use of a City-owned cell phone
for other than City business or personal incidental use will result in
the entire cost of the phone and plan to be added to the employee’s
taxable wages as a taxable fringe benefit.

For employees receiving a cell phone allowance, the employee
must retain an active cell phone contract with a wireless provider as
long as a cell phone allowance is in place. If the employee is
receiving a cell phone allowance based on data usage, his/her
contract must provide for unlimited data use (or the maximum level
of data plan offered). Because the cell phone is owned personally
by the employee, and the allowance provided is taxable income,
the employee may use the phone for both business and personal
purposes, as needed. Personal use should be kept at a minimum
during the employee’s working hours. The employee may, at his or
her own expense, add extra services or equipment features, as
desired. Use of the device in any manner contrary to local, state, or
federal laws will constitute misuse, and will result in immediate
termination of the cell phone allowance. The City will not provide
technical support for these personal cell phones, except for limited
support for data communication with the City’s network, for those
authorized to have the ability to do so.

City employees operating a moving motor vehicle while holding a
wireless communications device to his or her ear is guilty of a traffic
infraction with exception of a City employee operating:

a. an authorized emergency vehicle, or a tow truck responding
to a disabled vehicle;



6.4.4

6.45

b. a moving motor vehicle using a wireless communications
device in hands-free mode;

C. a moving motor vehicle using a hand-held wireless
communication device to report illegal activity, summon
medical or other emergency help, prevent injury to a person
or property, or relay information that is time sensitive
between a transit or for-hire operator and that operator's
dispatcher, in which the device is permanently affixed to the
vehicle; or ‘

d. a moving motor vehicle while using a hearing aid.

For purposes of this section, “hands-free mode” means the use of a
wireless communications device with a speaker phone, headset, or
earpiece.

City employees operating a moving motor vehicle who, by means of
an electronic wireless communications device, sends, reads, or
writes a text message, is guilty of a traffic infraction with exception
of a City employee operating:

a. an authorized emergency vehicle;

b. a voice-operated global positioning or navigation system that
is affixed to the vehicle and that allows the user to send or
receive messages without diverting visual attention from the
road or engaging the use of either hand; or

of a moving motor vehicle while using an electronic wireless
communications device to report illegal activity, summon
medical or other emergency help, prevent injury to a person
or property, or relay information that is time sensitive_between
a transit or for-hire operator and that operator's dispatcher, in
which the device is permanently affixed to the vehicle.

A person does not send, read or write a text message when he or she
reads, selects, or enters a phone number or name into a wireless
communications device for the purpose of making a phone call.

In many cases, cell phones operate as a camera or as a way to
access the internet or email. Employees operating a city-owned
cell phone in these capacities must comply with City of Spokane
policy ADMIN 0620-06-56, “Internet Access,” and City of Spokane
policy ADMIN 0620-05-055, “Email.”



6.5 Cell Phone Allowance Documentation and Review Requirements

6.5.1 A copy of the Cell Phone Allowance contract will be kept on file in
the Accounting Department. Affected employees’ monthly wireless
provider billing records that establish business use are subject to
a