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WASHINGTON CALL IN NUMBER:

COURTS

Judicial Information System Committee (JISC)
Friday, September 05, 2014 (10:00 a.m. — 2:00 p.m.)
800-591-2259 pc: 288483

SeaTac Facility: 18000 INTERNATIONAL BLVD, SUITE 1106, SEATAC, WA 98188

AGENDA

Call to Order
1. a. Introductions
b. Approval of Minutes

Justice Mary Fairhurst

10:00 -10:10

Tab 1

JIS Budget Update
a. 13-15 Budget Update
b. JIS Revenue Update
c. Supreme Court Budget Comm Update

Mr. Ramsey Radwan, MSD Director

10:10 - 10:30

Tab 2

JISC Rule and Policy Amendments
Decision Points
a. JIS General Policy
3. 1. Approve JIS General Policy
Amendment
b. JISRule 13
2. Approve Rule 13 Amendment

Ms. Vicky Cullinane, Business Liaison

10:30 — 11:30

Tab 3

JIS Priority Project #2 (ITG 2):

Superior Court Case Management Update
4, a. Project Update

b. Independent QA Report

c. JIS/SC-CMS Integration Update

Ms. Maribeth Sapinoso, PMP
Mr. Allen Mills, Bluecrane
Mr. Kumar Yajamanam

11:30 - 1:00

Tab 4

Lunch (Working)

12:00 — 12:20

JIS Data Standard
a. Stakeholder Feedback Update

Mr. Eric Kruger, Architect

1:00 - 1:20

Tab 5

ClO Report
a. Staffing Update — Keith Curry, PMP
b. SSN Update
IT Security Assessment for the
Appellate Courts
d. Disaster Recovery Audit Report
e. Response Letter to BJA

Ms. Vonnie Diseth, ISD Director

1:20 - 1:35

Tab 6

Committee Report
a. Data Dissemination Committee

Judge Thomas Wynne

1:35 - 1:45

8. | Meeting Wrap-Up

Justice Mary Fairhurst

1:45 - 2:00

Information Materials
a. ISD Monthly Report
b. ITG Status Report
c. |IT Portfolio Report

Tab 7

Persons with a disability, who require accommodation, should notify Pam Payne at 360-705-

5277 Pam.Payne@courts.wa.gov to request or discuss accommodations. While notice 5 days prior to the event is

preferred, every effort will be made to provide accommodations, when requested.




mailto:pam.payne@courts.wa.gov
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Future Meetings:
2014 — Schedule

October 24, 2014
December 5, 2014

2015 — Draft Schedule

February 272015 — Alternate March 6, 2015
April 24, 2015

June 26, 2015
August 28, 2015
October 23, 2015
December 4. 2015






JUDICIAL INFORMATION SYSTEM COMMITTEE
June 27, 2014
10:00 a.m. to 2:00 p.m.
AOC Office, SeaTac, WA

DRAFT - Minutes

Members Present: AOC/Temple Staff Present:
Justice Mary Fairhurst, Chair Mr. Kevin Ammons
Mr. Larry Barker Ms. Kathy Bradley
Judge Jeanette Dalton Ms. Marie Constantineau
Ms. Callie Dietz Ms. Vicky Cullinane
Ms. Delilah George Ms. Vonnie Diseth
Judge James Heller Mr. Mike Keeling
Mr. William Holmes Mr. Eric Kruger
Mr. Rich Johnson Ms. Renee Lewis
Ms. Joan Kleinberg Mr. Dirk Marler
Judge J. Robert Leach Ms. Terry Overton
Ms. Barb Miner Ms. Pam Payne
Mr. Jon Tunheim Ms. Maribeth Sapinoso
Ms. Aimee Vance Ms. Heather Stoffle
Ms. Yolande Williams Mr. Mike Walsh
Judge Thomas J. Wynne Mr. Kumar Yajamanam
Members Absent: Guests Present:
Chief Robert Berg Mr. Allen Mills
Judge Steven Rosen Judge Veronica Alicea-Galvan

Judge Corina Harn

Brian Rowe

Othniel Palomino

Brooke Powell

Christine Cook

Enrique Kuttemplon

Judge Jeff Ramsdell (Phone)
Judge David Svaren (Phone)
Mike Killian (Phone)

Call to Order

Justice Mary Fairhurst called the meeting to order at 10:00 a.m. and introductions were made.
April 25, 2014 Meeting Minutes

Justice Fairhurst asked if there were any additions or corrections to the April 25, 2014 meeting
minutes, hearing none, Justice Fairhurst deemed them approved.

JIS Budget Update (13-15 Biennium)

Ms. Renee Lewis provided the budget update for the 2013-2015 biennium. The green sheet,
representing the amount allocated for projects listed, shows the expenditures and current
allocations for the current biennium for the INH, SC-CMS, AC-ECMS, and the equipment
replacement projects. Expenditures are on track and, staffing is at almost full capacity.

Ms. Lewis presented information on the 15-17 Preliminary JIS Decision Packages, indicating
that the proposed budget requests will be forwarded from the Supreme Court to the legislature
sometime in October or November 2014.
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Motion: Judge Thomas J. Wynne

| move to pass the budget as presented in the JISC Decision Package.

Second: Judge J. Robert Leach

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Callie Dietz, Ms. Delilah
George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms. Joan Kleinberg,
Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance, Ms. Yolande
Williams, and Judge Thomas J. Wynne

Opposed: None

Absent: Chief Robert Berg, Judge Jeanette Dalton, and Judge Steven Rosen

IT Security

Mr. Terry Overton, Information Security Officer presented a “Change Request” to Section 4, of
the JIS General Policies document. The suggested change regarded a current requirement that
all personal computers connected to the JIS be configured with a password protected
screensaver, that activates at 15 minutes of inactivity. The current policy, as worded, does not
provide for any exceptions, so AOC cannot react to changing business conditions or evolving
technology.

AOC had received requests to adjust computer configurations, allowing for a longer period of
inactivity before applying the screensaver. The resultant change would reduce the frequency at
which a user was required to re-enter their credentials, and “unlock” the computer. Attempting
to predict scenarios where exceptions should be approved, and incorporating them into the
policy (effectively pre-approving certain scenarios), was judged to be a cumbersome and
temporary fix. The recommendation was therefore to delegate authority to the ISD CIO, to
assess such requests and make a determination based on their merit and security impact.

The verbiage amends sections 4.1.6 and 4.4.1.3, and adds paragraph 4.1.6.1. The overall
result is to reinforce the necessity and intent of the existing policy, reiterate that the control was
essential and may not be disabled, and providing a process for evaluating business functions
negatively impacted by the control and making reasonable adjustments.

Motion: Mr. Rich Johnson

I move to amend JIS General Policies, Sections 4.1.6, 4.1.6.1, and 4.4.1.3 as indicated in
the attached draft.

Second: Ms. Yolande Williams

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Callie Dietz, Ms. Delilah
George, Mr. William Holmes, Mr. Rich Johnson, Ms. Joan Kleinberg, Judge J. Robert Leach,
Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance, Ms. Yolande Williams, and Judge
Thomas J. Wynne
Opposed: None
Absent: Chief Robert Berg, Judge Jeanette Dalton, Judge Heller, and Judge Steven Rosen





JISC Minutes
June 27, 2014
Page 3 of 11

ITG #2 - SC-CMS Update

Ms. Maribeth Sapinoso provided an update on the SC-CMS project to the JISC. Ms. Sapinoso
began with the most recent activities completed by the project team since the last JISC meeting
followed by project activities that are currently in progress. Within the next few months, the
project will continue to target completing outstanding contract amendments with Tyler
Technologies, plan for technical readiness with the Early Adopters, and complete the first set of
statewide person data and pilot site data conversion review. The Project will also conduct
Odyssey Hands-On demonstration for the County Clerks at the AOC training lab in July followed
by the first Odyssey training for the Pilot Sites’ Power Users for a period of one week.
Upcoming Odyssey webinars and DMS demonstrations were announced for the new few
months.

Two Decision Points were presented to the JISC for vote:

1. Approve New Project Steering Committee Charter
2. Local Cost Implementation Rules

Motion: Judge J. Robert Leach

1. I move that the JISC approve the revised SC-CMS Project Steering Committee
Charter, v2.0, dated June 5, 2014.

Second: Judge Thomas J. Wynne

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Callie Dietz, Ms. Delilah
George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms. Joan Kleinberg,
Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance, Ms. Yolande
Williams, and Judge Thomas J. Wynne

Opposed: None

Absent: Chief Robert Berg, Judge Jeanette Dalton, and Judge Steven Rosen

Motion: Justice Mary Fairhurst

3. I move that the JISC approve the SC-CMS Project Steering Committee’s
recommendation regarding state and local implementation costs subject to the
parameters set forth in the attached addendum — “SC-CMS Implementation Cost Rules”.

4. ***The motion was amended to include language that state resources to apply to SC-
CMS are limited and require Legislative appropriations. There was discussion that if the
State cost exceeds the available funds, funding may be subject to legislative
appropriations.

5. **The motion was amended to only be approved for pilot courts. There was discussion
that the specific costs are currently not known for local implementation and that after the
pilot courts implementation the project team will have a better idea of exactly what costs
were incurred in each of the categories. It was agreed that after the pilot courts, the
Project Steering Committee would re-visit the local implementation costs and bring back
to the JISC a more specific estimate as to what local implementation costs may be for
early adopters and statewide rollout.
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6. After discussion, request was made to clarify the People Costs for “Travel”.
Recommendation was to break out state cost for travel reimbursement for required
attendees while local costs applied to travel reimbursement for optional attendees.

7. Barb Miner said that on behalf of the clerks she would not be able to vote yes on this
motion as originally written because of the costs added to the local counties in the cost
categories. Members then reviewed the cost categories specifically about the state vs.
local determination on the local integration costs for applications (i.e. document
management systems and other non-DMS systems) as depicted in the chart being a
local cost. ****After discussion, the members agreed that the motion was to include
changing the cost category allocation under Technology — local application integration to
read “TBD” in both state and local columns

8. The motion passed as stated with the amendments above; 1) restricting the approval to
pilot courts only 2) changing the cost categories to “TBD” for local application
integrations.

Second: Ms. Barb Miner

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Judge Jeanette Dalton, Ms. Callie
Dietz, Ms. Delilah George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms.
Joan Kleinberg, Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance,
Ms. Yolande Williams, and Judge Thomas J. Wynne

Opposed: None

Absent: Chief Robert Berg and Judge Steven Rosen

Mr. Allen Mills provided an update on the Independent Quality Assurance Report. With the
project budget no longer in jeopardy, there are three concerns: 1) schedule management,
particularly with the integrations components from INH and COTS Prep; 2) an application
architecture risk from implementing document management for the SC-CMS Project; and 3)
ancillary systems that duplicate the functionality of Odyssey (however, this risk has been tabled
for the time being as other issues are worked on).

JIS Data Standard

Mr. Eric Kruger presented a summary of the Standards for Automated Court Record Systems as
follows.

JISC Rule 13 requires that courts must request approval from JISC to leave the centralized JIS
and to use a Local Court Automated Record System. Some courts are already using local
systems and some courts are contemplating moving to a local system. The SC-CMS budget
was approved with a proviso that requires that JISC and AOC develop statewide court data
collection and exchange standards.

The purpose of the standards are to ensure the integrity and availability of statewide information
on which all courts, judicial partners, AOC, and the public depend, and to provide guidance to
courts for what is required if they chose to implement and operate a Local Court Automated
Record System.
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The primary approach to developing the standards was to minimize the impact to all
stakeholders, both those that need to provide the data and those that need to use the data. The
balance between data providers and data consumer’s results in: collecting only the minimum set
of data that is needed; collecting only data that has a clear business rationale; and
standardizing data across court levels.

The standards are needed to: support state statutes; support judicial decision making; calculate
judicial needs; continue data sharing with judicial partners; maintain caseload statistics; and
support research and legislative analysis.

The lack of a standard has negative consequences. Public safety would be jeopardized by
incomplete information being available for judicial decision making or data from different
systems not being understood. Also, there would be extra work for court staff if multiple
systems must be accessed to get the necessary information.

After the standards presentation, Ms. Vonnie Diseth presented the decision point
recommending that the standards be approved. The JISC unanimously approved the proposed
standards.

Judge Wynne moved to amend the RCW reference on page 6, subparagraph (A)(1)(e) from
“10.97.050 to 10.97.045.”

Motion: Justice Mary Fairhurst

| move that the JISC approve the attached JIS Standards for Local Automated Court
Record Systems, as amended by Judge Wynne, subject to continuing input from
concerned parties, with the expectation that the JISC will have as much back as
possible by the next JISC meeting in September.

Second: Judge Thomas J. Wynne

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Judge Jeanette Dalton, Ms. Callie
Dietz, Ms. Delilah George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms.
Joan Kleinberg, Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance,
Ms. Yolande Williams, and Judge Thomas J. Wynne

Opposed: None

Absent: Chief Robert Berg and Judge Steven Rosen

ITG #4 — CLJ-CMS Project Initiation

Mr. Michael Walsh presented the project update on the Courts of Limited Jurisdiction Case
Management System (CLJ-CMS) project. Recent activities included the kickoff of the Project
Steering Committee meeting. At the initial meeting, Lynne Campeau was elected as
Chairperson and the committee approved appointments of the Court User Work Group (CLJ-
CMS CUWG) members. The first CUWG meeting is scheduled for July 30-31, 2014. The
project team is determining assignments and creating work group materials in preparation for
the meetings.
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The Project Management Plan, which is a comprehensive list of the subsidiary project plans
such as risk management, change management, and the project work schedule, is completed
and under review by AOC Management.

A follow up from the last JISC meeting was for the DMCJA, DMCMA and the MCA to conduct a
review of the project steering committee representation. The outcome of the review was the
addition of Judge Donna Tucker to the Court User Work Group as a non-voting representative
of the DMCJA.

The Governance Plan, which was reviewed and approved by the Project Steering Committee,
was submitted to the JISC for their approval. The Committee approved the plan on the
condition that the “Project Management Team” labeling be consistent between the Organization
Chart, Escalation Tolerances table, and the Roles and Responsibilities chart.

During the discussion of Active Project Risk, Committee member Rich Johnson was confused
by the explanation of Risk 1 — “The CLJs do not share a single vision of what services AOC
should provide on a state-wide basis”. The mitigation action did not seem to align to the project
risk action. Mr. Walsh agreed that the statement, which was summarized from the project risk
log, was not clear and that he would work to bring clarity to the statement for the next JISC
meeting.

Two Decision Points were presented to the JISC for vote:

1. Approve the CLJ-CMS Project Charter, Steering Committee Charter, and Court User
Work Group (CUWG) Charter
2. Appoint Steering Committee Members

Motion: Ms. Yolande Williams

I move that the JISC amend the Court User Workgroup (CUWG) Charter for the Courts of
Limited Jurisdiction Case Management System Project to add a non-voting representative
from the DMCJA from a court that has not committed to use the statewide case
management solution provided by AOC.

Second: Ms. Aimee Vance

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Callie Dietz, Ms. Delilah
George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms. Joan Kleinberg,
Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance, Ms. Yolande
Williams, and Judge Thomas J. Wynne

Opposed: Judge Jeanette Dalton

Absent: Chief Robert Berg and Judge Steven Rosen

Motion: Ms. Callie Dietz

| move that the JISC approve the Governance Plan for the CLJ-CMS project as
recommended by the CLJ-CMS Steering Committee.

Second: Judge James Heller

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Callie Dietz, Ms. Delilah
George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms. Joan Kleinberg,
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Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance, Ms. Yolande
Williams, and Judge Thomas J. Wynne

Opposed: None

Absent: Chief Robert Berg, Judge Jeanette Dalton, and Judge Steven Rosen

BJA Request

In March of 2014, the Board for Judicial Administration asked all judicial branch entities,
including the JISC, to review their committees and look for opportunities to merge, restructure,
or eliminate some groups to improve efficiency and effectiveness. The JISC discussed the
request at its last meeting, and following that meeting Justice Fairhurst sent a questionnaire to
the chairs of the JISC subcommittees. The chairs of each committee responded with their
recommendations on whether the committee should continue to exist or be abolished. The
recommendations were to continue the Accounting Workgroup, the JIS Codes Committee, the
JISC Executive Committee, the Data Dissemination Committee, the IT Governance groups, and
the project committees. The chairs recommended abolishing the Data Management Steering
Committee, the JIS Local CMS Policy Workgroup, and the JISC Baseline Service Level
Workgroup.

Motion:

| move that the JISC approve the JISC subcommittee Chair's recommendations, as
stated in the attached JIS Committee Recommendation Summary, regarding
whether or not their subcommittees should continue or be abolished; and that
Justice Fairhurst respond to the Board for Judicial Administration on behalf of the
JISC.

Second:

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Callie Dietz, Ms. Delilah
George, Judge James Heller, Mr. William Holmes, Mr. Rich Johnson, Ms. Joan Kleinberg,
Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms. Aimee Vance, Ms. Yolande
Williams, and Judge Thomas J. Wynne

Absent: Chief Robert Berg, Judge Jeanette Dalton, and Judge Steven Rosen

Social Security Numbers in JIS

AOC Data Dissemination Administrator, Ms. Stephanie Happold, requested further direction
from the Committee regarding its 2008 policy about Social Security Numbers (SSNs) in the JIS
database. Currently, JIS courts shall not collect social security numbers except when required
by state or federal law. If collected, the JIS courts shall not disseminate the information except
by court order, or to those state or federal agencies or courts that are allowed by law to receive
the identifier.

In approving this policy in 2008, Committee members commented that SSNs should be
removed from the system in the future or access to the field restricted. Ms. Happold asked the
Committee to provide rules for collecting and retaining SSNs in the database and to determine
who should be authorized to view the data.
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Justice Fairhurst suggested that the Committee stick to the three questions posed in the
accompanying memo to make its decisions concise. The first question was should SSNs be
removed from JIS. Ms. Happold stated that courts put SSNs in the JIS database because of
statutes requiring the identifier in pleadings or because courts need to provide it to other
agencies, such as Employment Security. Barb Miner concurred, giving her office’s procedures
as an example. Justice Fairhurst then raised the next question of access to the SSN field being
limited to certain court staff. Options such as creating a new SSN screen, allowing access to
the field by user type, and starting data clean-up so that unnecessary SSNs are removed from
incorrect data fields were discussed. Agreement was that SSNs should be viewable only to
clerks and only for cases needing the identifier.

Justice Fairhurst stated that as there was a consensus that SSNs should remain in JIS, the
Committee should then provide direction to AOC staff on how to limit access. Judge Leach
stated there was not a consensus that the SSNs should remain in JIS. Justice Fairhurst called
for a vote and made the motion:

Motion: Justice Fairhurst

1. Should Social Security Numbers be removed from JIS? — Yes.
2. Should AOC copy Social Security Numbers from JIS to Odyssey during the data
replication process? — No.

Mike Keeling asked a clarifying question, whether that means they can take out the field in JIS.
The answer was yes.

Second:

Voting in Favor: Justice Mary Fairhurst, Mr. Larry Barker, Ms. Delilah George, Mr. William
Holmes, Ms. Joan Kleinberg, Judge J. Robert Leach, Ms. Barb Miner, Mr. Jon Tunheim, Ms.
Aimee Vance, and Judge Thomas J. Wynne

Opposed: Barb Miner, Rich Johnson, Jon Tunheim, Justice Fairhurst

Absent: Chief Robert Berg, Judge Jeanette Dalton, Ms. Callie Dietz, Judge James Heller,

Judge Steven Rosen, and Ms. Yolande Williams

Information Networking Hub Project Update

Mr. Dan Belles, Project Manager, provided a status update on the Information Networking Hub
(INH) Project. Mr. Belles began by giving an overview of the current focus of the INH project,
which is to develop a Party data replication solution between JIS and Odyssey. Mr. Belles
stated that the long term goal for INH is still to become the central hub for all data exchanges
from local court systems with a central data repository.

Mr. Belles then gave an update on current project activities that included work on design,
development and test preparation of the person data replication solution. Mr. Belles stated that
the timeline was developed to coincide with the SC-CMS schedule for the Pilot Court Go Live
early in 2015. Mr. Belles stated that the goal was to have the party data replication solution
completed and ready for UAT and integration testing by November 1st.

Mr. Belles then reviewed current project risks and mitigation strategies. Mr. Belles stated that
there were three primary risks that were being mitigated: interdependent projects, integration
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with Odyssey and testing and deployment of the INH services. Mr. Belles stated that the project
continued to work with SC-CMS to get the requirements and design nailed down, so a solution
for person data replication could be completed. Mr. Belles concluded his presentation by
covering the next steps in the project. Mr. Belles stated that the INH project would continue to
focus on a party data replication solution in support the SC-CMS Pilot Court rollout early next
year.

ITG #45 AC-ECMS Project Update

Mr. Martin Kravik presented a status update on the AC-ECMS project. He reported that the
review process for the Functional Specification is nearly complete. The business review
completed on June 19, 2014 and the technical review would complete on June 30, 2014. Mr.
Kravik thanked all the members of the Supreme Court, Court of Appeals and AOC who
participated in this very difficult activity.

ImageSoft will send an updated version of the specification to AOC on July 21, 2014 and
reviewers will take a week or two to verify the changes. Acceptance of the specification will
push out to the end of July or early August.

As accounted for in the contract, the project schedule will be updated following the acceptance
of the Functional Specification. Development will occur in four phases instead of one. This will
allow the courts to have an earlier look at the solution and allow problems to be addressed
sooner than later. Project milestones and dates will be updated when the amendment is
approved.

ITG #41 - CLJ Revised Computer Records Retention/Destruction Process

Ms. Kruller reported that the project team hoped to begin the pilot courts implementation in July,
but two or three events have caused the schedule to slide downstream to September. The
project required a complete reset, and data update, in the test environment including getting all
of the cases that were restored last year included in the test environment. This effort was
completed at the end of March. As testing work began, there was a staffing change due to a
person moving to another agency. Now the project has a new tester assigned, but that
resource is shared with other projects so implementation of pilot courts has slipped to
September.

Ms. Kruller continued by stating that AOC had been evaluating what is keeping cases from
meeting destruction criteria in the test environments. The team discovered that a majority of
them were due to uncashed checks. As a result, AOC determined that it's possible to contact
and inform the CLJ Court Community - ahead of time - on how to reduce the potential size of
exception reports when the ITG 41 Project applies rules to the active cases this autumn. The
instruction is basically that courts may clear all outstanding check items on the Bank Account
Reconciliation (BKR) Screen for old and new bank accounts. This is apparently is a best
practice, but optional as each court determines their own approach to workflow. Now, AOC's
Customer Services group is in the process of contacting each court to make sure courts
understand this option.
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Committee Report

Data Dissemination Committee: The Data Dissemination Committee met on the morning of
June 27, 2014, and continued to discuss JIS access for non-court IT personnel. Ms. Stephanie
Happold, DDA, presented some proposed guidelines that the Committee reviewed. Ms.
Happold, Ms. Barb Miner, and Ms. Aimee Vance were tasked with creating a survey to send to
clerks to find out why non-court IT personnel need a court RACFID and what JIS access is
needed to complete the work. In the meantime, the Committee granted temporary access for
some IT personnel requests.

The Committee also discussed social security numbers in JIS.

Data Management Steering Committee: No report.

Adjournment
The meeting was adjourned by Justice Fairhurst at 1:00 p.m.
Next Meeting

The next meeting will be September 5, 2014, at the AOC SeaTac Facility; from 10:00 a.m. to
2:00 p.m.

Recap of Motions from June 27, 2014

Motion Summary Status
I move to pass the budget as presented in the JISC Decision Passed
Package.

| move to amend JIS General Policies, Sections 4.1.6, 4.1.6.1, and Passed
4.4.1.3 as indicated in the attached draft

I move that the JISC approve the revised SC-CMS Project Steering | Passed
Committee Charter, v2.0, dated June 5, 2014.

I move that the JISC approve the SC-CMS Project Steering Passed
Committee’s recommendation regarding state and local
implementation costs subject to the parameters set forth in the
attached addendum — “SC-CMS Implementation Cost Rules”.

I move that the JISC approve the attached JIS Standards for Local | Passed
Automated Court Record Systems, as amended by Judge Wynne,
with the understanding that revisions will come back to the JISC in
the future.
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I move that the JISC amend the Court User Workgroup (CUWG)
Charter for the Courts of Limited Jurisdiction Case Management
System Project to add a non-voting representative from the DMCJA
from a court that has not committed to use the statewide case
management solution provided by AOC.

Passed

I move that the JISC approve the Governance Plan for the CLJ-
CMS project as recommended by the CLJ-CMS Steering
Committee.

Passed

I move that the JISC approve the JISC subcommittee Chair’s
recommendations, as stated in the attached JIS Committee
Recommendation Summary, regarding whether or not their
subcommittees should continue or be abolished; and that Justice
Fairhurst respond to the Board for Judicial Administration on behalf
of the JISC.

Passed

1. Should Social Security Numbers be removed from JIS?

2. If Social Security Numbers remain in JIS, should access to
the SSN field be limited to certain court staff?

3. Should AOC copy Social Security Numbers from JIS to
Odyssey during the data replication process?

Passed

Action ltems

Action Item — From October 7" 2011 Meeting Owner

Status

Confer with the BJA on JISC bylaw amendment
regarding JISC communication with the legislature.

Justice Fairhurst
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Administrative Office of the Courts

Information Services Division Project Allocation & Expenditure Update
2013-2015 Allocation

Expenditures and Encumbrances as of July 31, 2014

Initiatives--JIS Transition ALLOTTED | EXPENDED | VARIANCE
Information Networking Hub (INH)
Information Networking Hub (INH) $1,500,000 $217,470 | $1,282,530
Information Networking Hub (INH) - Subtotal $1,500,000 $217,470 | $1,282,530
Superior Court CMS
13-15 Allocation * $13,706,000 | $9,480,016 | $4,225,984
COTS Prep $2,900,000 $9,158 | $2,890,842
Superior Court CMS Subtotal $16,606,000 | $9,489,174 | $7,116,826
Enterprise Content Management System
ECMS * $1,426,000 $403,691 | $1,022,309
ECMS Subtotal $1,426,000 $403,691 | $1,022,309
Equipment Replacement
Equipment Replacement - External $1,199,000 $654,347 $544,653
Equipment Replacement - Internal $2,138,000 $879,305 | $1,258,695
Equipment Replacement Subtotal $3,337,000 | $1,533,652 | $1,803,348
TOTAL 2013-15 $22,869,000 |$11,643,987 |$11,225,013

* Includes 2014 supplemental budget request for the SC-CMS ($5,306,000) and the ECMS

($1,093,000).

SC-CMS projected salaries and benefits for the remainder of the biennium: $1,905,300
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JIS Assessment Revenue Collection History
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JIS General Policies

Judicial Information System General Policies
With Comments Arnetations

Amended by the Judicial Information System Committee on September 5, 2014.

1. EQUIPMENT

1.1 General

COMMENT

Historically the JIS provided some end user equipment as each trial court
system (SCOMIS, DISCIS, JUVIS) was implemented. The amount of
equipment distributed depended on the available funds. With the
implementation of the IP network and the need to replace “dumb” terminals
with personal computers, the JIS initiated the first equipment replacement plan
in 1996.

1.1.1 The Judicial Information System (JIS) is the system owned and maintained by
the Administrative Office of the Courts (AOC). A JIS court is a court that uses
the JIS to process its cases from filing to closure. A non-JIS court is a court
that contributes information electronically to the statewide JIS database._

1.1.2 Subject to available funding, the AOC provides end-user equipment including
personal computers and printers for court personnel and county clerks in JIS
and non-JIS courts. The AOC does not provide equipment for users other
than courts and county clerks.

COMMENT

The JIS is funded for equipment in the Judicial Branch and County Clerks
(who are the clerks of the superior courts) only.

1.1.3 Subiject to legislative funding, the number of JIS computers provided to courts
is calculated at up to 75 percent (75%) of the FTEs from the most recent

staffing report published by AOCFhe-HS-standard-is-ohepersonal-computer
per-employee-whosejobregquires-ene; one report printer per six administrative

or clerical FTEs with a minimum of one report printer per court or clerk’s office;
for limited jurisdiction courts, one receipt printer per cashier with a minimum of
one receipt printer per court or clerk’s office; and for superior court clerks one

cash drawer, slip printer and receipt printer per cashier with a minimum of one
cash drawer, slip printer and receipt printer per court.
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1.14

1.2

1.2.1

1.2.2

1.22.1

COMMENT

The policy of JIS funding up to 75% of personal computers, based on FTE
counts, was decided by the JIS Executive Committee on April 18, 2006, based
on the principle of a need for local-state cooperation to share responsibility for

equmment that is used for JIS appllcatlons and for Iocal applications and

Equipment is provided to the users defined in sub-sections 1.1.1 and 1.1.2 for
the purpose of enabling judicial officers, clerks, court administrators, and
clerks’ and court administrators’ staff to access and update the JIS, to do legal
research, or for other court business purposes. JIS-owned equipment not
used for court business purposes shall be returned to the AOC.

Replacement of Personal Computers, Printers, and Related Equipment
Basic Rule

Subject to legislative funding, the JIS provides a one for one replacement of
JIS supplied and JIS funded equipment on a five year cycle.

COMMENT

The five year standard was established with the first replacement cycle in

1996, Froolmr e e ool el oo e Do s ol

Reimbursement for Locally Purchased Personal Computers
COMMENT

Because of the nature of the JIS network architecture, which often includes
local jurisdictions’ area networks, it is often desirable for local jurisdictions to
buy and maintain equipment themselves. Therefore, the JIS provides for local
purchase of JIS-funded court and county clerk equipment under
reimbursement plans. This allows the local jurisdictions to maintain consistent
equipment standards and simplifies maintenance.

If a local court or county clerk’s office prefers to purchase its replacement
computer equipment rather than use that supplied by the JIS, the JIS will
reimburse the court or county clerk for the actual cost of the equipment or a
specified amount based on current market prices per device, whichever is
less.
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1.2.2.2 The JIS will not provide maintenance coverage for locally purchased
equipment covered by a reimbursement plan.

1.2.2.3 Computer equipment purchased under a reimbursement plan must meet
current published JIS minimum standards.

COMMENT

In order to help ensure the efficient delivery of the JIS to the courts and county
clerks, the JIS maintains, through the AOC, standards for personal computers.
The standards include minimum requirements for processor speed, RAM
capacity, hard drives, CD-ROM drives, display, sound, and web browser.

1.2.2.4 Inter-agency agreements Local-Cooperative-Agreements-{1CAs) will be used

for reimbursements.

COMMENT

The JIS Committee approved the use of reimbursements and Inter-Local
Cooperative Agreements to implement them on June 21, 1996. The Interlocal
Cooperation Act, Chapter 39.34 RCW, provides for and governs the use of
such agreements.

1.2.3 Retention of Old Equipment

Courts and county clerks may keep old JIS-owned equipment after it has been
replaced. State inventory tags must be removed from the equipment and
replaced equipment becomes locally owned. Repair and maintenance of this
equipment is the responsibility of the court or county clerk.

In some instances, older computers may not be able to support up-to-date

security controls or requirements. This is due to an inability to upgrade the
chipsets or firmware, in order to mitigate newer threats. In such instances,
where older hardware is incompatible with current security measures, AOC
may disallow or block connection from obsolete devices.

DRAFT 7 August 25, 2014
Page 3





JIS General Policies

1.2.4

1.24.1

1.2.4.2

1.3

13.1

1.3.2

1.4

141

1.4.2

1.5

151

1.5.2

153

154

New Judges and Employees

Equipment for court and county clerk staff who were added after a
replacement cycle will be provided in the next cycle, provided sufficient funds
are available.

Equipment for new judges will be provided at the time judgeships are funded
and filledereated, provided sufficient funds are available.

Locally Owned Equipment

Courts and county clerks may use locally owned personal computers to
access and use the JIS.

An IBM-compatible PC is required for court county clerk connections to and
use of the JIS.

Security and Care of JIS Owned Equipment

Courts and county clerks must exercise due care (1) to ensure that JIS-owned
equipment is installed in locations that are secure, and (2) in their use of JIS-
owned equipment. The JIS insures equipment against loss and theft.
Damage due to negligence is the responsibility of the court or county clerk.

When connecting personal computers and printers to electrical power, courts
and county clerks must use surge protectors that meet JIS standards.

Maintenance of Equipment; Service Calls

The JIS provides maintenance coverage for any JIS-owned equipment
(subject to the exceptions identified in these policies).

The JIS pays repair costs for broken JIS-owned equipment and for the
resolution of problems related to the JIS provided software when the problem
is determined to be caused by defective hardware, or an act of nature (fire,
storm damage, etc.). Costs for repairs related to negligence (e.g., damage
resulting from spillage, falls, misuse, etc.) are the responsibility of the court or
county clerk. Repair costs include parts, travel, and labor costs.

AOC Customer Services handles service calls from courts for JIS-owned
hardware. Customer Services will only accept calls from authorized callers
(those authorized by court or county clerk management), Site Coordinators,
Administrators, or County Clerks.

AOC Customer Services handles service calls from courts and county clerks
for court and county clerk-owned equipment when the court or county clerk
has a maintenance contract with the same maintenance vendor as the JIS
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1.6
16.1

1.6.2

1.7

1.7.1

1.7.2

(currently Cascade Computer Maintenance). In such cases, CCM will directly
bill the court or county clerk for charges resulting from such calls.

COMMENT

Customer Services recommends that courts and county clerks discuss all
hardware issues with their local Information Services departments, if they have
one, prior to calling Customer Services for a service call. This will alleviate
unnecessary service calls and subsequent billings at the court or county
clerk's expense for local network settings that are handled at a local level.

Upgrades of JIS Owned Equipment

Unauthorized peripherals (monitors, keyboards, speakers, etc.) may not be
attached to JIS-owned personal computers.

COMMENT

The attachment of such peripherals negates the PC warranty and complicates
problem resolution and service provisions.

Unauthorized components (additional hard drives, memory, etc.) may not be
installed in JIS-owned personal computers.

COMMENT

The addition of such components negates the PC warranty and complicates
problem resolution and service provisions.

Equipment for Judges
COMMENT

Policies for judges’ equipment were established by the JIS Equipment
Subcommittee on October 13, 1998 and reviewed by the JIS Committee on
October 23, 1998. The allocation policy for municipal court judges was
established by the JIS Equipment Subcommittee on November 19, 1999. In
the original distribution to municipal court judges, the standard was that the
court have a minimum annual domestic violence case load of 48 cases, based
on 1998 numbers.

Each superior and district court judge and each ful-tire-commissioner
employed .5 or more is eligible for one personal computer and one laser

printer. — oo e pedl e o Do e Ll bge ce oo

Judicial officers in Judicial Districts are eligible for one printer per courtroom at
each court location.
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1.7.3

1.7.4

2.1

211

2.1.2

2.1.3

214

Municipal court judges who are either full-time, or whose courts have a
substantial domestic violence caseload, are eligible for one personal computer
and one laser printer.

Judges' personal computers are eligible for reimbursement contractstCAs.
NETWORKS & CONNECTIVITY
General

The JIS will provide each court and county clerk with a network connection,
including such required equipment as routers and switches, to the JIS systems
and data base.

COMMENT

Historically, the JIS has provided the telecommunications network used to
connect the JIS to the courts. The formal policy was approved in a motion
adopted by the JIS Committee on June 21, 1996. Originally, the network
consisted of dedicated circuits and the proprietary IBM SNA protocol. With the
implementation of the TCP/IP protocol it became feasible to use shared
network resources, including the state’s backbone, the InterGovernmental
Network, county and city area networks.

Other criminal justice users may use court network connections, provided no
additional costs are incurred to enable their use.

Shared networks provide benefits both to users (more services are available)
and to the JIS (costs are reduced).

Wherever possible, the JIS will use the state’s InterGovernmental Network
(IGN) to connect to local courts. In such cases, local criminal justice agencies
which use the JIS may also use the IGN to connect, provided JIS security
requirements are met. In the cases where the connection to a local court uses
the IGN, the JIS pays the “anchor tenant” portion of the BIS charges. In such
cases, counties or cities will be responsible for BIS local government
connection charges.

COMMENT

State agencies areBiS chargeds boeth-state agencies_to whieh use the IGN te
deliver production applications (“anchor tenants”) and local governments are
charged for the connection to IGN. Local charges are usually paid by the
county or city government, not the courts or county clerks, and cover usage by
all local government agencies.

The JIS will not provide support for the portion of the network connection that
involves a local network (i.e., between a router [InterGovernmental Network or

DRAFT 7 August 25, 2014
Page 6





JIS General Policies

2.2

221

2.2.2

2.2.3

224

JIS supplied] and a hub-ef switch used to connect devices in a court or county
clerk’s office).

COMMENT

This policy was approved in a motion adopted by the JIS Committee on
June 21, 1996.

Network Security
COMMENT

Court and county clerk, and to some extent, local prosecutor and law
enforcement, connections to the JIS are based on the Internet Protocol (IP)
over shared networks or, in some cases, dedicated frame relay circuits. This
section describes the requirements and architecture for connection to the JIS
over an IP network using the state InterGovernmental Network, a county or
city area network, a dedicated frame relay circuit, a local Ethernet, or a
combination. These network architecture requirements are designed to
enforce security by isolating JIS traffic from parts of networks where end user
devices for non-criminal justice users are attached. In this scheme, courts,
county clerks, law enforcement, and prosecutors are considered trusted and
may be located in places on the network where JIS traffic is transmitted.
Other local agency users are-net-trusted-and may not access the local network
from-thepertions connections dedicated to criminal justice.

The IP address assigned to a JIS workstation identifies the workstation and
serves to distinguish between authorized and unauthorized workstations (or
between secured and unsecured, or trusted and untrusted workstations).

When connections are made, courts and county clerks already connected to
county or city networks shall retain the IP addresses they have obtained from
their counties or cities. Courts and county clerks planning to connect to county
or city networks, as well as to JIS, shall obtain subnet addresses from their
county or city. AOC will provide a VPN connection in instances where the

county or city does not have sufficient resources. rexceptthat-where-the

W@M%S%%W%@SS@S%%MA#B@W

If the court or county clerk has no external connections to a county or city
network, AOC will provide network resources via a VPN tunnel IP-addresses

will be provided by AOC.

IP addresses shall be statically assigned to printers used to connect to the JIS.
Workstation addresses may be dynamic where approved by AOC technical

DRAFT 7 August 25, 2014
Page 7





JIS General Policies

2.2.5

2.2.6

2.2.7

staff. A network address translator (NAT) may also be used where approved
by AOC technical staff.

A county or city IP segment connected to the JIS network may consist of court,
county, clerk, prosecutor, and/or law enforcement agency workstations.
Workstations used by other agencies may not be connected to such
segments.

JIS users may not connect computers that are members of the JIS Network to
other networks via remote access software or hardware. Remote access
applications, designed for this purpose, my not be installed on JIS computers.

COMMENT

Remote access software or hardware Bial-up-faciities{using-software-such-as
PC-Anywhere)-presents a significant risk to the JIS network and database.

They potentially allow third parties to access a JIS user’'s PC and thereby the
JIS itself.

2.2.8 Wireless Networks

COMMENT

Because of the high risk_of unauthorized access, this policy is designed to
govern the use of wireless LANs for JIS access, except for public access
subscribers. A wireless LAN could circumvent the network security
architecture prescribed in this section. Unless there is stringent local network
security that specifically addresses wireless LANS, it is easy to install an
unauthorized wireless LAN and attach it to a local network without detection.
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Without proper security, it is also easy for unauthorized users to connect
through a wireless LAN even if it is authorized.

2.2.8.1 The AOC, at its discretion, may approve connections from personal computers
on wireless networks, or on networks that include wireless segments provided
the agency responsible for the wireless network certifies in writing that it has
done the following:

2.2.8.1.1 Complied with AOC standards for wireless networks.

2.2.8.1.2 Establish, document, and communicate wireless access security practices
within the agency.

2.2.8.1.3 Implement a program to perform an audits at en-a regular intervals basis for

the purpose of locating and removing ir-erderto-locate-any rogue wireless
devices.

2.2.8.2 Agencies approved access from wireless networks or networks including
wireless segments shall certify at least once every two years to the AOC, in
writing, that they are adhering to these wireless policies and applicable AOC
technical standards. AOC may routinely monitor for unauthorized wireless
devices, by use of network Host Intrusion Detection Systems (HIDS), and
physical wireless surveys.

2.2.8.3 If the AOC implements a wireless network, it must comply with the
requirements of this section.

2.2.8.4 Public access subscribers are not subject to policies on wireless networks.

COMMENT

Public access subscribers do not have access to confidential data and use
Secure Sockets Layer (SSL) for encryption. In addition, public access
subscribers will have to pay for any unauthorized transactions. It is up to them
to control and police their networks.

e
3 _udicial-off I bled for diali I .
3 SOFTWARE

3.1 Software on JIS Owned Equipment

3.1.1 The JIS will supply the operating system and a TN3270 terminal emulation
program for all JIS-owned personal computers.
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3.1.2

COMMENT

For PCs supplied by the JIS, the JIS provides software essential to operating
the PC and obtaining JIS services. The JIS provides a Microsoft Windows
operating system, which includes the Internet Explorer web browser.

Because JIS legacy systems use 3270 terminal protocols, a TN3270 client is
required to access them in the IP environment. Fhe-TFN3270-clientthe- HS

foonferciogdeoc o ol Dobanee Sl one

The JIS cresfece b el o0 covon i cne Dm0 o
below)-but-does not provide anti-virus eheckers or other software. Because of

the need to constantly update_such products wirus-cheekers, it is not feasible
for the JIS to supply them. All courts and county clerks, including those which
use JIS-owned equipment, are strongly advised to acquire and install anti-
virus software eheckers.

The JIS will supply a TN3270 terminal emulation program for any personal
computer owned by a local court or county clerk and used to perform court
work on the JIS.

COMMENT

For court and county clerk-owned PCs, the JIS provides the software essential
to obtaining JIS services. However, because the operating system is so
closely associated with the PC, it is the responsibility of the PC owner to
provide it, including the web browser. The JIS does not provide virus checkers
or other software.

3.1.3

3.1.3.1

Court-Provided Software

Courts and county clerks may install software (e.g., word processors,
spreadsheets, etc.), provided they hold a valid license for it, on JIS-owned
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3.1.3.2

3.1.3.3

3.1.34

3.2

3.2.1

3.2.2

personal computers, except for those personal computers used for the Judicial
Receipting System (JRS).

Courts and county clerks may replace the operating system on JIS-owned
personal computers with a system that meets the current JIS standard.

COMMENT

The AOC recommends that courts and county clerks not replace the operating
system on JIS-owned PCs. The current standard requires a Microsoft
Windows operating system. The AOC encourages the use of reimbursement
funds during equipment replacement projects if other than standard AOC-
issued operating systems are required.

Courts and county clerks are responsible for bearthe-risk-ef-any problems
associated with any locally installed software, and therefore, are liable for any
maintenance costs related to_incidents or outages caused by such products .

JIS users may not use software that allows remote viewing of, control of, or
access to any personal computer that connects to the JIS. Courts and county
clerks may allow their county and city information services providers to remote
control PCs when required for technical support, and the user is notified that
the remote control is happening.

COMMENT

Programs such as GoToMyPC that allow remote access of a personal
computer present a significant security risk because of the potential ease of
access by third parties when a user’s PC is enabled for remote access. Atthe
same time user technical support services need to be able to use programs
such as Microsoft SMF for PC and software maintenance and troubleshooting.

Software Requirements for Use of the JIS

Windows users’ browsers must be maintained at a version not older than the

oldest version supported by the vendor taterret-Explorer5-5-or-higher. AOC

may set more specific standards for browsers, applications and plugins, based
on known usability and security issues.

COMMENT

For example, if a user has Internet Explorer (IE) version 5.5, and Microsoft no
longer provides updates for IE versions below version 9.0, the browser must
be upgraded at local cost to at least version 9.0.

Cookies must be enabled in browser properties.

SECURITY
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4.1

41.1

4.1.2

4.1.3

4.1.4

4.1.5

4.1.6

Access Rules
Access To The JIS

Except for public access programs such as JIS-Link and the Washington
Courts (www.courts.wa.gov) Internet website, access to the JIS computer
systems is restricted to authorized personnel who have been assigned a JIS
user account. For courts and county clerks, JIS Site Coordinators, under the
direction of the county clerk or court administrator, are authorized to assign
JIS accounts to individual court or county clerk employees. Such assignments
shall be based on each employee’s work responsibilities and business need
for access and other privileges.

Update Privileges

Information in the JIS database may be updated by court and county clerks’
office personnel only. All others shall be restricted to read-only access.

Court User IDs

Courts and county clerks may assign user IDs to their employees only. Only
court employees may have court level access and update privileges
associated with court user ids.

User Account Deactivation

It is the responsibility of the site coordinator to deactivate an employee’s user
account (user id and password) upon termination of the employee’s
employment. Such deactivation must be done at the time the employee last
leaves the court or clerk’s office premises, regardless of when the employee
actually leaves the payroll.

User Responsibilities

Users shall respect the privacy of other JIS network users and the integrity of
their data. Users shall not seek information on other users; obtain copies of or
modify files, other data, or passwords belonging to other users; or represent
themselves as another user.

Password Locked Screensavers

Password locked screensavers shall be used on all personal computers
connected to the JIS from the courts, or connected to the AOC network and must
be set to initiate the screensaver no more than 15 minutes after the last use.

COMMENT

This control is necessary to support guidance set forth in section 4.4.1.3 of this
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41.6.1

4.1.7

4.1.8

4.1.9

4.2

policy. JIS connected computers will be configured in such a way that court users
cannot change or disable this setting.

Password Locked Screensavers provide a critical safeguard and may not be
disabled. However, in certain instances where business practices are sufficiently
impacted, the 15 minute time limit may be extended. The AOC ISD Director will
consider such extension requests on a case-by-case basis, and make the final
determination after performing a thorough business impact and security analysis.

Reporting Misuse

Any JIS user who suspects misuse of his/her user account or workstation shall
report such incidents to the JIS Site Coordinator. Site Coordinators shall
report such incidents to AOC Customer Services.

Confidentiality Agreements

An employee of a court or county clerk’s office may access the JIS only if he or
she has signed a confidentiality agreement in a form approved by the AOC.
Employees of courts or county clerks’ offices shall review the confidentiality
agreement annually.

Access bBy Vendors, Contractors, and Staff of Local Information
Technology Departments

Vendors, contractors, and staff of local information technology departments
may be granted security privileges for access to non-public data in the JIS if
such access is needed in order to develop or maintain an information system
for a court or the AOC. Such access shall be governed by written agreements
between the AOC, the court or county clerk, and the vendor, contractor, or
local information technology department. Such contracts shall require the
employees of the vendor, contractor, or local information technology
department to sign a confidentiality agreement, and for the court or county
clerk to keep the signed copies and to certify to the AOC that such
agreements have been executed.

Passwords

COMMENT

Passwords are an essential part of the JIS security. This section contains
basic rules for passwords based on standards developed by the National
Institute of Standards and Technology (NIST) and which are generally
accepted best practices. Passwords are often the most vulnerable component
part of an organization’s security strategy seheme. Because they are subject
to many kinds of attacks and are dependent on user behavior, strong
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42.1

4.2.2

4.2.3
4.2.4

4.2.5

4251

4.25.2

4.25.3

4.2.6

42.6.1

4.2.6.2

4.2.6.3

4.3

43.1

passwords, that are changed frequently, are required. See, for example, such
sources as NIST’s Implementation Checklists; NIST Special Publication 800-
53, Recommended Security Controls for Federal Information System; Federal
Information Processing Standards Publication 112, Standard for Password
Usage; and Gartner’s Best Practices for Managing Passwords.

User access to the JIS and to judicial branch networks is regulated through the
use of user id's and passwords. User id's and passwords shall be assigned to
individuals only. Group, or “generic” user accounts and credentials are not
authorized for this purpose.

Each user is responsible for maintaining the confidentiality of his or her
password and shall not reveal the password to anyone.

User id's and passwords shall not be shared.
Passwords shall not be recorded on paper or maintained in clear text files.

The JIS requires the use of passwords which have the following
characteristics:

Passwords must be exactly of 8 characters long.

Passwords must contain at least one upper case letter, one lower case letter,
and one numeral. Passwords may contain special characters that are

compatible, as determined by AOC alphabetic-and-one-numeric-character.

Passwords must not contain the user’s login name, or any part of their full
name.

JIS security software shall enforce the requirements for passwords and the
following business rules:

Passwords must be changed at least every 90 days.
The last 10 passwords used by an individual must be unique.

After five attempts to log in with an incorrect password, the user id must be
revoked and the user must place a call to AOC Customer Services to reinstate
the account.

Control of Public Access Terminals

Public access terminals connected directly to the JIS must meet the access
rules established by AOC. Public Access terminals connected to city or county
networks and/or the IGN must meet the rules established for those networks
as well as AOC.
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4.3.2

4.3.3

4.4

4.4.1.

4.4.1.1.

Public access to the JIS from a court may be provided only from a PC
dedicated to public access and set up for that purpose. Such PCs must meet
standards for public access terminals established by the AOC.

Courts and county clerks shall employ only public access user ids (designed
for public access) when logging into the JIS personal computers used as
public access terminals. Other court or county clerk user ids may not be used
on public access PCs. AllpPublic access logons shall have be read only

privileges.

Access to the AOC Network

COMMENT

The “AOC Network” is the group of interconnected_Local Area Networks
(LANSs) used by the Supreme Court, Court of Appeals and AOC. ltis the
home of the JIS mainframe and servers. This policy section applies to all
appellate court and AOC employees, contractors, consultants, temporary
employees, and anyone else, including those affiliated with third parties, who
accesses the AOC network. This section applies to access to the AOC
network from personal computers on the network itself and to
implementations of remote access that allow direct access to the AOC
network from outside the AOC network. The Infrastructure Department has
responsibility for monitoring access and for establishing procedures and
technical standards. Requests for access to the AOC network must be made
by submission to AOC Customer Services of a completed Network Access
Request (NAR) form. The AOC Network Access Request form will denote
authorization levels, which will vary depending on applicant and access
purpose.

General Policy on Access to the AOC Network
COMMENT

These policy sections apply to all access and requests to access the AOC
network regardless of whether the access is from a personal computer
connected directly to the network or from a personal computer_connected to
the network from at a remote location reten-the-network.

Approved AOC and appellate court employees and authorized third parties
(consultants, vendors, etc.), when authorized by an appropriate authority,
may be granted access to the AOC network:

= from personal computers directly connected to the network; and/or

= from personal computers using a secure remote access connection.
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4.4.1.2.

4.4.1.3.

44.1.4.

4.4.1.5.

4.4.2.

AOC employees may be authorized by their immediate manager, department
manager, or the AOC Employee Services Section. Third parties under
contract to the Administrative Office of the Courts may be authorized by the
manager responsible for the contract. Supreme Court employees or third
parties under contract to the Supreme Court may be authorized by a justice or
department head. Court of Appeals employees or third parties under contract
to the Court of Appeals may be authorized by a judge or the clerk of their
division.

Access is controlled by user id and password authentication. Each user must
have a unique account. Shared accounts are not permitted. The password
must comply with Section 4.2 of this policy.

Once a user has successfully logged onto a computer connected to the JIS,
they may not leave that computer unattended without first logging off or
locking the terminal. This action is necessary to avoid unauthorized access to
JIS data and preserve the integrity of security logs.

All users are subject to audit of their use of the network.

AOC network access for non-AOC or appellate court personnel is limited to
the network resources to which they need access.

Users of the AOC network may use only AOC supplied or approved services
to send and receive email. AOC mall servers provide numerous security
mechanisms to combat malicious attachments and phishing attempts, and
avoid unauthorized access to JIS and user information. Fe-preventthe

Secure Remote Access to the AOC Network

COMMENT

These policy sections regulate remote access from personal computers not
directly connected to the AOC network. The typical user is an employee
connecting from home. By using remote access technology with
personal equipment, users must understand that their machines are a
de facto extension of the AOC network, and as such are subject to the
same rules and regulations that apply to AOC owned equipment. This
means their machines must be configured to comply with all relevant
security policies and requirements.
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4421

4422

4.4.2.3

4.42.4

4425

4.4.2.6

4.4.2.7

4.4.2.8

4.4.29

Secure remote access is a "user managed" service. This means that the user
is responsible for selecting an Internet Service Provider (ISP), coordinating
installation, and installing any required software. Secure remote access is an
IP (Internet Protocol) only resource. Other protocols are not supported.

Remote access users will be automatically disconnected from the AOC
network after thirty minutes of inactivity. The user must then logon again to
reconnect to the network. Devices or applications, designed to generate false
activity, in order to keep the connection from timing out, Atificial-network

processes may not be used-to-keep-the-connection-epen.

Violation of this policy may result in termination of service. Contracts with
individuals and organizations who need secure remote access shall specify
that the AOC or other judicial branch contracting entity may terminate the
contract in the event of a violation of this policy.

If any suspicious activity is detected, the AOC may terminate a user’s access
without notice and, at its discretion, not reinstate access until the issue has
been identified and resolved.

Users must comply with applicable AOC Infrastructure polices, procedures
and technical standards.

Users requesting secure remote access must certify that they have read and
understand this policy and applicable AOC Infrastructure polices, procedures
and technical standards.

It is the responsibility of the employee or organization with secure remote
access privileges to ensure that unauthorized users are not allowed access to
AOC secure network.

All remote access gateways will be set up and managed by AOC Network
Operations staff. User created gateways are not permitted on the secured
network.

All computers remotely connected to AOC secure network must use
up-to-date virus-scanning software with the most recent virus definitions.
Computers or devices connected to AOC may require local installation of
AOC supplied client software to monitor and enforce AOC security policies
and practices.

The remote access user must keep the security patches up to date for the
operating system of any personal computer used to connect to the AOC
network up-teo-date. Computers or devices connected to AOC may require
local installation of AOC supplied client software to monitor and enforce AOC
security policies and practices.

DRAFT 7 August 25, 2014
Page 17





JIS General Policies

4.4.2.10 Users of computers that are not the property of AOC must configure the
equipment to comply with this policy and AOC Infrastructure security policy
and technical standards.

4.4.2.11 Only AOC approved applications and procedures may be used to remotely
access the AOC network byremete-access-users.

4.4.2.12 Users of remote access services are responsible for the procurement and
cost associated with acquiring basic Internet connectivity and for resolving
any associated service issues.

4.5 Data Security
COMMENT

The JIS contains sensitive and confidential information, including personally
identifiable information (PI1l). Pll is any information about an individual
maintained by an agency that can distinguish or trace an individual’s identity,
or can create a link to an individual. Examples may include date of birth,
place of birth, social security number, address, mother’s maiden name,
financial account numbers, credit card numbers, medical information and
educational information. To ensure the security of sensitive and confidential
information in JIS, personally identifiable information must only be contained
in the appropriate part of the system. Personally identifiable information in
inappropriate areas of JIS, such as text fields, are vulnerable to access by
those not authorized to view the information.

45.1 No JIS users shall enter social security numbers into the Judicial Information
System. Employer identification humbers may be entered for the purpose of
reporting interest earned on accounts held in trust pending the outcome of a
case.

4.5.2 The Judicial Information System will not contain social security numbers.
Employer identification numbers are permissible for the purpose of reporting
interest earned on accounts held in trust pending the outcome of a case.

45.3 Personally identifiable information in JIS shall only be in the fields identified
for that information. Personally identifiable information shall not be contained
in any other part of the JIS.

5 ON-LINE AND OTHER SERVICES
5.1 Access to Westlaw
The JIS provides no cost access for judicial officers and to court, county clerks’

offices and judicial branch employees who need to do legal research to a
standard set of Westlaw databases.
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5.2 Email
5.2.1 Email for Judicial Officers
COMMENT

These policies on email for judges were established by the JIS Equipment
Subcommittee on October 13, 1998 and reviewed by the JIS Committee on
October 23, 1998.

5.2.1.1 The JIS provides email addresses and email client software to judicial officers
who do not have county or city addresses.

5.2.1.2 The JIS provides email addresses to judicial officers who have county or city
emalil services, and who are concerned about local policies that give control of
email to the executive branch, or where local security of email is not adequate.

5.2.2 Listservers

5.2.2.1 The JIS provides a listserver to facilitate sending and receiving email to
designated groups, such as judicial branch and association committees.

e
5.3 The Extranet (Inside.Courts.Wa.Gov)

5.3.1 Access to the extranet is restricted to judicial officers, county clerks and their
staffs, court employees, and other employees of the judicial branch.

5.3.2 Access to the extranet may be granted by the AOC Information Services
Director on a temporary basis to city and county information technology
department employees, or others in local government if it is necessary to
perform services for the judicial branch or a court.

54 Data Warehouses-and-Biect-Accessto-the- HS Database

COMMENT

The data warehouse is a central repository of court data. Court data is
uploaded nightly to the JIS data warehouse.

54.1 In all cases governed by Section 5.5, access will be appropriate to the user’s
case level security.
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54.2 Courts and county clerks will be granted access to the JIS data warehouse
using AOC supplied and maintained query software.

5.4.3 Requests for access to additional data elements must be submitted to AOC
Customer Services.

6 USE OF CUSTOMER SERVICES

6.1 AOC Customer Services provides assistance to courts, county clerks, criminal

justice and other public agency users;and-HS-Link-general-subseribers. It
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6.2

7.1

7.1.1
7.1.2
7.1.3

7.1.4

7.1.5

7.1.6

7.2

7.2.1

1.2.2

7.2.3

7.2.4

7.2.5

does not provide assistance to third-party clients of JIS-Link subscribers and
does not provide phone training in the JIS-Link application.

Only designated users_may place calls to Customer Services. Designated
users include judicial officers+treludingjudges; county clerks, court
administrators, and site coordinators, and court staff who are designated by

their administrator as authorized callers.may-place-callsto-Customer-Services.
IMPLEMENTATION OF COURTS AS JIS USERS

COMMENT

This section reflects the notion that the JIS cannot provide resources unless its
budget contains funding for them. New municipal courts are typically
established outside of state budget cycles. The JIS does periodically plan and
budget for implementation of existing non-JIS courts.

Newly Established Municipal Courts

The JIS will not supply end-user equipment (printers or personal computers).
Courts must acquire and use equipment which meets current JIS standards.
The JIS will provide equipment or reimbursement in future replacement cycles.

The JIS will provide network connections as described under “networking,”
above.

The JIS will provide training and implementation services to the extent
resources are available.

The JIS will provide limited telephone assistance on equipment and
implementation issues.

Existing Courts Which Join JIS

The JIS will provide a full set of end user equipment at no cost to courts which
join during AOC programs to add courts.

The JIS will provide a single set of equipment (PC and printer) at no cost to
Courts which join at other times.

Equipment courts acquire and use must meet current JIS standards.

The JIS will provide equipment or reimbursement in future replacement cycles
based on current allocation rules.

The JIS will provide network connections as described under “networking,”
above.
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8.1
8.2
8.3

8.4

9.1

9.2

9.3

9.4
10
10.1

10.1.1

NEW COURT OR COUNTY CLERK FACILITIES
COMMENT

This policy section reflects the notion that relocation decisions are made
locally and therefore the local court should be responsible for their impacts.

Relocation requires coordination and advance planning with the AOC. The
AOC requires eight weeks in advance notice so that appropriate connectivity
can be established.

The JIS will not pay for the cost to relocate equipment and wiring.
The JIS will provide standard category 5 wire to courts needing such wire.
The JIS will be responsible for any required relocation of network connections.

The JIS does not provide equipment for additional new locations of existing
JIS courts.

SUPPLIES
COMMENT

Historically, the JIS has supplied standard form paper and ribbons for printers
dedicated to printing reports from JIS. The JIS has not supplied or paid for
forms unique to a court, or for supplies related to laser printers which may be
used for non-JIS purposes.

The JIS will supply standard form printer paper and ribbons for impact and dot
matrix printers in the courts.

The JIS does not supply or cover the cost of special forms.

The JIS will not supply or cover the cost of toner, paper, or photo conductors
for either court owned or JIS-owned laser printers.

The JIS will not replace batteries in laptops supplied to the courts.
JIS APPLICATIONS
Requests for JIS Application ServiceChange-Management

Change Routine requests involving application access, use, security, or data
quality must will-be submitted through AOC Customer Services eategorized

according-to-the-following-secheme-and will be managed by AOC.
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10.1.2 Requests involving businesspelicy-and-practices;-application enhancements

or replacement, legislative or court rule mandates, and non-emergency data
requests guakity-preblems-must be submitted through the IT Governance

Portal te-the- HS-Advisery-Committee and follow the IT Governance
Framework and JIS IT Governance Policy, approved by the JISC HS-Change

B e Y

10.2 Custom Local Systems, Interfaces, Reports and Services
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10.2.1

Local jurisdiction supplemental systems will not be granted access to JIS

10.2.21

10.2.32

systems except through standard AOC provided web services if the primary
purpose is duplicative to state provided systems. AOC will not support,
financially or through services, the acquisition, configuration, integration, or
maintenance of duplicative local systems. Any exceptions to this policy must
be approved by the JISC. If a policy exception is approved, the request must
then be submitted through the IT Governance Process for prioritization and
scheduling, based on available resources.

Courts may create their own custom user interfaces, reports or services
(including data exchanges) consistent with the standard JIS application
programming interfaces (API's) for business services or the JIS enterprise
data warehouse.

Custom extensions developed to meet local needs do not require JIS
Committee approval and will receive no JIS support.
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WASHINGTON

COURTS Administrative Office of the Courts

Judicial Information System Committee Meeting September 5, 2014

DECISION POINT — JIS General Policies

MOTION:

I move to amend the JIS General Policies as indicated in the attached draft.

BACKGROUND

JIS policies are adopted by the JISC by its authority under RCW 2.68 and JISC Rule 1. The
JIS General policies have not been updated for many years and need many amendments to
bring them up to date with changes in current technologies and practices.

The JIS General policies also need two substantive additions. The first is to reflect the June
27, 2014 decision of the JISC to remove social security numbers from the Judicial
Information System. The second is to address the SC-CMS project risk identified by
BlueCrane regarding support of local systems with functionality that duplicates that available
in the statewide system.

DISCUSSION

The following list summarizes the proposed amendments to the JIS General Policies:
Section 1 reflects changes in JISC and state policies regarding equipment replacement.
Sections 2, 3 and 4 reflect updates in technology and security practices.

Section 4.5 is a new section 4.5 that codifies the June 27, 2014 JISC decision to eliminate
social security numbers in JIS.

Section 5.5 is rewritten to update references to technology and practices regarding the data
warehouse.

Section 6 clarifies access to Customer Services.

Section 10.1 is rewritten to reflect the changes in IT Governance since the adoption and
implementation of the IT Governance process.

Section 10.2 is added to address the BlueCrane identified risk regarding support for systems
with functionality that duplicates that available through the statewide system.

OUTCOME IF NOT PASSED -

If the amendments to the JIS General Policies are not passed, the policies will remain very
out of date, the JISC’s recent decision on social security numbers will not be incorporated,
and the risk to the SC-CMS project will not be addressed.






PROPOSED JISC RULE 13 AMENDMENT DRAFT 5

RULE 13

LOCAL COURT SYSTEMS

(a) An “electronic court record system” is any electronic court records technology
system that is the source of data identified in the JIS Standards for Electronic
Court Record Systems.

(b) Counties or cities wishing to establish electronic autemated court record
systems must receive the approval of the Judicial Information System
Committee. The presiding judge or county clerk or local legislative authority
proposing such a system shall provide advance-notice of the proposed
development to the Judicial Information System Committee and
the Administrative Office of the Courts Office-of-the-Administratorforthe Courts-
12 months 96-days prior to submitting the budget proposal to the local legislative

authority or the purchase or acquisition of software or services. the

(c) Counties or cities with electronic court record systems must comply with the JIS
Standards for Electronic Court Record Systems to be eligible for Judicial
Information System (JIS) account funding or services and equipment funded by
the JIS account.







WASHINGTON

COURTS Administrative Office of the Courts

Judicial Information System Committee Meeting September 5, 2014

DECISION POINT — JISC Rule 13

MOTION:

I move to amend the JISC Rule 13 as indicated in the attached draft.

BACKGROUND

JISC Rule 1 states that AOC will operate a statewide Judicial Information System to serve
the courts of Washington, under the direction of the JISC and with the approval of the
Supreme Court pursuant to RCW 2.56. RCW 2.68.010 provides for the JISC to “determine
all matters pertaining to the delivery of services available from the judicial information
system.”

JISC Rule 13 governs JISC review and approval of local city or county automated court
records systems. The rule was adopted in 1976, and has not been amended since. It does
not reflect the current realities of technology system development.

The JISC recently adopted the JIS Standard for Local Automated Court Record Systems
that provides guidance to courts operating their own systems regarding the minimum data
that must be in the statewide judicial information system. The proposed amendments to
JISC Rule 13 align the rule with the accompanying JIS Standard.

DISCUSSION

With some courts contemplating leaving the statewide Judicial Information System and
implementing their own systems, it is crucial for those courts to have direction so they know
their responsibilities and what to expect when making those decisions. It is also crucial to
public safety for all Washington courts and justice partners to continue to have access to
statewide judicial information.

OUTCOME IF NOT PASSED -

If JISCR 13 is not amended to reflect the current reality, Washington will no longer have a
statewide system, as required by JISC Rule 1 and Chapters 2.56 and 2.68 RCW.
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Superior Court Case
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(SC-CMS)
Project Update

Maribeth Sapinoso, AOC Project Manager
Marie Constantineau, AOC Deputy Project Manager

September 5, 2014
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COURTS Information Services Division

Recent Activities

v DMS Commitment/Intent Forms were sent to all
37 counties

v Responses requested by:
e August 1, 2014 — Pilot Sites
o September 1, 2014 — Early Adopter Sites
e QOctober 1, 2014 — Remaining 30 Counties
v Exception:

 Thurston County Clerk’s Office requested
extension — August 8, 2014
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COURTS Information Services Division

Recent Activities (contd)
v’ Pilot Site DMS Decisions:

v Lewis County has chosen to implement
Odyssey DMS

= Thurston County
* Court: Odyssey DMS
= Clerk: Link Only

= Board of County Commissioners:
“Uncertain nature of the long term fiscal
Impacts preclude us from agreeing that we will
accept responsibility for any applicable costs”
for either DMS options.
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COURTS Information Services Division

Project Steering Committee Decision

e Motion:

Move Thurston County from pilot status into early adopter
status in order to allow the clerk’s office and the third party

vendor time to pursue upgrading and conversion from Liberty
to the most current version of OnBase and local integrations.

e The Project Steering Committee (PSC) unanimously
passed this motion — August 12, 2014

e AOC State Court Administrator notified Thurston
County Court, County Clerk’s Office, and Board of
County Commissioners of decision — August 12, 2014
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COURTS Information Services Division

Recent Activities (contd)

v' Completed Demonstration of the Odyssey Document
Management System and Judge Edition:

Spokane — July 22, 2014 SeaTac — August 19, 2014 ] Previous DMS Demo

% Whatcom

San Juan 9 ]
54 Okanpgan
W Skagit - [ Ferry

Pend
Oreille

Stevens

Island f ML

. ;
| Douglas

Grant
Al Whitman
Skamania

Vo Klickitat _/"’“/
| Clark

Spokane

Wahkiakum
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COURTS Information Services Division

Recent Activities (cont'd)

v' Completed One Week Pilot Site Odyssey
Training for Pilot Power Users — July 14-18

v Completed One Week Power User Training
for AOC Educators, Customer Service Staff,
and Business Analysts — July 21-25

v' Completed Additional One Week Training for
Those Unable to Attend Above Training —
August 25-29
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COURTS

ADMINISTRATIVE OFFICE OF THE COURTS

Information Services Division

Work In Progress

Compiling Results of Early Adopter Document
Management System Intent for Implementation

Beginning Local Configuration for Pilot Site

Planning for Early Adopter Power Users Odyssey
Training — January 2015

Developing Curriculum and Schedule for Pilot Site
End Users — May 2015
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COURTS

ADMINISTRATIVE OFFICE OF THE COURTS

Information Services Division

Next Steps

Project Steering Committee will Re-Evaluate
Early Adopter Sites bases on Modified Criteria

Begin Document Conversion Process for
Lewis County

Begin Documenting Transition Plan Activities
and Discussions

Initiate Communication with 34 Party Vendors
for Link Only Approach
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Information Services Division

COURTS

Active Project Risks — July 2014

Total Project Risks

Low Exposure Medium Exposure High Exposure Closed
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COURTS Information Services Division

Phase 1 — Project Initiation and Planning

v" Project Kickoff

v Review and Certify Equipment Specification
v" Complete Fit Analysis Documentation

v Complete Pre-Design Training

v~ Complete Fit Analysis Workshops

v Results of Requirements Fit Analysis

v" SC-CMS Core Training Plan

v" Project Management Plan

v~ SC-CMS Design and Construction Plan
v~ Complete Pilot and Early Adopter Deployment Plan

Complete Long Term Deployment Plan

September 2013
October 2013
October 2013
October 2013
November 2013
December 2013
February 2014

February 2014

April 2014
May 2014
May 2014
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WASHINGTON

ADMINISTRATIVE OFFICE OF THE COURTS

COURTS Information Services Division

Phase 2 — Solution Design & Development

S S S N\ B S .-

Certify Infrastructure Build

Complete Data Mapping

SC-CMS User & Administrator Training
Case Manager Workshop

Financial Workshop

Forms Workshop

Security Workshop

First Data Conversion Push

Pilot Integration Conceptual Process Design Documents

Pilot Application Conceptual Process Design Documents

January 2014
January 2014
January 2014
February 2014
February 2014
March 2014
March 2014
June 2014
July 2014
August 2014
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COURTS Information Services Division

Phase 3 — Pilot Implementation

v~ Second Data Conversion Push August 2014
DMS Intent decisions received October 2014
Third Data Conversion Push October 2014
Development (Customization & Integration) Work Completed  October 2014
Integration Testing Begins November 2014
Fourth Data Conversion Push January 2015
Local Court Configuration Completed January 2015
Integration Testing Completed February 2015
Pilot Mock Go-Live February 2015
Pilot End User Training Complete May 2015
Pilot Go-Live Conversion Activities Begin June 2015





		Superior Court Case Management System  �(SC-CMS) �Project Update��Maribeth Sapinoso, AOC Project Manager�Marie Constantineau, AOC Deputy Project Manager���September 5, 2014

		Recent Activities

		Recent Activities (cont’d)

		Project Steering Committee Decision

		Recent Activities (cont’d)

		Recent Activities (cont’d)

		Work In Progress

		Next Steps

		Active Project Risks – July 2014

		Phase 1 – Project Initiation and Planning

		Phase 2 – Solution Design & Development

		Phase 3 – Pilot Implementation




WASHINGTON
ADMINISTRATIVE OFFICE OF THE COURTS

COURTS

August 12, 2014 State Court Administrator

Honorable Carol Murphy, Presiding Judge
Thurston County Superior Court

2000 Lakeridge Drive SW, Building 2
Olympia, WA 98502

Honorable Betty Gould

Thurston County Clerk

2000 Lakeridge Drive SW, Building 2
Olympia, WA 28502

Honorable Karen Valenzuela, Chair

Thurston County Commission

2000 Lakeridge Drive SW, Building 1, Room 269
Olympia, WA 98502-6045

Dear Judge Murphy, Ms. Gould, and Commissioner Valenzuela:

Thank you all for responding to my request on behalf of the Superior Court Case Management
System (SC-CMS) Project Steering Committee to determine Thurston County’s preferred
approach for document management in the new Odyssey Case Management System. In
summary, we learned that 1) the court prefers to implement the integrated document
management system (DMS) that is part of the state’s contract for the Tyler Odyssey product; 2)
the County Clerk prefers to remain with their current DMS product utilizing the Link-Only
(“Pointer”) option; and 3) the Board of County Commissioners needs more information about
“the full financial impact of both options.”

Judge Murphy said in her August 8, 2014 letter: “We are hopeful that we can move forward as
a Pilot Site with the understanding that we will need to agree on one of the two imaging systems
very soon.” Unfortunately, there does not appear to be a clear path toward resolving this
difference of opinion in the near term and time is of the essence.

The SC-CMS Steering Committee addressed the status of pilot site implementation this
morning. The Steering Committee discussed the absence of agreement on the DMS approach
at Thurston County and recent statements from the County Clerk’s Office that the county will be
unable to complete upgrades from Liberty to OnBase in time to meet project deadlines. After
weighing the options, the Steering Committee unanimously decided that it is in the best interests
of the statewide project to pilot Odyssey in Lewis County in June 2015 and move Thurston
County into the next group of courts—the Early Adopters—that will “Go Live” in November 2015.

STATE OF WASHINGTON
1206 Quince Streel SE @ P.O. Box 41170 ¢ Olympia, WA 98504-1170
360-753-3365 @ 360-956-5700 Fax * www.courts.wa.gov





Letter to Hon. Carol Murphy, Hon. Betty Gould and Hon. Karen Valenzuela
August 12, 2014
Page 2 of 2

The Steering Committee concluded that moving Thurston County to the November
implementation group will allow the County Clerk’s office and the third party vendor more time to
pursue upgrading and conversion from Liberty to the most current version of OnBase as well as
local integrations. During this time, the Administrative Office of the Courts (AOC) will also work
with third-party DMS vendors to gather more information about costs and timelines for
implementing the Link-Only option statewide. This work with the third-party DMS vendors will
help us gather additional detail about that option as requested by the Judicial Information
System Committee and Commissioner Valenzuela. The Steering Committee’s decision will also
provide the additional time mentioned in Judge Murphy’s letter to help Thurston County reach
consensus on its DMS approach and ensure that all integration work has been identified and
successfully completed before “Go Live.”

Although this decision may be disappointing, we firmly believe it is the best way to keep the
project on schedule to meet our contractual obligations with Tyler Technologies and ensure a
successful Odyssey implementation for Thurston County and the rest of the state.

Thank you all for your hard work and dedication to this project. We look forward to continuing to
work with you on this important case management system.

Sincerely,

Cersicd it

Callie T. Dietz
State Court Administrator

cc:  Hon. Mary Fairhurst, Chair, Judicial Information System Committee
SC-CMS Steering Committee Members
Hon. Jeffrey Ramsdell, President, Superior Court Judges’ Association
Hon. Ruth Gordon, President, Washington State Association of County Clerks
Hon. Frank Maiocco, President, Association of Washington Superior Court Administrators
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Part 1: Executive Summary and Assessment Dashboard

Executive Summary

This report provides the July 2014 quality assurance (QA) assessment by Bluecrane, Inc.
(“bluecrane”) for the State of Washington Administrative Office of the Courts (AOC) Superior
Court — Case Management System (SC-CMS) Project.

Our report is organized by assessments in the project areas of:

Project Management and Sponsorship
People

Application

Data

Infrastructure

For July, we continue to identify three risks that have been raised in prior months:

Schedule risk. Successful completion of the SC-CMS Project requires the ability to
estimate and plan the work required to complete the project, monitor the plan as the
project progresses, and make adjustments to keep the project on track. Additionally, the
SC-CMS Project has dependencies on integration components that are being developed
as part of the Information Networking Hub (INH) Project as well as two projects under
the umbrella effort known as Commercial-off-the-Shelf Preparation (COTS Prep). All of
this project work must be planned and monitored, and adjustments made as needed to
meet the pilot go-live date of June 2015. As an interim milestone, the construction and
discrete testing of all components and system modifications must be completed by
November 1, 2014.

In order to ensure adequate tracking of the AOC SC-CMS efforts, Tyler SC-CMS work,
INH, and COTS Prep, it is necessary to have (1) project schedules for each individual
project that are at a level of detail adequate to determine resource requirements to
achieve timing commitments and (2) an integrated view of the schedules that provides a
level of confidence that dependencies between and among the individual projects are
being tracked and coordinated so that the overall combined efforts are on-track for timely
completion.

Currently the project schedules do not contain an adequate level of detail and do not
have adequate dependencies identified due to (1) a lack of schedule management
resources, (2) schedule work being documented and tracked in different formats, and (3)
related project work being tracked by different people.

In the past, resources allocated to project scheduling activities have been inadequate to
provide the detailed information required for a high-level of confidence that the schedule
is achievable. In July, the project allocated additional resources to scheduling activities,

and we plan to review the results of the increased efforts in August.
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As we've said in the past, we are not advocating that all of the project schedules (AOC
SC-CMS tasks, Tyler work, INH, COTS Prep, and possibly other related efforts) be
combined into a single, monolithic schedule. Creating and maintaining such a schedule
is not likely to produce results worth the effort required. We suggest, in addition to
developing detailed schedules for each project, that a single, integrated view of key
milestones from each of the efforts needs to be created and maintained. The integrated
view should also have frequent and regular management reviews conducted.

o Application architecture risk. As noted in our prior report, the alternatives to
implementing document management for the SC-CMS project have been narrowed to
two, one preferred by the Clerks’ Association that utilizes third-party document
management software and one preferred by the judges and administrators that uses the
Odyssey document management feature. Pilot counties were requested to select their
DMS option by August 1. Lewis County has selected Odyssey for their document
management solution. Thurston County has requested an extension for the decision to
complete their analysis. The early adopter counties have been requested to select a
DMS option by September 1.

e County ancillary systems that duplicate the functionality of Odyssey. As noted in
previous reports, the purchase by counties of products that provide the same
functionality as Odyssey components results in duplicated functionality and costs, and
needs to be addressed by AOC, and potentially, the JISC. A meeting with AOC IT
managers was conducted in July to discuss the issue, and a policy has been developed
that will be presented to the JISC in September.
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bluecrane QA Assessment Dashboard

Jun
2014

Jul
2014

Summary Status/Recommendations

Project Management and Sponsorship

Area of Urgenc May
Assessment 9 y 2014
. Risk
SEIIVS .
Governance Consideration Being
Addressed

Risk
Being
Addressed

Risk
Being
Addressed

Currently, AOC does not have a policy regarding the support of county
ancillary systems that duplicate the functionality of AOC systems that are
in the process of being implemented. The purchase by counties of
products that provide the same functionality as Odyssey components
duplicate functionality and costs. This is a risk that should be addressed
by AOC, and potentially, the JISC.

If counties or courts continue to implement custom-developed or
purchased systems that have overlapping functionality with SC-CMS, then
the scope, complexity, and cost of SC-CMS will almost certainly increase,
adding risk to the project. Counties would bear not only the one-time
implementation costs of the one-off, stand-alone software, but would have
on-going maintenance costs for the software as well. Likewise, AOC would
incur on-going maintenance costs for custom interfaces if one-off, stand-
alone systems are implemented. Failure to mitigate this risk now with a
defined policy and approach fosters a continuing high degree of
uncertainty.

A meeting with AOC IT managers was conducted in July to discuss the
issue, and a policy has been developed that will be presented to the JISC
in September.
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Area of
Assessment

Schedule

Urgency

Serious
Consideration

Urgent
Consideration

May
2014

Risk
Being
Addressed

Jun
2014

Risk
Being
Addressed

Jul
2014

Risk
Being
Addressed

Summary Status/Recommendations

The risk of duplicated functionality (and associated costs) discussed
above under Governance, has ramifications related to Scope as well.

Replacement of these ancillary systems with SC-CMS functionality is an
important aspect of the SC-CMS implementation in order to realize cost
savings and improved reliability inherent in an integrated system. If
counties continue to implement custom-developed or purchased systems
that have overlapping functionality with SC-CMS, then the scope,
complexity, and cost of the SC-CMS project will almost certainly increase,
adding risk to the project.

Risk

Risk

Risk

Currently the project schedules do not contain an adequate level of detail
and do not have adequate dependencies identified due to (1) a lack of
schedule management resources, (2) schedule work being documented
and tracked in different formats, and (3) related project work being tracked
by different people.

If project work is not adequately planned, the amount of work to complete
project activities may be underestimated or resources may be over-
allocated. If inaccurate estimates are not identified until late in a work
activity, a delay in the completion of those components could result in a
delay of the SC-CMS pilot go-live date.

While each project currently has a schedule, we continue to be concerned
that the amount of detail in some cases is not adequate to support the
high-level of confidence of timely completion that the Executive Sponsors
should have. Moreover, an integrated view with tracking of the
interdependencies between the various projects is missing. In July, the
project allocated additional resources to scheduling activities, and we plan
to review the results of the increased efforts in August. We'll update our
assessment of the risk in this area at that time.
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Area of Jun
Urgency

2014 Summary Status/Recommendations

Assessment
Risk When information/results are available from the Pilot Court
Budget Being implementations, the Steering Committee will reassess the local cost
Addressed framework.

The project utilizes several approaches to communicate information to
project stakeholders. Project status is communicated to AOC
management, project team members, and other AOC stakeholders in
Communication multiple weekly meetings. Project Steering Committee Meetings are
conducted monthly. Information is provided to representatives of the
Judges, Clerks, and Administrators associations who pass information to
the association members through their normal communication paths.

Resources allocated to project scheduling activities have been inadequate
to provide the detailed information required for a high-level of confidence
that the schedule is achievable. In July, the project allocated additional
resources to scheduling activities, and we plan to review the results of the
increased efforts in August.

Staffing and Urgent
Project Facilities Consideration

Change

Management The scope and budget have been baselined.

Risk

Management The project risk log has a list of identified risks.

Issue

Management The project issue log has a list of identified issues.

Quality

Management The project team has developed a Quality Management Plan.
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Area of
Assessment

Stakeholder
Engagement

Business
Processes/
System
Functionality

Contract
Management /
Deliverables

Management

Jun .
2014 Summary Status/Recommendations

Stakeholder engagement and organizational change management
activities are underway, however these activities are not being tracked in a

project schedule.

Process flows that represent the current state of court business processes
have been developed and reviewed by the CUWG. The business
processes will be utilized configuration activities to identify how
Washington courts processes will be supported by Odyssey.

The list and schedule of vendor deliverables are identified in the Tyler
contract and are being managed by the project team.
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Area of

Assessment LgEnEy

Jul
2014

Application

Summary Status/Recommendations

. . Risk
Application Serious ;
; " : Being
Architecture Consideration
Addressed

Requirements
Management

Risk
Being
Addressed

Risk
Being
Addressed

Two of the four document management implementation options have been
identified by the representatives of the clerks, judges, and administrators
as viable.

If the courts do not use Odyssey to store copies of documents, then there
will be additional costs to integrate third-party document management
solutions. The integration of third-party solutions introduces additional
risks (technical, schedule, and scope) to the SC-CMS Project. If, on the
other hand, the Odyssey document management solution does not meet
all of the identified document management needs of the courts, court
personnel may experience the inability to efficiently perform their
responsibilities.

Lewis has selected to use Odyssey for document management. Thurston
requested an extension for the decision to complete their analysis. The
early adopter counties have been requested to select a DMS option by
September 1.

The CBO and CUWG will document Use Cases for the To-Be processes
as needed.






Quality Assurance Assessment

SC-CMS Project
4” Bluecrane, Inc.
jlr'u:\e e ® JU'y 2014

Page 8

Area of
Assessment

Urgency Summary Status/Recommendations

The Information Networking Hub (INH) and COTS-Prep Application
projects are preparing AOC interfaces to Odyssey. AOC and Tyler will
collaborate on a collection of translation components that will be
constructed to facilitate the transfer of data between the SC-CMS Odyssey

o system and the AOC legacy systems.
Application Urgent

Interfaces Consideration RS Risk Risk

Integration work activities are being tracked in multiple schedules and lists
by multiple project managers. In the past, the project schedules have not
been sufficiently decomposed and dependencies have not been
adequately tracked. In July, the project allocated additional resources to
scheduling activities, and we plan to review the results of the increased
efforts in August.

Data

The pilot courts have communicated that they would like the opportunity to
clean up their data prior to going live.

Data Preparation

Data Conversion Conversion activities continued in July.

Infrastructure

Statewide The statewide server infrastructure was installed in the AOC data center in
Infrastructure November ahead of schedule.

Local The project team has begun discussions with the pilot counties on local
Infrastructure infrastructure readiness activities.
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Part 2: Review of bluecrane Approach

We began our Quality Assurance engagement for the AOC SC-CMS Project by developing an
understanding of the project at a macro level. We started by analyzing the following five “Project
Areas”

e Project Management and Sponsorship

o People
e Application
e Data

e Infrastructure

It is not our practice to duplicate Project Management activities by following and analyzing each
task and each deliverable that our clients are tracking in their project management software
(such as Microsoft Project). Rather, we identify those groups of tasks and deliverables that are
key “signposts” in the project. While there are numerous tasks that may slip a few days or even
weeks, get rescheduled, and not have a major impact on the project, there are always a number
of significant “task groups” and deliverables which should be tracked over time because any risk
to those items — in terms of schedule, scope, or cost — have a potentially significant impact on
project success.

We de-compose the five Project Areas listed above into the next lower level of our assessment
taxonomy. We refer to this next lower level as the “area of assessment” level. The list of areas
of assessment grows over the life of the project. The following list is provided as an example of
typical areas of assessment:

e Project Management and Sponsorship
Governance

Scope

Schedule

Budget

Communication

Staffing and Project Facilities
Change Management

Risk Management

Issue Management

Quality Management

©O O 0O 00O 0o 0o o o
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Stakeholder Engagement

Business Processes/System Functionality
Vendor Procurement

Contract Management/Deliverables Management
Training and Training Facilities

Local Court Preparation

User Support

Application

Application Architecture
Requirements Management
Implementation

Application Interfaces
Application Infrastructure
Reporting

Testing

Tools

Data Preparation
Data Conversion
Data Security

Infrastructure

o
0]
o

Statewide Infrastructure
Local Infrastructure
Technical Help Desk

For each area of assessment within a Project Area, we document in our QA Dashboard our
observations, any issues and/or risks that we have assessed, and our recommendations. For
each area we assess activities in the following three stages of delivery:

Planning — is the project doing an acceptable level of planning?

Executing — assuming adequate planning has been done, is the project performing
tasks in alignment with the plans the project has established?

Results — are the expected results being realized? (A project that does a good job of
planning and executing those plans, but does not realize the results expected by
stakeholders, is a less than successful project. Ultimately, results are what the project is
all about!)
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Assessed status is rated at a macro-level using the scale shown in the table below.

Assessed
Status

Meaning

Extreme Risk: a risk that project management must address or the entire project
is at risk of failure; these risks are “show-stoppers”

. Risk: arisk that is significant enough to merit management attention but not one
Risk : “ "
that is deemed a “show-stopper
Risk Being Addressed: a risk item in this category is one that was formerly red
Risk Being | or yellow, but in our opinion, is now being addressed adequately and should be
Addressed | reviewed at the next assessment with an expectation that this item becomes
green at that time
No
Identified No Risk: “All Systems Go” for this item
Risk

Not Started: this particular item has not started yet or is not yet assessed

Completed
or Not
Applicable

Completed/Not Applicable: this particular item has been completed or has been
deemed “not applicable” but remains a part of the assessment for traceability
purposes.

We recognize that simultaneously addressing all risk areas identified at any given time is a
daunting task — and not advisable. Therefore, we prioritize risk items in our monthly reports as:

1. Very Urgent Consideration

2. Urgent Consideration

3. Serious Consideration

Given the current phase of the SC-CMS Project, these priorities translate to:

1. Very Urgent Consideration — Potential Impact to Configuration of the System

2. Urgent Consideration — Potential Impact to Project’'s Readiness for Implementation

3. Serious Consideration — Potential Impact to the Successful Management of the Project
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Rating risks at the macro-level using the assessed status and urgency scales described above
provides a method for creating a snapshot that project personnel and executive management
can review quickly, getting an immediate sense of project risks. The macro-level ratings are
further refined by describing in detail what the risk/issue is and what remedial actions are being
taken/should be taken to address the risk/issue. The result is a framework for AOC SC-CMS
management to evaluate project risks — in terms of business objectives and traditional project
management tasks.

We summarize the bluecrane QA Dashboard in Part 1 of our monthly report for review with
client executives and project management. Part 3 of our monthly report provides the detailed
QA Dashboard with all of the elements described above.
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Part 3: bluecrane Detailed Assessment Report for July 2014

bluecrane Quality Assurance Dashboard for the
Washington AOC SC-CMS Project

Project Area Summary

Project Area Highest Level of Assessed Risk

Project Management and

Sponsorship s

People

Application

Data

Infrastructure
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Category: Project Management and Sponsorship

Area of Governance
Assessment: Risk Risk Risk

Being Being Being
Addressed Addressed Addressed

Urgency: Serious Consideration

Observation/Risk 1: Currently, AOC does not have a policy regarding the support of county ancillary systems that duplicate the functionality of
AOC systems that are in the process of being implemented. The purchase by counties of products that provide the same functionality as Odyssey
components duplicates functionality and costs. This is a risk that should be addressed by AOC, and potentially, the JISC.

Risk/Impact: If counties or courts continue to implement custom-developed or purchased systems that have overlapping functionality with SC-
CMS, then the scope, complexity, and cost of SC-CMS will almost certainly increase, adding risk to the project. Counties would bear not only the
one-time implementation costs of the one-off, stand-alone software, but would have on-going maintenance costs for the software as well. Likewise,
AOC would incur on-going maintenance costs for custom interfaces if one-off, stand-alone systems are implemented. Failure to mitigate this risk
now with a defined policy and approach fosters a continuing high degree of uncertainty.

Recommendation: AOC and/or the JISC should adopt a policy regarding the implementation of ancillary systems by counties that provide
duplicative functionality of systems being implemented by AOC. Existing policies should be reviewed to see if modification of a current policy would
provide the necessary guidance for counties. If an existing policy cannot be modified, then a new policy should be adopted to outline the AOC
support guidelines for county systems.

Status: A meeting with AOC IT managers was conducted in July to discuss the issue, and a policy has been developed that will be presented to the
JISC in September.
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Category: Project Management and Sponsorship

Area of
Assessment: Risk Risk Risk
Being Being Being
Addressed Addressed Addressed

Urgency: Serious Consideration

Observation/Risk 1: The scope of the SC-CMS project is established in the SC-CMS RFP requirements and deliverables as established by the
SC-CMS contract with Tyler Technologies. The risk of duplicated functionality (and associated costs) discussed above under Governance has
ramifications related to project scope as well.

Risk/Impact: Over time, several Washington counties have implemented ancillary systems to supplement the lack of functionality in the legacy
systems that SC-CMS will replace. Replacement of these ancillary systems with SC-CMS functionality is an important aspect of the SC-CMS
implementation in order to realize cost savings and improved reliability inherent in an integrated system. If counties continue to implement custom-
developed or purchased systems that have overlapping functionality with SC-CMS, then the scope, complexity, and cost of the SC-CMS project will
almost certainly increase, adding risk to the project. Duration of the project may also have to be extended. Counties will bear not only the one-time
implementation costs of the one-off, stand-alone software, but will have on-going maintenance costs for the software. Likewise, AOC will incur on-
going maintenance costs for custom interfaces if one-off, stand-alone systems are implemented.

Recommendation: AOC should work with counties to help them understand the capabilities of Odyssey components, including SessionWorks
Judges Edition and the functionality, integration, and cost advantages of using Odyssey components.

Status: A meeting was conducted in July with AOC IT managers to discuss the development of an ancillary system policy that will provide guidance
to counties on the implementation of software that provides overlapping functionality.
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Category: Project Management and Sponsorship

Area of

Assessment: Schedule

Urgency: Urgent Consideration

Observation/Risk — Lack of Schedule Decomposition and Integration: Successful on-time delivery of the SC-CMS Project requires the ability to
estimate and plan the work required to complete the project, monitor the plan as the project progresses, and make adjustments to keep the project
on track. Additionally, the SC-CMS Project has dependencies on integration components that are being developed as part of the Information
Networking Hub (INH) Project as well as two projects under the umbrella effort known as Commercial-off-the-Shelf Preparation (COTS Prep). All of
this project work must planned, monitored, and adjustments made as needed to meet the pilot go-live date of June 2015. As an interim milestone,
the construction and integration testing of all components and system modifications must be completed by November 1, 2014.

In order to ensure adequate tracking of the AOC SC-CMS efforts, Tyler SC-CMS work, INH, and COTS Prep, it is necessary to have (1) project
schedules for each individual project that are at a level of detail adequate to determine resource requirements to achieve timing commitments and
(2) an integrated view of the schedules that provides a level of confidence that dependencies between and among the individual projects are being
tracked and coordinated so that the overall combined efforts are on-track for timely completion. Although quite a lot of the work has been identified
at a high level, the project schedules and various tracking lists do not contain an adequate level of detail and do not have adequate dependencies
identified between individual tasks to provide a high-level of confidence that project milestones including the June Go-Live date can be met.
Additionally, the activities that are being tracked are lacking properties that have been identified in the SC-CMS Schedule Management Plan as
necessary to adequately plan and track progress toward successful completion of project deliverables. Examples of schedule management
variances include high level activities that do not have an assigned resource, and lack of a schedule baseline.

There are several causes to the current schedule situation:

e There is lack of resources to adequately develop and maintain the schedules to the level of detail required to use the schedules and lists to
accurately determine the probability of meeting milestones leading up to pilot go-live in June.

e The schedule work is documented and tracked in different formats including Microsoft Project schedules, Excel spreadsheets, and the
whiteboard in the project room. Related activities are tracked in different schedules and lists, making the tracking of dependencies very
difficult.

¢ Related project work is being tracked by different people making it difficult to get a holistic view of the project work.
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Impact: The amount of work to complete project activities may be underestimated or resources may be over-allocated. If inaccurate estimates are
not identified until late in a work activity, a delay in the completion of those components could result in a delay of the SC-CMS pilot go-live date.
Additionally, lack of identifying dependencies between work activities may result in delayed milestones or unintentional misrepresentation of
scheduled activities.

Recommendation: A concentrated effort should be undertaken to identify the necessary work details to determine the achievability of the current
timeline. The SC-CMS, INH, and COTS-Prep projects should complete detailed estimates of the development and implementation effort, and use
the estimates to produce detailed project schedules. A detailed list of the tasks to complete the project work will allow AOC to determine the
resource requirements necessary to complete the work on schedule and provide a detailed tracking capability to closely monitor progress of project
activities.

Dedicated schedule management resources should be assigned to maintain the respective schedules and interdependencies between the
schedules. The schedule managers should have intimate knowledge of the status of near-term project activities and overall knowledge of the
detailed tasks needed to meet the pilot go-live schedule.

All of the detailed work for the various projects should be tracked together with linked dependencies. For example, all of the work required to
complete the INH case and party replication should be tracked by one person in one format to provide a holistic view of the work and to easily
identify interdependencies. This includes the activities to complete Party Replication Logs (PRLs), design, development, testing (unit, system,
integration, performance, UAT), and deployment. Work performed by the BAs, CBO, SC-CMS project team, AOC testing team, AOC M&O team,
AOC infrastructure team, and Tyler should be included.

To be clear, we are not advocating that all of the project schedules (AOC SC-CMS tasks, Tyler work, INH, COTS Prep, and possibly other related
efforts) be combined into a single, monolithic schedule. Creating and maintaining such a schedule is not likely to produce results worth the effort
required. We suggest, in addition to developing detailed schedules for each project, that a single, integrated view of key milestones from each of the
efforts needs to be created and maintained. The integrated view should also have frequent and regular management reviews conducted.

Status: While each project currently has a schedule, we continue to be concerned that the amount of detail in some cases is not adequate to
support the high-level of confidence of timely completion that the Executive Sponsors should have. Moreover, an integrated view with tracking of the
interdependencies between the various projects is missing. In July, the project allocated additional resources to scheduling activities, and we plan to
review the results of the increased efforts in August.
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Category: Project Management and Sponsorship

Area of
Assessment: Risk
Being
Addressed

Urgency:

Observation: When information/results are available from the Pilot Court implementations, the Steering Committee will reassess the local cost
framework, potentially revise the framework based on the Pilot Court experiences, and then make a recommendation to the JISC for cost sharing
between the State and the local levels for the next phase of SC-CMS.
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Category: Project Management and Sponsorship

Area of

: Project Communications
Assessment:

Urgency:

Observation: The project utilizes several approaches to communicate information to project stakeholders. Project status is communicated to AOC
management, project team members, and other AOC stakeholders in multiple weekly meetings. Project Steering Committee Meetings are
conducted monthly. Information is provided to representatives of the Judges, Clerks, and Administrators associations who pass information to the
association members through their normal communication paths.

Status: The SC-CMS project publishes a weekly status report. Tyler provides a monthly status report.

Recommendation: Although there are multiple approaches to communicating project status and organizational change management information, it
would be advisable for the project to conduct periodic surveys to determine the effectiveness of the various forms of communication being utilized.
Effectiveness could be measured by gauging the project-related knowledge of internal and external stakeholders at all levels. Based on the results
of surveys, approaches to project communications can be revised. Some approaches may be eliminated if they are found to be ineffective, or
supplemental communications may be necessary to augment the current forms of communications.
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Category: Project Management and Sponsorship

Area of

Assessment: Staffing and Project Facilities

Urgency: Urgent Consideration

Observation/Risk: Resources allocated to project scheduling activities are inadequate to provide the detailed information required for a high-level
of confidence that the schedule is achievable.

Impact: As detailed in the Schedule assessment area, the lack of dedicated schedule management resources has resulted in inadequate tracking
of project activities.

Recommendation: Additional resources should be allocated to develop the level of schedule detail required to adequately manage project activities
and estimate resources and time required for future work. A temporary focused allocation of resources would result in the development of a detailed
schedule. Schedule management resources could then be dropped to a lower level after the detailed schedule was in place.

The project work could be divided between several schedule managers. For example the INH Project Manager could be responsible for tracking all
of the INH and Odyssey application integration work being performed by the AOC software developers, the Tyler software developers, the SC-CMS
business analysts, the CBO business engineers, and the SC-CMS, and AOC testing analysts.

Status: In July, the project allocated additional resources to scheduling activities, and we plan to review the results of the increased efforts in
August.

Category: Project Management and Sponsorship

Area of
Assessment:

Observation: The scope and budget have been baselined. All requests for changes to scope or budget will go through the SC-CMS change
management process. Many of the work activities in the project schedules have not been baselined.

Change Management
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Category: Project Management and Sponsorship

Area of

Assessment: Risk Management

Urgency:

Observation: The project risk log has a list of identified risks.

Category: Project Management and Sponsorship

Area of
Assessment:

Observation: The project issue log has a list of identified issues.

Issue Management

Category: Project Management and Sponsorship

Area of

Assessment: Quality Management

Urgency:

Observation: The project team has developed a Quality Management Plan.
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Category: People

Area of

TR Stakeholder Engagement

Urgency: N/A

Observation: Stakeholder engagement and organizational change management activities are underway, however these activities are not being
tracked in a project schedule.

Category: People

Area of

: Business Processes / System Functionality
Assessment:

Urgency: N/A

Observation: Process flows that represent the current state of court business processes have been developed and reviewed by the CUWG. The
business processes will be utilized configuration activities to identify how Washington courts processes will be supported by Odyssey.

Category: People

Area of

: Contract Management / Deliverables Management
Assessment:

Urgency: N/A

Observation/Risk: The list and schedule of vendor deliverables are identified in the Tyler contract and are being managed by the project team.
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Category: Application

Area of

Assessment: Application Architecture

Risk Risk Risk
Being Being Being
Addressed Addressed Addressed

Urgency: Serious Consideration

Observation/Risk: In the past several months, county clerks have expressed concerns with using the integrated Odyssey document management
solution that the State is offering through the SC-CMS Project.

Impact: If the clerks do not use Odyssey to store copies of documents, then there will be additional costs to integrate third-party document
management solutions. The integration of third-party solutions introduces additional risks (technical, schedule, and scope) to the SC-CMS Project.
If, on the other hand, the Odyssey document management solution does not meet all of the identified document management needs of the courts,
court personnel may experience the inability to efficiently perform their responsibilities.

Recommendation: The project team should ensure that the entire set of court document management requirements are understood and will be
adequately met by the Odyssey document management solution.

Status: Four alternatives for the implementation of document management in SC-CMS that will meet the clerk’s requirements were developed in
February and presented to representatives of the county clerks in March and to representatives of the judges and administrators in April. Two of the
four options were identified by the representatives of the three groups as viable. One option is to use the Odyssey document management
functionality as it exists in the product and another is to require existing, third-party document management solutions to be accessible within
Odyssey via a “link.” The first option can be implemented with existing Odyssey functionality. The integration with third-party document
management solutions is estimated to cost an additional $150,000. Pilot counties were requested to select their DMS option by August 1. Lewis
choose to use Odyssey for document management. Thurston requested an extension for the decision to complete their analysis. The early adopter
counties have been requested to select a DMS option by September 1.
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Category: Application

Area of

Assessment: | R€duirements Management

Urgency:

Observation: The project’s business analysts have loaded the SC-CMS requirements into the Rational Requirements Composer (RRC)
requirements management tool that is being used to document requirements and for traceability. The CBO and CUWG will document Use Cases for
the To-Be processes as needed.
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Category: Application

Area of

Assessment: Application Interfaces

Urgency: Urgent Consideration

Observation/Risk: The Information Networking Hub (INH) and COTS-Prep Application projects have been defining and preparing AOC interfaces
using SC-CMS information that was available prior to the selection of Tyler as the SC-CMS vendor. Further definition of the interfaces started in
November, 2013 with a series of integration sessions that resulted in design details for the integration of Odyssey with AOC and local county
systems. A decision was made in 2013 that AOC and Tyler will collaborate on a collection of translation components that will be constructed to
facilitate the transfer of data between the SC-CMS Odyssey system and the AOC legacy systems.

There is concern that the integration components will not be completed in time to begin User Acceptance Testing in November, 2014. The project
schedules for each of the integration projects: SC-CMS, INH, COTS-Prep are not sufficiently decomposed and do not have adequate dependencies
identified to determine if the planned schedule can be met.

Impact: If integration UAT does not begin on schedule, the planned go-live dates for pilot counties may not be met.

Recommendation: A planning meeting should be conducted to identify all of the detailed work packages required to implement the integration
components. The estimates for completing work packages should be re-evaluated based on the effort required thus far to increase the accuracy of
the planning. Based on the re-planning results, the remainder of the SC-CMS project should be re-planned as well to determine realistic milestone
dates.

Status: Integration work activities are being tracked in multiple schedules and lists by multiple project managers. In the past, the project schedules
have not been sufficiently decomposed and dependencies have not been adequately tracked. In July, the project allocated additional resources to
scheduling activities, and we plan to review the results of the increased efforts in August.
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Category:

Area of
Assessment:

Data Preparation

Urgency:

Observation: The AOC Data Quality Coordinator will coordinate preparation of data in AOC and local court applications. One of the activities is the
development of a data profiling report which will identify anomalies in data stored in JIS.

The AOC System Support Technician will prepa<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>