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1 EXECUTIVE SUMMARY

1.1 Document Purpose

The Alternatives Document identifies key requirements, factors, and decision points for the State of Washington (WA) Justice Information Network (JIN) Criminal and Case History (CACH) Query project. There are numerous configuration, design, deployment, and software options available to the State of Washington in this project. This document is intended to provide a common frame of reference for the JIN Steering Committee members to assist in their selection of alternatives. Online Business Systems will work with the JIN Program Manager in identifying and evaluating the alternatives.

A subset of Online’s evaluation methodology is applied throughout this document. This methodology is tailored for the JIN CACH project and includes the use of scoring systems, weighting criteria, and automated tools for collating the results received from State of Washington evaluators. Alternative strengths and weaknesses, along with stakeholder analysis are presented. Specific consideration is given for costs, including one time and recurring costs and direct and indirect costs, risks, support, maintainability, expandability and organizational issues.

This document expands on the statement of work referenced in the contract between Online Business Systems and the State of Washington DIS A04-PSC-007. 

1.2 Project Description

JIN CACH will design the foundation and platform for future justice information sharing initiatives within the State enterprise and participating local government entities.  The CACH project will result in a statewide plan and technology foundation for securely and reliably sharing information amongst the constituents of the JIN justice community. The initial information sharing solution will be implemented upon this technology foundation, providing web-services based access to two primary consolidated state case and criminal history data repositories for justice information – the Administrative Office of the Courts (AOC) and the Washington State Patrol (WSP). This technology foundation will be known as the JIN Data Exchange, or JINDEX.

This project will deliver an integration technology foundation that will be based upon the fundamentals of a service-oriented architecture (SOA). 

Online’s project delivery team will design and develop a solution that makes optimal use of existing infrastructure and with the smallest possible effect on existing systems, designing and developing a working model for sharing justice information among state and local members of the justice community.  Online will validate this model through the design and implementation of a set of architected Criminal and Case History Query web services, and a generic user interface providing the same information.

Evaluation of stakeholder requirements and alternatives will result in the selection of a platform and the design and implementation of a solution that builds on existing state applications and infrastructure.

As stated in the approved project charter and confirmed in stakeholder interviews, 

Integration broker choices include evaluation of MS Biztalk and Sonic ESB only.  These technologies were chosen to participate in the two Proof Of Concept engagements, the results of which will be considered as part of the evaluation and selection process.

The selection of an integration broker is obviously the largest and most important alternative that must be evaluated by the Steering Committee. As such, an entire section of this document, section 3, focuses exclusively on the Biztalk/Sonic decision. Section 4 covers all other alternative topics.

1.3 Related Projects / Background Material

	Artifact
	Description

	Contract A04-PSC-007
	Contract between State of Washington DIS and Online Business Systems dated 1Nov2004.

	Statement of Work
	JIN SOW – Exhibit A within Contract A04-PSC-007.  Defines detailed success criteria, deliverables and work expectations.

	Online Proposal
	Online Business Systems technical proposal (Volume 1) to Washington DIS in response to RFP # A04-RFP-005.  Contains the Overall Online approach being utilized on the project.

	JIN CACH Project Charter V12
	Approved Project Charter.

	JIN CACH Project

Customer Requirements Report V25
	Submitted Customer Requirements report.  Pending Stakeholder feedback.


1.4 Objectives

The objective of this report is to present all the alternatives for the JIN CACH Project along with analysis results regarding the benefits of each alternative.  This document presents recommendations, however, Online will not make the decisions on which option to move forward with.  Instead, an evaluation method is introduced whereby JIN stakeholders are given the means to make decisions in a collaborative fashion.

This document is input into the evaluation and alternative selection process AND a record of the decisions that have been ratified.

1.5 Distribution

Brian LeDuc 
State of Washington – JIN Program Director

JIN Steering Committee

JIN Technical Advisory Group

Andy Ross

Online Business Systems Ltd. – 



Senior Solutions Architect / JIN CACH Project Manager

David Neufeld
Online Business Systems Ltd. – Delivery Manager

2 alternatives Evaluation methodology

2.1 General Description

A subset of Online’s proprietary Package Evaluation and Selection Methodology is applied throughout this document. This methodology is tailored for the CACH project and includes the use of scoring systems, weighting criteria, and automated tools for collating the results received from State of Washington evaluators. Alternative strengths and weaknesses, along with stakeholder analysis are presented. Specific consideration is given for costs, including one time and recurring costs and direct and indirect costs, risks, support, maintainability, expandability, and organizational issues.

2.2 alternatives identification

The structure of this document follows that of the CACH Customer Requirements document. Validated requirements form the basis for alternatives identification. Not all requirements, however, are listed. Where requirements analysis has determined that JIN stakeholders are unanimously aligned in their thinking, or where requirements only allow for a single solution, alternatives are not presented. 

This document will be presented to JIN stakeholders for content review prior to the process of actually deciding on alternatives. Stakeholders are encouraged to provide additional commentary on alternatives, which Online will incorporate into this document.

2.3 alternatives Evaluation and selection

After all requirements have been gathered and validated, alternatives identified, factors and stakeholder feedback documented, the process of Alternatives Evaluation and Selection will begin. Online has developed a highly efficient, semi-automated tool for collecting weighted scoring from multiple evaluators. At its core, a centralized database is used to capture alternatives, provide traceability back to requirements, and perform all collation functions on weighted evaluator scores. 

Format delivery options to evaluators include MS Excel, MS Word, and printed documents. Online’s preference would be to deliver alternatives to evaluators in MS Excel; this will facilitate compiling the information in the central database.

3 selection of the integration platform

3.1 Overview


Selection of the integration platform is ostensibly the biggest decision the JIN steering committee has to make for this project. As previously stated, integration broker choices include Microsoft Biztalk and Sonic Software’s Enterprise Service Bus (ESB). Both technologies were chosen to participate in the JIN Proof Of Concept engagements. 

Fortunately for the State, both Biztalk and Sonic are mature, fully capable integration platforms, and both should be able to satisfy JIN integration requirements for years to come. As well, the State’s decision to implement the JINDEX based on web services and open industry standards ensures interoperability, and means that whatever platform is selected for the JINDEX, State agencies will not ‘inherit’ this decision. By using web services and open standards, the JINDEX can be deployed using either Sonic or Biztalk, and State agencies can continue to feel free to implement whatever integration technologies make the most sense for them.

A discussion is merited, however, on the potential for centralized provisioning of integration services to ‘poorer’ agencies that, realistically, may not have the financial resources to procure internal integration technology in the coming 5 years.  These agencies may want to act as web service consumers or even providers once the JINDEX is up and running, and they may request assistance/guidance from the JIN program and/or DIS in doing so (this may not be part of officially designated mandates, but it seems prudent to discuss the possibility). The potential for centralized provisioning of integration services in the future raises a few additional decision criteria, as will be seen later.

The Biztalk/Sonic selection bears similarities and many of the same arguments in comparing Microsoft .NET and Java. Biztalk, obviously, is implemented on a .NET framework, and likewise Sonic is implemented in Java. There are inevitably philosophical differences and firmly entrenched opinions when discussing the pros and cons of each. What is important to keep in mind is how well each aligns with long-term State and JIN strategies.

3.2 Requirements And Categories

Requirements to be used as evaluation criteria for selection of the integration platform are extracted from the Customer Requirements Report. As well, the Statement of Work identified numerous Core Application Requirements, Communications Requirements, Data Management Services, Connectivity Services, and Application and Interface Development Services. Many of the Statement of Work’s generic requirements were not identified as specific requirements for the CACH project, but they should remain as evaluation criteria since future JIN projects will likely make use of some of these requirements.

Several iterations of feedback were conducted with the State of Washington JIN Technical Advisory Group (TAG) in order to (a) determine the ‘right’ evaluation criteria, and (b) to appropriately weight each criterion. An original list of 73 questions was submitted to both vendors. Microsoft and Sonic responses are included as appendices C and D, respectively. The TAG eventually decided to narrow the focus to 11 key criteria. The weighted list is shown below, and the detailed factors are included as appendix B. 

	Factor
	Weighting

	Upfront costs
	10

	Ongoing costs
	5

	Agency licenses
	4

	Development/Test licenses
	5

	Bundled adapters
	10

	Built in UDDI server
	1

	WS Reliable Messaging, WS Reliability, and WS Security
	5

	Third party databases
	5

	Availability / Scalability
	15

	Resourcing
	13

	Management Console
	5

	Total
	78


As previously stated, both Sonic and Biztalk are mature, fully featured integration platforms. As such, each can perform common middleware tasks (e.g. transformation, transport, routing) and supports most integration design patterns (e.g. publish/subscribe, push, pull, etc.). Differentiating factors between the two products is seen in how they accomplish these tasks, as well as in many of the non-functional requirements. Online Business Systems is partnered with both Microsoft and Sonic, and is thus vendor neutral regarding this decision. Where possible, we will provide frank opinions and assessments about each company’s strategy and implementation, endeavoring to assist JIN stakeholders in making their selection.

TAG reviewer scores are included as appendix A. The following table shows the weighted scores, by TAG reviewer:

	Reviewer (R)#
	BizTalk
	Sonic

	1
	56.8
	47.6

	2
	70
	43.6

	3
	41.6
	39

	4
	41.6
	61

	5
	57.8
	51.6

	6
	49
	39.2

	7
	54.8
	66.2

	Average
	53.1
	49.7


BizTalk was selected by 5 of 7 reviewers, and the overall average score also favors BizTalk.

The following table shows weighted scores, by evaluation criteria:

	By Question
	 
	 
	 
	 
	 
	 

	 
	
	
	
	Wtd.

	 
	BizTalk
	Sonic
	BizTalk
	Sonic

	Cost
	22.0
	21.0
	50
	52

	Recurring Cost
	21.0
	18.0
	25
	23

	Agency Lics.
	21.0
	16.0
	20.8
	16

	Dev/Test Lics.
	23.0
	16.0
	28
	19

	Adapters
	25.0
	19.0
	60
	46

	UDDI
	22.0
	6.0
	5.4
	1.2

	Reliable Msg
	18.0
	20.0
	18
	23

	3rd Party DBs
	20.0
	20.0
	20
	23

	Performance
	20.0
	21.0
	72
	78

	Resourcing
	26.0
	15.0
	75.4
	52

	Mgmt Console
	24.0
	12.0
	29
	15


TAG Reviewers rated BizTalk higher in 7 of 11 questions.

BizTalk was the clear preference based on TAG members’ evaluation, hence the JIN program will implement the JINDEX based on this technology.

4 Other alternatives

This section outlines all other project alternatives unrelated to the selection of the integration technology platform/broker.

4.1 Interfacing with WSP

Several technical alternatives for interfacing with WSP (ACCESS) have been identified through stakeholder interviews and documentation review. Options include:

Leveraging code from the Summary Offender Profile (SOP) application

Advantages:

· Email comments from Dan Parsons, WSP - “Of the applications listed (WebMSS, CJ Watch, etc.), only SOP uses the standard communication process with ACCESS.”

· Re-using an existing interface reduces project risk.

· Politically very palatable, since it builds upon JIN’s first project. The alternative (i.e. allowing SOP to fall into disuse) may cause some sensitivities.

· SOP not only interfaces with WSP, but with AOC as well.

Disadvantages:

· Interview notes from Dan Parsons, WSP – “With SOP, it is impossible to log and audit the individual user making the request into the WSP data store”
Leveraging code from the Pierce County's Law Enforcement Support Agency (LESA)

Advantages

· Re-using an existing interface reduces project risk.

· As an application developed by governmental resources and using public funds, LESA code is free from Internet Protocol (IP) [how does the Internet Protocol play here?] encumbrances and limitations.

· LESA developers are government employees, and could potentially be engaged to perform future enhancements (funding issues would need to be negotiated between JIN program office and Pierce County)

Disadvantages

· LESA code only interfaces with WSP/ACCESS, not with AOC

· LESA code does not parse inputs and outputs, it interfaces with ACCESS as if it were a terminal

Interface directly with ACCESS using ‘green screen’ terminal syntax

Advantages

· Interface can be custom built as ‘fit for purpose’, addressing any functionality and security requirements as mandated by JIN and WSP

Disadvantages

· Increase effort

· Increased risk

· Adds ‘yet another’ interface to ACCESS, among many existing, functional interfaces

· May require the purchasing of an iWay Terminal Emulation Adapter for either Sonic or Biztalk, adding to overall software licensing costs in project implementation phase.

· [Dan Parsons] WSP does not support nor encourage this mode of operation for this type of application

Online Business Systems’ recommendation – Interface with WSP/ACCESS by leveraging SOP application

JIN Program Decision - Interface with WSP/ACCESS by leveraging SOP application

4.2 Interfacing with AOC

Two technical alternatives for interfacing with AOC data repositories have been identified through stakeholder interviews and documentation review. Options include:

Leveraging code from the Summary Offender Profile (SOP) application

Advantages:

· Re-using an existing interface reduces project risk.

· Politically very palatable, since it builds upon JIN’s first project. The alternative (i.e. allowing SOP to fall into disuse) may cause some sensitivities.

Disadvantages:

· Interview notes from Tom Clarke, AOC – “Complaints about the SOP application include inflexibility in search criteria and lack of consolidation of data.” – SOP code would likely have to be enhanced as a result.
Develop a new interface/adapter to AOC data repositories

Note –in the context of this alternative, a ‘new interface/adapter’ does not make any assumptions based on the ‘how’. The general concept is to build a web service adapter to the AOC data repositories. This may use existing APIs and business rules, stored procedures, direct data access (with restricted permissions), etc. Exactly how will be established during the project design phase.

Advantages

· Interface can be custom built as ‘fit for purpose’, addressing any functionality and security requirements as mandated by JIN and AOC.

· Should not significantly add to project risk or effort, since AOC data resides on DB2. Use of JDBC/ODBC drivers and/or DB2 adapters for either Sonic or Biztalk would likely be very straightforward.

· Source code/IP rights for the CACH project will be owned by the State of Washington and free from encumbrances.

Disadvantages

· Allows SOP interface to fall into disuse, which may cause some political sensitivities.

Online Business Systems’ recommendation – develop a new interface/adapter to AOC data repositories.

JIN Program Decision - develop a new interface/adapter to AOC data repositories

4.3 Messaging paradigm – part 1

Use synchronous request/reply messaging for CACH queries

Advantages

· Simpler

· Does not require persistent messaging data repositories for service consumers

Disadvantages

· Synchronous messaging does not scale well

· Inherently unreliable. Puts the onus for retries/notification/reliable messaging completely on service consumers (note – reliable messaging is discussed as a distinct alternative in more detail below)

Use asynchronous request/reply messaging for CACH queries

Advantages

· Scales well – messages can be queued

· Quality of Service can be implemented on message queues

· Inherent reliability.

· Some of the responsibility for retries/notification/reliable messaging can be assumed by the JINDEX (note – reliable messaging is discussed as a distinct alternative in more detail below)

Disadvantages

· More complex

· Requires service consumers to have persistent messaging data repositories

Online Business Systems’ recommendation – implement asynchronous messaging.

JIN Program Decision - implement asynchronous messaging

4.4 Messaging paradigm – part 2

SEARCH, the National Consortium for Justice Information and Statistics, outlines the following patterns for inter-agency information sharing/integration (source http://www.search.org/files/pdf/Integration.pdf) 

· Automatically query local, regional, statewide and national databases to assess the criminal justice status of a person, such as determining whether a person is currently wanted by another jurisdiction, has charges pending in another jurisdiction, is currently under some form of correctional supervision, or has a criminal history at the local, State or national level.

· Automatically push information to another agency, based on actions taken within the originating agency (for example, reporting arrest information — together with supporting fingerprints and mugshot — to the State and national criminal history repositories based on new information in the local database; when a law enforcement agency makes an arrest and enters this information in its records management system, it should “push” information to the prosecuting attorney’s office for use in the prosecutor case intake process).

· Automatically pull information from other systems for incorporation into the recipient agency system (for example, populating a correctional information system with offender information captured in the presentence investigation, together with court sentencing information).

· Publish information regarding people, cases, events and agency actions (for example, both electronic and paper publishing of information regarding scheduled court events, crime mapping, availability of community resources, criminal history records, sex offender registries, etc.). 25
· Subscription/Notification of key transactions and events regarding subjects, events and cases (for example, probation agencies and individual probation officers should be able to formally subscribe to a notification service that will automatically notify them whenever one of their clients is arrested or otherwise involved in the justice system, as should prosecutors with cases pending against a defendant, judges who have suspended sentencing or otherwise suspended proceedings regarding a defendant, and social services agencies and others interested in particular transactions throughout the justice enterprise).
Online Business Systems’ recommendation – it seems evident to the OBS team that SEARCH’s Query pattern is the most appropriate for the specific queries being implemented as part of the CACH project. The JINDEX, however, will inherently be able to support any of SEARCH’s 5 patterns, regardless of whether JINDEX is implemented using Biztalk or Sonic.

JIN Program Decision – use the SEARCH Query pattern for CACH services
4.5 Messaging paradigm – part 3 – Reliable messaging/Guaranteed delivery

(Note – Reliable Messaging has been the source of intense scrutiny and debate in the CACH project. As such, a rather lengthy introduction is included prior to alternatives identification in this section. For those already intimately familiar with reliable messaging constructs and issues, feel free to skip directly to the alternatives.)
The simple definition of "reliable messaging" is making sure that both the sender and recipient of a message both know whether or not a message was actually sent and received, and furthermore making sure that the message was sent once and only once to the intended recipient. Straightforward? Yes. Easy to implement? No. 

Reliable messaging is a problem that has plagued Internet application development since its inception. The Internet is, by its very nature, unreliable. Servers that are up and running one moment may be down the next. The protocols used to connect senders and receivers were not designed to support reliable messaging constructs, such as message identifiers and acknowledgements. Recipients of messages must be able to acknowledge the fact that they actually did in fact receive the message. Senders of messages must be able to cache those messages in the event that an acknowledgement is not received and the message needs to be sent again. The fundamental technology that drives the Internet of today does not support such mechanisms. And therefore, developers are forced to implement new protocols, new technologies that address these needs.

(Source - http://www-106.ibm.com/developerworks/webservices/library/ws-ref10/)

In practice, the terms ‘Guaranteed Delivery’ and ‘Reliable Messaging’ are used interchangeably. In fact, ‘reliable messaging’ has come into more common use since implementers realized that ‘Guaranteed Delivery’ can never truly guarantee anything. Reliable messaging is almost always implemented asynchronously, and as previously stated, asynchronicity confers some inherent reliability. 

Three common tenets to most reliable messaging protocols are (a) the separation of ‘business content/payload’ from the ‘envelope’, (b) the inclusion of a ‘message identifier’ within the envelope, and (c) the concept of a pre-defined, orchestrated ‘conversation’ between the parties exchanging messages. 

Using the financial example of a Purchase Order, a buyer sends PO #123 to a supplier within a message envelope; the message envelope has message ID #456. According to their ‘conversation’ rules, the supplier owes the buyer a response within 30 minutes (asynchronously). The buyer must therefore have a database that holds a conversation open for that duration. If no response for message ID #456 is received within those 30 minutes, the buyer system could automatically re-send the original message (#456), send the same PO (#123) within a new message (#789), or could escalate the problem to appropriate resources (e.g. automated email notification to both the Purchasing department and IT support). 

Within the context of JIN Criminal and Case History Queries, the same principles must apply if the queries are to be implemented asynchronously. The alternatives, therefore, are how to implement the envelopes, message identifiers, and conversations.

Use WS-Reliable Messaging for reliable messaging

“WS-ReliableMessaging, published by IBM, Microsoft, BEA and TIBCO, provides the necessary protocol for ensuring that unreceived and duplicate messages can be detected, and received messages can be processed in the order in which they were sent. Messages can be exchanged with varying levels of delivery assurances including at most once, at least once or exactly once, as well as in order.”
 (Source - http://www.microsoft.com/presspass/press/2003/mar03/03-13wsrmPR.asp) 

Use WS-Reliability for reliable messaging

WS Reliability is a web-services standard proposed by Sun, Oracle, HP, Fujitsu, Cyclone, Hitachi, NEC, Novell, SeeBeyond, and Booz Allen Hamilton.  

On 15 November 2004, WS-Reliability v1.1 was officially declared an OASIS (UA) Standard (http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsrm) 

“… a generic and open model for ensuring reliable message delivery for Web services. This TC (Technical Committee) defines reliable message delivery as the ability to guarantee message delivery to software applications - Web services or Web service client applications - with a chosen level of quality of service (QoS).

For this TC effort, QoS will be defined as the ability to determine the following aspects of message delivery:

· Message persistence 

· Message acknowledgement and resending 

· Elimination of duplicate messages 

· Ordered delivery of messages 

· Delivery status awareness for sender and receiver applications”

(Source - http://www.oasis-open.org/committees/wsrm/charter.php) 

Use AS2 for reliable messaging

EDI (UA) over the Internet Applicability Statement 2, commonly referred to as EDIINT/AS2 [not by many], or simply AS2, is a messaging protocol based on HTTP/HTTPS and is  indifferent to the content of the business payload. XML payloads can be sent as easily as EDI messages.

Advantages

· Widely pervasive protocol due to the ‘Walmart factor’ (Walmart has dictated its entire supply chain use AS2 for all electronic transactions to and from Walmart)

· Very lightweight – envelope headers are minimal

· Easy to understand

· Wide availability of low cost (~$1500 US) software/tools to send/receive messages using AS2

· AS2 adapters are available for most middleware/integration broker products. This should not just be considered for the JINDEX Biztalk/Sonic decision, but also for remote justice agencies that may use other technologies and need to communicate with the JINDEX using this protocol.

Disadvantages

· Envelope is not XML based (this is not deemed to be a significant disadvantage [Dan Parsons - why not when so much is about using XML in exchanges and messaging?])

Use RosettaNet for reliable messaging

“A self-funded, non-profit organization, RosettaNet is a consortium of major Information Technology, Electronic Components, Semiconductor Manufacturing, Telecommunications and Logistics companies working to create and implement industry-wide, open e-business process standards.”

(Source – www.rosettanet.org) 

Advantages

· ‘Enterprise strength’, fully featured protocol

· RosettaNet adapters are available for most middleware/integration broker products. This should not just be considered for the JINDEX Biztalk/Sonic decision, but also for remote justice agencies that may use other technologies and need to communicate with the JINDEX using this protocol.

Disadvantages

· Complex, difficult to understand

· Heavyweight – many layers to the envelope

· High cost for adapters

Implement a State of Washington custom mechanism for reliable messaging

Advantages

· Can be tailored to be as lightweight as possible, meeting the minimal reliable messaging requirements of State stakeholders.

Disadvantages

· Everyone, including all State agencies, would need to implement custom solutions to accommodate a non-standard protocol.

Use ebMS for reliable messaging

OASIS’ ebXML’s Message Service Specification. Deemed to be ‘dead in the water’ given the work being done on WS-Reliability, and will not be discussed further unless requested by State stakeholders.

Use JMS for reliable messaging

Java Messaging Service – although JMS is perhaps more accurately described as an ‘enabling technology’ upon which other reliable messaging protocols are built, it could be used for truly lightweight reliable messaging by the State. This would require, however, all agencies connecting to the JINDEX to have a JMS capable server. This is contrary to the open, standards-based principles of the JIN, and  is not discussed further unless requested by State stakeholders.

Use MSMQ for reliable messaging

Microsoft Message Queuing - although MSMQ is perhaps more accurately described as an ‘enabling technology’ upon which other reliable messaging protocols are built, it could be used for truly lightweight reliable messaging by the State. This would require, however, all agencies connecting to the JINDEX to have a MSMQ capable server. This is contrary to the open, standards-based principles of the JIN, and will not be discussed further unless requested by State stakeholders.

Use Websphere MQ for reliable messaging

Websphere Message Queuing - although Websphere MQ is perhaps more accurately described as an ‘enabling technology’ upon which other reliable messaging protocols are built, it could be used for truly lightweight reliable messaging by the State. This would require, however, all agencies connecting to the JINDEX to have a Websphere MQ capable server. This is contrary to the open, standards-based principles of the JIN, and will not be discussed further unless requested by State stakeholders.

Do not implement any reliable messaging protocol

The JIN TAG has indicated that reliable messaging is not required for CACH services.

Online Business Systems’ recommendation – shortlist the above to WS-Reliable Messaging and WS-Reliability due to the fact that they are future looking, web-services based protocols. The very recent news that WS-Reliability was ratified by OASIS lends weight to this standard. Since CACH web services do not require reliable messaging, the decision on which standard to adopt for JIN can be deferred to a future project which requires reliable messaging. The advantage of deferral is the opportunity for the two standards to converge, or for a “winner” to emerge.

JIN Program Decision – defer decision on reliable messaging standards until the first project that needs to implement reliable messaging.
4.6 JINDEX Hosting

The servers and databases used for implementation of JINDEX’ technology platform, whether Sonic or Biztalk, must be hosted somewhere. JINDEX common services, such as logging, audit, authentication, management consoles, etc. would be deployed in the hosted environment.

DIS hosts JINDEX technology and services

Advantages

· State resources

· Common paradigm

· Known economic model / service level agreements

· State resources would gain valuable expertise, and would better be able to advise state agencies on future integration projects

· Personnel subject to fingerprint based background check

Disadvantages

· DIS resources would need training in JINDEX services and either Sonic or Biztalk

3rd Party hosts JINDEX technology and services

Advantages

· No training requirements for state staff

Disadvantages

· No cost certainty, subject to market forces

· Not in government (state or local) network infrastructure

Online Business Systems’ recommendation – DIS hosts JINDEX technology and services. Appropriate SLAs(UA)  and hosting options (Dedicated, A la Carte, etc.) to be negotiated and established with DIS during CACH project design phase.

JIN Program Decision – DIS will host JINDEX technology and services in a Dedicated environment.

4.7 Security - Authentication 

Authentication – definition

The process of identifying an individual, usually based on a username and password. In security systems, authentication is distinct from authorization , which is the process of giving individuals access to system objects based on their identity. Authentication merely ensures that the individual is who he or she claims to be, but says nothing about the access rights of the individual.

(Source - http://isp.webopedia.com/TERM/A/authentication.html) 

Based on documentation review, stakeholder interviews, and several follow-up meetings with DIS, the following authentication alternatives are presented. The decision could also be made whether these authentication mechanisms apply to all JINDEX services, or specifically to CACH. The initial assumption is that they apply to all JINDEX services. Applications are free to perform their own authorization checks, as discussed in the next section.

JINDEX uses Fortress Anonymous gateway and application-based authentication (either certificate-based or username/password based)

Disadvantages

· Forced re-authentication for users already authenticated via other means

· Requires maintenance of authenticated user/credentials data store

· According to DIS Security/Network Design Review meeting, “State auditors are starting to frown heavily on agencies doing their own authentication within applications”

JINDEX uses Fortress Authenticated gateway (username/password)

Advantages

· Simplicity

Disadvantages

· According to DIS Security/Network Design Review meeting, “Username/password authentication is going away”

· According to DIS Security/Network Design Review meeting, “(Fortress authenticated) a real problem for AOC/WSP due to batch user updates”

· Less secure than certificate-based authentication

JINDEX uses Transact Washington gateway (certificate based)

Advantages

· More secure than username/password

· Any user who presents a certificate to Transact and is authenticated has access to all applications registered behind Transact

Disadvantages

· Financial requirements on user community to each procure a $10 (annually recurring fee) certificate from Digital Signature Trust

· Policy is that any application accessible outside of SGN needs a 3rd party certificate (e.g. Verisign server certificate), which can cost thousands. (DIS is in the process, however of establishing a standard for self-signed certs for SGN community members to communicate only to each other)

JINDEX uses Secure Access Washington gateway 

Secure Access Washington is a single sign-on gateway for userids/passwords. Single signon is provided to any applications on the SGN. Secure Access went live on 1 Sep 2004.

An example of this scenario is as follows. A King County law enforcement officer is signed on to the local King County application, JILS. JILS has implemented certificate-based user authentication. The user has an active session in JILS, thus JILS always knows who that user is, and their certificate, throughout the session. When the user accesses some JILS functionality that requires JILS to hit JINDEX web services, JILS forwards the request with the user’s certificate in a Web Services Security (WSS) construct to Secure Access Washington. SAW could (although a new SAW component would need to be developed) look into the XML message for the user certificate, and re-authenticate transparently to the user. Server certificates and signatures can also be injected into this equation, and it would also work for username/password based security tokens.

Advantages

· Use of WS-Security and message-based security is the most flexible for addressing differing security needs of different applications, servers, gateways, and agencies. 

· SAW has self-administration functionality. Users can create their own userid/password and can reset their own passwords, thus agencies don’t need to worry about management

· 24/7 help desk and help support

· Agencies are looking at making Secure Access their business portals. Secure Access already has a ‘My Secure Access’ page

· Fortress 1 applications are going to be migrated to Secure Access

· A follow-on project will map certificates from Transact to Secure Access users

Disadvantages

· Newest authentication mechanism in use by the state. Increased project risk.

· Impacts Secure Access Washington – new components need to be developed

· Impacts Agencies – new components need to be developed

JINDEX delegates User authentication to Agencies. Agencies and JINDEX perform server-to-server certificate-based authentication.  

An example of this scenario is that a King County law enforcement officer logs into JILS. JILS is responsible for authenticating its user community, and the JINDEX knows nothing about these mechanics. When the JILS server forwards a web services request to the JINDEX server, bi-directional server-to-server authentication takes place. JINDEX knows with certainty that it is the JILS server that has connected to it, and trusts that JILS has done it’s own authentication. The JINDEX server then forwards the request off to the service provider, e.g. the AOC. Again, the AOC and JINDEX servers authenticate each other. The AOC server trusts that all downstream authentication has taken place.

Advantages

· Simple, understandable model

· Has no immediate impact on agencies’ applications

Disadvantages

· Does not allow for end-to-end authentication in message-level security.
Online Business Systems’ recommendation – JINDEX uses WSS, message-based security, and Secure Access Washington gateway for authentication.

JIN Program Decision – delegate user authentication to the Agencies. Agencies and JINDEX perform server-to-server certificate-based authentication. 

Note – in light of the TAG’s decision to implement server-to-server authentication instead of WSS message-based security, Online recommends that the TAG re-examine this issue at a set point in the future (e.g. in one year’s time), or with the implementation of future integration projects. WSS adapters and plug-ins for mainstream middleware and integration server technologies will become commonplace, and as technical personnel become more familiar with the standard, transitioning to message-based security in the future should be relatively straightforward.
4.8 Security - Authorization 

Authorization – definition

The process of granting or denying access to a network resource. Most computer security systems are based on a two-step process. The first stage is authentication, which ensures that a user is who he or she claims to be. The second stage is authorization, which allows the user access to various resources based on the user's identity. 

(Source - http://isp.webopedia.com/TERM/A/authorization.html)  

Assuming users can be authenticated once and only once in accessing the JINDEX, endpoint applications must remain free to determine whether or not these users are authorized to access their data/functionality. As such, the JINDEX must pass user identity information to endpoint applications. Based on documentation review, stakeholder interviews, and several follow-up meetings with DIS, the following authentication alternatives are presented:

Implement WS-Security on JINDEX

WS Security, or WSS, “(Delivers) a technical foundation for implementing security functions such as integrity and confidentiality in messages implementing higher-level Web services applications”. Fortunately, the WSS technical committee has representation from many traditional competitors, including both Microsoft and Sun. As opposed to other domains where there are competing web services standards, WSS appears to be emerging as the likely ‘winner’.

Advantages

· Likely to achieve ratification among the most important industry players
· Positions JINDEX well for the future
· Standardized mechanism for passing security tokens (e.g. user identifier) in a SOAP header. Using the standardized mechanism means that different applications will not have different means of performing authorization functions.
· Can be simple

Disadvantages

· Very limited documentation, case studies, examples, etc. 

· Increased project risk by implementing a (currently) unratified standard

· Increased project risk by implementing a ‘bleeding edge’ technology

· Endpoint applications would need to implement custom code to achieve WSS interoperability

· WSS is not currently supported as pluggable adapters in any major integration technology platforms

Implement a JINDEX custom mechanism for passing of authorization tokens

JINDEX, or CACH in particular, could implement a custom mechanism, such as requiring the provision of username, ORI, etc. within the payload of request messages.

Advantages

· Simple

Disadvantages

· Custom solution – deviates from JIN principles

· Still requires custom coding by endpoint applications

· Not well positioned for the future

Online Business Systems’ recommendation – implement a bare minimum subset of WSS as a mechanism for passing authorization security tokens in standardized SOAP headers. Any extensions to AOC/WSP functionality required to perform the authorization step based on these tokens will be built into the adapters into these systems. Project design phase will examine the potential for interfacing with authorization gateways to automatically build the WSS headers, without explicitly requiring service consumers to build the headers themselves. This cannot, however, be guaranteed until detailed research on WSS and the gateways can be performed.

JIN Program Decision – WSS headers will be used to convey the ORI, required by ACCESS. Since it benefits logging, auditing, and debugging, and since it will likely become a requirement of ACCESS in the future, the requesting user’s name will also be put into standard WSS header constructs.
4.9 JINDEX Service Discoverability

JINDEX Service Discoverability refers to the ability of Criminal Justice Agencies and Criminal Justice Practitioners across the State of Washington to discover new JINDEX web services as they are brought online. Based on documentation review and stakeholder interviews, the following alternatives are presented.

Implement UDDI

Advantages

· Automated

· Machine consumable

Disadvantages

· technologically inaccessible to all but the most mature agencies and IT departments

· Requires separate hosting, aside from JINDEX

· Creates additional hardware, software, and support costs

· UDDI is not commonly implemented in real world scenarios – value proposition has yet to be proven

Rely on the JIN Program Office for information dissemination

Advantages

· Easily accessible and consumable by all

· Can be implemented as simply as a JIN email newsletter

· Allows for human judgment in the level of information sharing/distribution

· Little cost

Disadvantages

· Manual process

· Relies on JIN Program Office to maintain a registry of individuals/agencies interested in new services (e.g. mailing lists)

[Dan Parsons - JIN or JINDEX provides the ability or process for discovery. The discovery is a function of the consuming applications. Notice is a function of the providing applications.]

Online Business Systems’ recommendation – rely on the JIN Program Office for information dissemination. Send out a quarterly (or as required) JIN email newsletter.
JIN Program Decision – JIN Program Office will disseminate information about new JINDEX services through the JINFO newsletter.
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Appendix B - Simplified Evaluation Criteria
Cost

1. Provide a detailed breakdown of platform licensing costs, including costs for all required/interdependent components (per CPU costs for server, adapters, databases, operating system, application server). It is expected the solution will be deployed on 2 x 2 CPU machines with automatic failover and load balancing. Adapters would be required for standard database products, JDBC/ODBC, SOAP/Web Services, and HTTP(S) if these are not included in the technology 'bundle'.

	Weighting Factor - 10

	Microsoft 

$124,487.82 (assumes 2 Windows Server, 4 SQL server, 2 Windows External Connector, 4 Biztalk Server, 4 MOM)

Microsoft’s Operations Manager (MOM) is assumed at 4 @ $300.

Score (1-5)



	Sonic 

$105,000.00 (assumes 4 ESB, 2 Orchestration Server, and 0 XML Server) *-see comments below

Sonic’s XML Server provides an added, desirable capability, but in comparing apples to apples, is not required.

Score (1-5)




2. Detail annual and recurring costs, including license renewal, support and maintenance, SLA levels, etc.

	Weighting Factor - 5

	Microsoft 

$30,825

Includes 7 X 24 support, and  free updates/upgrades. Microsoft will have a major release towards the end of 2005, or early in 2006

Score (1-5)



	Sonic 

$26,250 *-see comments below

Includes 7 X 24 support, and  free updates/upgrades. Sonic will have a new major release in the 2nd half of 2005.

Score (1-5)




3. Agency licenses – if individual justice agencies choose to implement the same technology as that used by the JINDEX, identify the costs for additional production licenses. 

	Weighting Factor - 4

	Microsoft 

~$1500 for a BizTalk Partner License, supporting 1-5 connections. 

Score (1-5)



	Sonic 

~$2000 for a Sonic ESB server supporting limited connections. Can be managed locally by the agency.

No cost for a ‘Service Container’. Must be managed centrally by the JINDEX support agency.

Score (1-5)




4. Development/Test licenses – the ability to freely, or at low cost, deploy non-production licenses to developers in various state agencies would be a great benefit to adding to the uptake of the JIN, and to enable ‘poorer’ counties and justice agencies to participate in integrated justice. Given the purchase of an enterprise license for the JINDEX, identify licensing restrictions and costs for developers and test (non-production) instances of the technology.

	Weighting Factor - 5

	Microsoft 

$1,116.25 annual recurring cost for MSDN Universal. 

Score (1-5)



	Sonic 

$3750 per seat for Integration Workbench. 

Score (1-5)




Feature Set

5. Identify all bundled adapters, i.e. those that are included in the platform licensing costs.

	Weighting Factor - 10

	Microsoft 

· SOAP

· HTTP/S

· BizTalk Message Queuing adapter (uses MSMQ)

· File adapter. Enables reading from and writing to files in the Windows file system

· SMTP 

· FTP

· SQL

· Base EDI adapter
· MQ-Series. Enables the integration of IBM MQ-Series queuing in BizTalk

· Web Services Enhancements (Beta)

Score (1-5)



	Sonic 

· SOAP

· Web Services

· HTTP/S

· COM client

· .NET C#

· C/C++

Score (1-5)




6. Does the platform have a built in UDDI server? Describe.

	Weighting Factor - 1

	Microsoft 

Yes

Score (1-5)



	Sonic 

No

Score (1-5)




Portability / Standards Conformance

7. Does the platform currently support WS Reliable Messaging, WS Reliability, and WS Security? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

	Weighting Factor - 5

	Microsoft 

WS-Reliable Messaging could be supported programmatically with this release, but will be natively supported in future releases. WS Reliability will not be supported. Web Services Enhancements (WSE) 2.0 has been released for .Net framework 1.1.  It supports both WS-Security and WS-Policy.  The technical preview of the BizTalk Server Adapter for WSE 2.0 is available for download from Microsoft.  The final release date for the BizTalk Server Adapter for WSE 2.0 is not available.  

Score (1-5)



	Sonic 

WS Reliable Messaging, WS Reliability, and WS-Security will be supported in the next release of Sonic ESB.  The time frame for release is H2, 2005.

Score (1-5)




8. Can the platform make use of any third party databases for the storage of business rules, routing information, metadata information, and schema definitions? Describe.

	Weighting Factor - 5

	Microsoft 

No, Microsoft SQL-Server 2000 is required for Microsoft BizTalk for the storage of Business Rules, Routing information, Metadata and Schemas.

Score (1-5)



	Sonic 

Yes.  However, because of the distributed nature of our platform, we don’t need to store this type of information in a database.  A third-party database is therefore not recommended because it introduces a single point of failure into the architecture.

Score (1-5)




Performance

9. Can the platform achieve a 99.9% availability level given the deployment topology and an appropriate SLA with the hosting agency? Provide availability metrics from similar real-world deployments.

	Weighting Factor - 15

	Microsoft 

The platform is highly scalable for availability.  Microsoft BizTalk 2004 can be natively set up in clusters so that both cooperative and failover processing are available.  Microsoft SQL-Server 2000 can also be set up in either an Active-Active or an Active-Passive cluster for availability.

There are many public case studies and news stories discussing availability on Microsoft solutions.  For example http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15011, http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=14002, and http://asia.cnet.com/whitepapers/0,39035785,39059226p,00.htm could be referenced.

Score (1-5)



	Sonic 

Yes.  We can provide 5 9’s reliability through our Continuous Availability Architecture.  

Score (1-5)




Resourcing

10. Describe resource and training requirements, development toolsets, and intuitiveness (this is an amalgamation of multiple Resourcing questions)

	Weighting Factor - 13

	Microsoft 

Existing .NET developers should be able to learn BizTalk

There are many .NET developers, both on the market, and in State government / justice agencies

Training is provided by 3rd parties

BizTalk development is done in Visual Studio .NET, the familiar IDE for .NET developers

Score (1-5)



	Sonic 

Existing Java developers should be able to learn BizTalk

There are many Java developers, both on the market, and in State government / justice agencies

Training is provided by Sonic

Sonic development can be done in Eclipse, a familiar open source IDE used by many Java developers

Score (1-5)




Support / Maintenance

11. Does the platform have a browser-based and/or a web-services-based management console? Describe its querying capabilities, e.g. allowing for users to query based on message type, date/time, and message originator/recipient (where the querying user must be either party to the transaction).

	Weighting Factor - 5

	Microsoft 

Health and Activity Tracking (HAT) tool – browser-based

Score (1-5)



	Sonic 

Sonic Management Environment – not browser-based

Score (1-5)




Appendix C - Microsoft BizTalk Response

microsoft Corporation Response

Vendor Questionnaire

Washington Justice Information Network

Criminal and Case History Query Project
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Keith Bauer 

kbauer@microsoft.com
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National Technology Team

Ron O’Neil

rono@microsoft.com
Principal Consultant

Microsoft Public Sector Services

Di Guo

diguo@microsoft.com
Sr. Consultant

Microsoft Public Sector Services
Cost

Provide a detailed breakdown of platform licensing costs, including costs for all required/interdependent components (per CPU costs for server, adapters, databases, operating system, application server). It is expected the solution will be deployed on 2 x 2 CPU machines with automatic failover and load balancing. Adapters would be required for standard database products, JDBC/ODBC, SOAP/Web Services, and HTTP(S) if these are not included in the technology 'bundle'.

Response:

1. Microsoft does not distribute hardware.  The State of Washington Department of Information Services has a Master contract for PC’s and Servers available at a very competitive price to all State & Local customers.  See : http://techmall.dis.wa.gov/master_contracts/pcs/pcs.asp
2. Based on the requirements provided, we do not see a requirement for any Microsoft or 3rd party adapters at this time.  This may be a point of discussion for the Q&A session.

3. Your original question states that the solution would be deployed on 2 x 2 CPU machines with automatic failover and load balancing.  After reviewing the requirements, we feel that this hardware configuration may not give the solution the fault tolerance required for a mission critical application.  Our recommendation for the highest availability, reliability and scalability would be 4 servers.  The breakdown as follows:

a. (2) for SQL – Active/Passive cluster

b. (2) for BizTalk – Network Load Balanced.

           We feel that the configuration topic should be discussed in more detail.  However, 

            Per the performance whitepaper provided, the performance needs outlined could 

            Be met with the (2) servers, but we felt the uptimes might not be met.

4. Microsoft License Cost (based on 2 Servers x 2 CPU’s)

	License Description
	Qty
	Unit Price
	Extended Price

	Windows Server Enterprise 2003
	2
	1,553.94
	   3,107.88

	BizTalk Enterprise Server 2004 (1) –Processor License
	4
	16,643.77
	66,575.80

	Windows Server External Connector
	2
	1,331.71
	  2,663.42

	SQL Server Enterprise  (1) – Processor License
	4
	12,735.18
	50,940.72


                                                                                                  Total:    $123,287.82

Note:  

The Licensing quoted based on the server configuration, assumes all users connecting to the JIN with this configuration from inside of the state of WA will already be licensed with Windows 2003 Client Access Licenses.  All customers/users accessing the JIN outside of the State Network are covered with unlimited access with the Windows External Connectors.  All other Licenses priced in this table provide unlimited user access. 

All pricing is quoted from the State of Washington, Department of Licensing Published price list from the Microsoft Master Agreement.  This pricing is subject to change.

http://techmall.dis.wa.gov/tbs_contracts/microsoft/msselectpgm.asp
Detail annual and recurring costs, including license renewal, support and maintenance, SLA levels, etc.

Response:

1. The Software Assurance License includes software version upgrade rights on a per license basis.  A Software Assurance License must be purchased with each product license to retain the product version upgrade rights.  These Licenses can be purchased by license on an annual basis through the State of Washington, Department of Information Services Microsoft Master Agreement published price list at: http://techmall.dis.wa.gov/tbs_contracts/microsoft/msselectpgm.asp
Software Assurance Pricing based on solution configuration of (2) Servers x (2) CPU’s:

	Software Assurance (SA)  1 year – annual - Description
	Quantity
	Unit Price
	Extended Price

	Windows Server Enterprise 2003 – SA annual payment
	2
	388.48
	776.96

	BizTalk Enterprise Server 2004 (1) –Processor – SA annual payment
	4
	4,161.36
	16,645.44

	Windows Server External Connector – SA annual payment
	2
	333.35
	666.70

	SQL Server Enterprise  (1) – Processor License- SA annual payment
	4
	3,184.22
	12,736.88


                                                                   Total:      $30,825.98 Annual Cost

2. See Section 2.1.63 for Annual Technical Support Costs for Microsoft Products

3. Technical Support Escalation committed response times, through Premier Support are the closest thing to an SLA for support guarantee’s on the Microsoft Products.  See Section 2.1.63. for details.   Because this solution will be supported by the State of WA, Department of Information Services Windows Server IT support professionals, we assume that your actual SLA will live with DIS, who will have access to Microsoft’s highest level technical support & escalation which includes guaranteed response and onsite dispatching of Microsoft product technical resources when required.

Note:  All pricing is quoted from the State of Washington, Department of Licensing Published price list from the Microsoft Master Agreement.  This pricing is subject to change: http://techmall.dis.wa.gov/tbs_contracts/microsoft/msselectpgm.asp
Agency licenses – if individual justice agencies choose to implement the same technology as that used by the JINDEX, identify the costs for additional production licenses. 

Response:  

The Microsoft License Price for individual justice agencies would have the right to purchase from the State of Washington, Department of Information Services published Microsoft Master Agreement pricing.  System configurations will vary, and so will the total cost.  To find up to date published price list refer to: http://techmall.dis.wa.gov/tbs_contracts/microsoft/msselectpgm.asp
Lightweight component capability/cost - in order to support a widely-distributed heterogeneous environment, if a component is required to be deployed remotely for systems interfacing, describe how this can be accomplished in a lightweight fashion and the cost, if any, for required components.

Response:

The answer to this question depends on what the component (i.e.: adapter) is, who created it, and where it will be deployed.  There are different ways in which this can be accomplished.  For instance, if a third party adapter is used with BizTalk, then they will most likely have their own requirements for where the adapter can and cannot be deployed in addition to varying costs depending on the platform in which the component will be deployed.  Other adapters, for instance, the MQ Series adapter from Microsoft, is available as a free download for licensed users of BizTalk Server.  The BizTalk Adapter framework is a set of extensible APIs that enable you to leverage relevant shared services of BizTalk Server when building adapters or connectors to integrate applications and platforms.  

Development/Test licenses – the ability to freely, or at low cost, deploy non-production licenses to developers in various state agencies would be a great benefit to adding to the uptake of the JIN, and to enable ‘poorer’ counties and justice agencies to participate in integrated justice. Given the purchase of an enterprise license for the JINDEX, identify licensing restrictions and costs for developers and test (non-production) instances of the technology.

Response:

1. Microsoft Solutions Developer Network (MSDN) subscriptions are one of the most effective ways to get the latest developer tools and technologies, including Visual Studio .NET, with continuous, priority access to product updates and new releases. A Subscription also offers information and technical support resources needed to design, build, and test XML Web services and applications using Microsoft technologies. MSDN Subscriptions are offered in four different subscription editions to meet your requirements.  See this location for description of MSDN versions: http://msdn.microsoft.com/howtobuy/subscribers/
2. MSDN Subscription Pricing is offered through the State of Washington Department of Information Services, Microsoft Master Agreement published price list.  Each Developer or IT professional must have a subscription if using the media or services in a non-production or development environment.

	Description – MSDN Subscriptions
	Unit Price – Annual (per year)

	MSDN Universal
	$1,116.25

	MSDN Enterprise
	$877.06

	MSDN Professional
	$478.40

	MSDN Operating System
	$424.11


Note:  All pricing is quoted from the State of Washington, Department of Licensing Published price list from the Microsoft Master Agreement.  This pricing is subject to change: http://techmall.dis.wa.gov/tbs_contracts/microsoft/msselectpgm.asp
3. Another option for developers & test in the non-production/development environment is to purchase a server development License.  The developer licenses are available for SQL 2000 & BizTalk 2004.  The developer Licenses provide you access to the latest version’s released of the software w/out purchase of Software Assurance.  This is not production media, so when migrating from the development environment to the production environment, be sure the appropriate media is leveraged. There is not a developer Windows Server License, so for the test environment a License would need to be purchased or MSDN media can be leveraged.

	Description – Server Developer Licenses
	Unit Price

	SQL Developer Edition
	$28.84

	BizTalk 2004 Developer Edition
	$498.75


Feature Set

Describe the platform’s capability to implement reliable messaging, to include definable conversations and configurable parameters, including number of retries, time between retries, and escalation/notification procedures (e.g. email alerts)

Response:

BizTalk Server uses Ports to define points of contact between its messaging system and outside world.  Ports are a logical construct that combines details of protocol, location, and delivery.  When a message arrives at a receive port, it is handed off to a receive pipeline for preprocessing so it can be prepared for the messaging runtime.

When a message is processed by a receive pipeline, a message context is created that contains various properties of the message. An orchestration or a send pipeline can subscribe to messages based on the values of these properties such as message type or an attribute value in a message.  However it’s specified, a subscription returns to its subscriber only those messages that match the criteria that subscription defines.

If a message can not be delivered, it will be stored in the BizTalk message box for reporting and analysis.  Error messages will be generated in the Windows event log.  For notification of error messages, Microsoft Operation Manager is recommended for administrative alerts.  BizTalk Server orchestration component or other .Net components can be developed to manage the event log if Microsoft Operation Manager is not used.   

Send Port includes primary and secondary transport node to provide redundancy.  Each transport node supports the following communication protocols: EDI, File, FTP, HTTP, SOAP, and SQL.

Send Port property settings:

· Transport

· Transport Type: EDI, File, FTP, HTTP, SOAP, and SQL.

· Address (URI): Protocol-specific configuration.

· Retry Count: Integer number of transmission attempts to make.

· Retry Interval: Integer number of minutes to wait between transmission attempts.

· Ordered Delivery: Indicates whether messages must be transmitted in order; values are true or false.

· Service Window (for recurring tasks)

· Enable the Service Window: True or false 

· Start Time: select from a spin control.

· End Time: Select from a spin control.

· Send Category

· Tracking type: None, or one or both of the following: Before Send and After Send.

· Priority: 1-10 (descending order list, defaults to 5).

· Certificate Name: Select from a list of certificates in storage.

· Long Name: Long name of the certificate.

· Usage: Signing or encryption (dictated by the certificate).

· Send Pipeline: Select from a list of pipeline names.

Receive Port Settings:

· General

· Authentication: Whether authentication should be performed, and what happens to messages that fail authentication (select one): Not required; required (drop messages); required (keep messages, but suspend if authentication fails).

· Tracking type: When messages are captured for the Health and Activity Tracking database (select zero or more): Before Receive; After Receive; for request-response ports, you can also select: Before Send; After Send.

· Request-Response

· Send Pipeline: Name of the pipeline associated with the request-response port.

Receive Location Settings:

· General

· 
Transport Type: EDI, File, FTP, HTTP, SOAP, and SQL.

· Address (URI): Protocol-specific configuration.

· Receive Handler

· Receive handler: Name of configured hosts.

· Receive Pipeline

· Receive pipeline: Name of the receive pipeline chosen from a list.

· Service Window (for recurring tasks)

· Start Date: Disabled or select from a calendar

· End Date: Disabled or select from a calendar

· Enable the Service Window: True or false 

· Start Time: select from a spin control.

· End Time: Select from a spin control.

Describe the platform’s protocol(s) that supports once-only delivery of messages.

Response:

The BizTalk Framework (BTF) is natively supported by BizTalk Server 2004. BizTalk Framework is one approach for doing once-only delivery of messages using over-the-wire transport protocols such as HTTP or SMTP. This framework has existed since 1998, and can be thought of as a precursor to pending standards initiatives based on Web services, specifically WS-Reliable Messaging.

The BizTalk Framework assumes that, however disparate the systems trading data, they both understand the BizTalk Framework protocol requirements of: 

· Using a predictable envelope format for wrapping transmissions. 

· Tagging every outbound transmission with a globally unique identifier. 

· Always returning to the sender an acknowledgment of receipt that includes the globally unique identifier, even for data already received, acknowledged, and processed. 

· Some means by which the sender can repeat transmission until either a receipt arrives from the receiver, or some time period passes beyond which the transmission is no longer valid. 

BizTalk Server also uses MSMQT to implement guaranteed delivery of messages.  BizTalk Message Queuing (also known as MSMQT) works the same as Microsoft Message Queuing from a network perspective. The main difference is that instead of sending messages to a queue, you send them to a receive location in BizTalk Message Queuing.
BizTalk Server supports flat file mechanisms of guaranteed delivery such as Electronic Data Interchange (EDI), where ANSI X12 control numbers and standard 997 functional acknowledgment documents form the basis of guaranteeing that data is received only one time, and that the sender is notified of any problems on the receiving end.

Describe the platform’s ability to provide return receipts of message deliveries.

Response:

BizTalk Framework (BTF) documents are natively supported in BizTalk 2004.  You can configure properties of BizTalk Framework Assembler/Disassembler pipeline component for BTF documents and corresponding receipts.

BizTalk Server also supports Electronic Data Interchange (EDI), where ANSI X12 control numbers and standard 997 functional acknowledgment documents form the basis for return receipt of message delivery.

BizTalk Server 2004 supports the exchanges of requests and responses in both synchronous and asynchronous scenarios.  The request and the corresponding return receipt can also be implemented for both scenarios with custom pipeline components or orchestrations.

Describe the platform’s ability to dynamically reconfigure message routing without impacting any services.

Response:

Ports specify how your orchestration will send messages to and receive messages from other business processes. Each port has a type, a direction, and a binding, which together determine the direction of communication, the pattern of communication, the location to or from which the message is sent or received, and how the communication takes place.

Depending on these factors, a port may have associated with it a URI (a physical location), a transport (either file, HTTP, or BizTalk® Message Queuing), a send pipeline to prepare a message for sending (for example, by assembling, encrypting, compressing, or performing some other action on it), and a receive pipeline to prepare a received message for processing (for example, by disassembling, decrypting, or decompressing it).

If a send port is marked as dynamic, you can assign to it the value of some variable of type string—perhaps a message property—that contains the URI of the port you want to use. In the following example, you would first assign the URI to the message property:

MyMessage.strPortToUse = "http://myPortLocation";

Then you would assign the value of the message field to the address of the dynamic port as follows:

MyDynamicPort(Microsoft.XLANGsBaseTypes.Address) = MyMessage.strPortToUse;

Describe the platform’s capability for content-based message routing.

Response:

Content-based routing eliminates the need for message subscription for messages that are deterministically bound to specific receive location, and provides additional flexibility for users who want to route messages based on envelope properties or simply based on receive port configuration properties.

The dynamic routing of content is implemented by creating filters for specified properties on BizTalk Server send ports and send port groups. Note that dynamic routing can be based on not only the content of the document, but also the information contained in the envelope of the document or even configuration information from the receive location.

When a filter is associated with a send port or send port group, all of the conditions in the filter expression must be met for the message to be passed to the port. Each filter expression must contain at least one condition, and each condition is made up of a property from the message context, an operator, such as == or !=, and a value.

One common scenario involving the need for content-based routing is when you have created a receive port that will only be receiving certain types of documents that should be routed to a particular send port or send port group. In this case, you can create a filter on the send port that checks the receive location specified in the envelope, and if it matches the filter expression, it is routed to the send port.

Describe the platform’s ability to implement orchestration services, preferably in a standards-based manner.

Response

The Services Oriented Architecture (SOA) paradigm redefines the concept of an application. Instead of being an opaque, procedural implementation mechanism, it is an orchestrated sequence of messaging, transformation, routing, and processing events in which XML technologies semantically expose both the message content and the functional components that operate on the messages. 

A managed workflow, application integration interface, or trading partner interaction can all be described, composed, and implemented by an orchestrated flow of structured XML documents and messages. These documents and messages are routed, transformed, and processed according to message content, formatting requirements, and business logic contingencies. In development platforms based on this model, there is no longer a requirement to write procedural code to access, map, and convert data formats, nor is there a need to understand the APIs of dozens if not hundreds of applications. The tightly coupled, coded interfaces between and among applications and information are effectively eliminated. 

Microsoft, IBM, and others have created Business Process Execution Language (BPEL).  A business process defined by using Orchestration Designer can be exported to BPEL, and BizTalk Server 2004 can also import processes defined in BPEL.  While the language is useful for describing and sharing the external-facing parts of a business process between trading partners, it is important to understand that BPEL is built entirely on Web services, while BizTalk Server 2004 and other products that support this language provide a broader set of services. For example, BizTalk Server 2004 provides support for mapping between different XML schemas, calling methods in local objects, executing transactions, and other features that are not available in BPEL. 

Web services enable applications to exchange XML documents through SOAP, and they have had a big impact on integration platforms. Unlike previous versions of the product, BizTalk Server 2004 has built-in support for Web services. To access an external Web service, an orchestration’s creator can use the Add Web Reference option in Visual Studio .NET along with the SOAP adapter to directly invoke operations, just as with any other .NET assembly. Similarly, BizTalk Server 2004 provides the Web Services Publishing Wizard that can generate an ASP.NET Web service project exposing one or more of an orchestration’s operations as SOAP-callable Web services. These two options enable you to both access existing Web services from within a business process and expose an orchestration’s functionality as a Web service to other business processes.

Like the other developer tools provided by BizTalk Server 2004, Orchestration Designer runs inside Visual Studio .NET. In some cases, however, a business analyst rather than a developer may wish to graphically define business processes. Because business analysts may not be comfortable using Visual Studio .NET, BizTalk Server 2004 also includes the Orchestration Designer for the Business Analyst (ODBA) tool, an add-in for Microsoft Visio that enables you to define a business process and then import that process into Orchestration Designer.

Describe the platform’s ability to supports store-and-forward messaging.

Response:

Effectively exchanging messages with applications is an absolute requirement for integration. Given the wide range support of transport (EDI, File, FTP, HTTP, SOAP, and SQL), messages can be delivered reliably between applications that are distributed across BizTalk Servers.

Messages are processed by the BizTalk Server Engine as follows:

· A message is received through a receive adapter. Different adapters provide different communication mechanisms, so a message might be acquired by accessing a Web service, reading from a file, or in some other way. 

· The message is processed through a receive pipeline. This pipeline can contain components that perform actions such as converting the message from its native format into an XML document or validating the message’s digital signature. 

· The message is delivered into a database called the MessageBox database, which is implemented by using Microsoft SQL Server™. 

· The message is dispatched to its target orchestration, which takes whatever action the business process requires.

· The result of this processing is typically another message, produced by the business process and saved in the MessageBox database. 

· This message, in turn, is processed by a send pipeline, which may convert it from the internal XML format used by BizTalk Server 2004 to the format required by its destination, add a digital signature, and more. 

· The message is sent out through a send adapter, which uses an appropriate mechanism to communicate with the application for which this message is destined. 

Describe the platform’s adapter availability; this may include off-the-shelf adapters to connect to the relevant technologies, or guidelines for creating such adapters. Describe any existing technology gaps in adapter coverage, and plans to address these gaps.

Response:

Because the BizTalk Server 2004 engine must talk to a wide range of other software, it relies on a range of adapters to make this possible. An adapter is an implementation of a communication mechanism, such as a particular protocol. BizTalk Server 2004 provides built-in adapters, and adapters have been created for popular applications such as SAP. A developer can determine which adapters to use in a given situation, or can create custom adapters for specific needs. All adapters are built on a standard base called the Adapter Framework. New with BizTalk Server 2004, this framework provides a common way to create and run adapters. It also enables you to use the same tools to manage both standard and custom adapters.

BizTalk Server 2004 provides the following adapters:

SOAP adapter. Enables sending and receiving messages by using SOAP over HTTP. Because SOAP is the core protocol for Web services, this adapter gives BizTalk Server 2004 the ability to interact in a Web services world. As usual with Web services, URLs are used to identify the sending and receiving systems.

BizTalk Message Queuing adapter. Enables sending and receiving messages by using BizTalk Message Queuing (MSMQT). BizTalk Message Queuing is an implementation of the Microsoft Message Queuing (MSMQ) protocol that can receive and send MSMQ messages from and to the MessageBox database. It is not a replacement for MSMQ, but rather an efficient way to use the MSMQ transport with BizTalk Server.

File adapter. Enables reading from and writing to files in the Windows file system. Because the applications involved in a business process can often access the same file system, either locally or across a network, exchanging messages through files can be a convenient option.

HTTP adapter. Enables sending and receiving information by using HTTP. The BizTalk Server 2004 engine exposes one or more URLs to allow other applications to send data to it, and it can use this adapter to send data to other URLs.

SMTP adapter. Enables sending messages by using Simple Mail Transfer Protocol (SMTP). Standard e-mail addresses are used to identify the parties.

SQL adapter. Enables reading and writing information from and to a SQL Server database.

Base EDI adapter. Enables sending and receiving messages by using the American National Standards Institute (ANSI) X-12 and Electronic Data Interchange for Administration, Commerce, and Trade (EDIFACT) standards.

FTP adapter. Enables exchange of files between BizTalk and FTP servers.

Microsoft partners contribute greatly to the success of BizTalk Server. These partners provide a variety of application- and technology-specific adapters that support BizTalk Server 2004.

Please go to the Microsoft BizTalk Server Web site for a complete list of third party adapters: http://www.microsoft.com/biztalk/evaluation/adapter/partner/2004.asp
Looking ahead, Microsoft is working on new adapters to support WS-Security, WS-Reliable Messaging, and other Web Service standards.

Identify all bundled adapters, i.e. those that are included in the platform licensing costs.

Response:

BizTalk Server 2004 provides the following adapters out-of-the-box.

SOAP adapter. Enables sending and receiving messages by using SOAP over HTTP. Because SOAP is the core protocol for Web services, this adapter gives BizTalk Server 2004 the ability to interact in a Web services world. As usual with Web services, URLs are used to identify the sending and receiving systems.

BizTalk Message Queuing adapter. Enables sending and receiving messages by using BizTalk Message Queuing (MSMQT). BizTalk Message Queuing is an implementation of the Microsoft Message Queuing (MSMQ) protocol that can receive and send MSMQ messages from and to the MessageBox database. It is not a replacement for MSMQ, but rather an efficient way to use the MSMQ transport with BizTalk Server.

File adapter. Enables reading from and writing to files in the Windows file system. Because the applications involved in a business process can often access the same file system, either locally or across a network, exchanging messages through files can be a convenient option.

HTTP adapter. Enables sending and receiving information by using HTTP. The BizTalk Server 2004 engine exposes one or more URLs to allow other applications to send data to it, and it can use this adapter to send data to other URLs.

SMTP adapter. Enables sending messages by using Simple Mail Transfer Protocol (SMTP). Standard e-mail addresses are used to identify the parties.

SQL adapter. Enables reading and writing information from and to a SQL Server database.

Base EDI adapter. Enables sending and receiving messages by using the American National Standards Institute (ANSI) X-12 and Electronic Data Interchange for Administration, Commerce, and Trade (EDIFACT) standards.

FTP adapter. Enables exchange of files between BizTalk and FTP servers.

In addition, the following adapters are available at no cost

Microsoft BizTalk Adapter for MQ-Series V 2.0  Enables the integration of IBM MQ-Series queuing in BizTalk

Microsoft BizTalk Adapter for Web Services Enhancements.  Enables the use of WSE-2.0 in BizTalk – this is a BETA level product.

Describe the platform’s transformation services, including the capabilities for logical (e.g. field merges), structural (e.g. format changes), and translation (e.g. cross-mapping sets of distinct codes/metadata) transformations. Describe if/how these transformations can be defined as business rules to be performed during any activity involving a specific data source.

Response:

You can use BizTalk Mapper to define a transformation—a map—from one document to the other.  Each map is expressed as a graphical correlation between two XML schemas that defines a relationship between elements in those schemas. The W3C has defined the Extensible Stylesheet Language Transformation (XSLT) as a standard way to express these kinds of transformations between XML schemas; therefore, as in previous versions of BizTalk Server, maps in BizTalk Server 2004 are implemented as XSLT transformations.

The transformation defined in a map can be simple, such as copying a name and address from one document to another. Direct data copies like this are expressed by using a link, which is shown in BizTalk Mapper as a line connecting the appropriate elements in the source schema with their counterparts in the destination schema. More complex transformations are also possible by using functoids. A functoid is a chunk of executable code that can define arbitrarily complex mappings between XML schemas, and BizTalk Mapper represents it as a box on the line connecting the elements being transformed. Because some of those transformations are fairly common, BizTalk Server 2004 includes a number of built-in functoids. These built-in functoids are grouped into categories that include the following:

· Conversion functoids. Convert a numeric value to its ASCII equivalent and vice-versa.

· Cumulative functoids. Compute averages, sums, or other values from various fields in the source document, and then store the result in a single field in the target document.

· Database functoids. Access information stored in a database.

· Logical functoids. Used to determine whether an element or attribute should be created in the target document based on a logical comparison between specified values in the source document. Those values can be compared for equality, greater than/less than, and in other ways.

· Mathematical functoids. Perform operations such as adding, multiplying, and dividing the values of fields in the source document and storing the result in a field in the target document.

You can create custom functoids directly in XSLT or by using .NET languages like C# and Visual Basic .NET. (Earlier versions of BizTalk Server used Visual Basic Scripting Edition (VBScript) or Microsoft JScript® to create custom functoids, and you may need to modify maps that use these to work with BizTalk Server 2004.) Functoids can also be combined in sequences, cascading the output of one into the input of another.

Having a way to define a document’s XML schema is essential, as is a mechanism for mapping information across documents with different schemas. BizTalk Editor and BizTalk Mapper address these two functions. Yet defining schemas and maps is not enough. You must also specify the business process that will use the schemas and invoke the maps.

An orchestration implementing a business process typically receives some documents and sends others. It is common for part of the information in the received documents to be transferred to the sent documents, perhaps transformed in some way.  A map can be created within an orchestration process.  The orchestration can be published as a Web service that can be reused during any activity for a specific data source.

Does the platform support automatic WSDL creation? Describe.

Response:

Through its Visual Studio.NET component, the platform supports automatic WSDL creation.  When a new project, for example a Web Service, is created, the WSDL components are automatically created.

Does the platform have a built in UDDI server? Describe.

Response:

Windows Server 2003 includes Enterprise Universal Description, Discovery, and Integration (UDDI) Services, a dynamic and flexible infrastructure for Web services. This standards-based solution enables companies to run their own internal UDDI service for intranet or extranet use. UDDI Services helps companies organize and catalog programmatic resources. By applying categorization schemes such as geography, Quality of Service (QoS), or organization in UDDI Services, companies can establish a structured and standardized way to describe and discover services. Built as a managed code service in Windows Server 2003, Enterprise UDDI Services was developed using Microsoft ASP.NET and the Microsoft .NET Framework. It is a standards-based technology that takes advantage of Microsoft's own experience in running the Microsoft public node of the UDDI Business Registry (UBR). UDDI Services can be accessed through a Web-based user interface or programmatically through a SOAP interface. Because UDDI Services automatically publishes its existence and location, it is easily discoverable as a Web Service. UDDI Services is available in Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition.
Does the platform support automatic UDDI creation/consumption? Describe

Response:

As in question 2.1.16, UDDI entries are automatically created with Visual Studio.NET

Does the platform support have inherent capabilities to support the following patterns for information sharing/integration? (1) query, (2) push, (3) pull, (4) publish, and (5) subscribe? Are additional adapters or components required for any of these patterns (and if so, what are the component costs)?

Response:

BizTalk Server inherently supports the patterns (Query, Push, Pull, Publish, and Subscribe) given its messaging and orchestration capabilities.  BizTalk Server natively supports the following adapters: File adapter, HTTP adapter, SMTP adapter, SQL adapter, Base EDI adapter, FTP adapter.  However there are still limitations.  For example, BizTalk Server can not communicate with the IBM mainframe with the exiting adapters.  It requires Microsoft Host Integration Server to support the integration patterns.  Depending on the application requirements, costs vary for additional adapters or components.

Does the platform support the validation of individual messages against relevant XSD?

Response:

BizTalk Server 2004 can perform message validation against relevant XSD during design time or run time.  During the design time, you can use BizTalk Editor to validate a document against the XSD schema.  During runtime, BizTalk server performs validation against relevant XSD in a pipeline component.

Describe the platform’s ability to log high-priority messages to persistent storage without impacting performance 

Response:

Microsoft BizTalk does have delivery priorities on a port-by-port basis.  That is to say that messages delivered to a highest priority port will be proceeded by a message sent on a lower priority port.  Message based priority is not support “high-priority” messages out of the box.  Such processing can easily be added through code using Visual Studio.NET, a part of the platform.  However, it is also possible to capture and store any desired message in persistent storage for use as an audit log

A common data format to be used on the JINDEX will be JusticeXML v3.0. This complex schema set includes numerous imported / included schemas, and cyclical references to other schemas. Describe the platform’s schema management capabilities, its ability to support complex schema sets such as JusticeXML. Describe any known issues, and plans to resolve them. 

Response:

Microsoft BizTalk has a robust schema editor capable of dealing with complex schemas such as HIPAA.

There is no information on loading the JusticeXML schema in BizTalk 2004 within MSDN.Microsoft.Com.

Performing a Google search on this material does show one entry where the the Justice Department mentioned difficulties in loading the schema, mostly around multiple schema imports and the ‘dot’ notation used in element names.  This is a single reference with no follow-up and may be due to issues with the specific implementation rather than generic issues.

There are no plans to alter the product outside of the normal lifecycle processes of issuing appropriate hotfixes and service packs.

Portability / Standards Conformance

Describe the process for creating interfaces to other third party products or custom applications.

Response:

The following steps describe a typical process for creating interfaces to other third party products or custom applications.

Step 1: Creating Schemas for Input and Output Documents

The first step in building an application integration interface is to create the schemas for the input and output documents. A developer creates the schemas with the BizTalk Server Schema Editor, a module in Visual Studio .NET. BizTalk Server Schema Editor is used to define the structure and semantic metadata that “declares” the meaning, functions, and processing requirements of the content of a document (an “instance”) that is created from the schema. When BizTalk Server receives an instance of a document, the process it is associated with validates the document content against its schema definition to ascertain that the form and content of the document conforms to the schema and the processing requirements of the application.  BizTalk Server Schema Editor creates a W3C-compliant XSD document as well as a visual tree node reference model of the schema. 

Step 2: Mapping Information between Applications 

The second step is to map the format and structure of the information generated by the source application to the format and structure required by the recipient application. This takes place in BizTalk Server Mapper, also a module in Visual Studio .NET. BizTalk Server Mapper creates transformation maps that convert the content and structure of any source information into any target document format or abstract representation of the source information (for example, a report).

A transformation map (as well as the referenced source and target schemas) becomes a BizTalk Server project resource that is subsequently embedded into a BizTalk Server orchestration as a process step and is compiled in the orchestration assembly. Maps can be reused and modified as needed to implement any number of transformation requirements or be deployed within any number of orchestrations.

Step 3: Creating a Receive Location and Send Port

The third step is to create and configure a BizTalk Server Receive Location and a Message Send Port.  The Receive Location and Send Port both are transport dependent.  Both of these can be created and configured using the BizTalk Server Explorer in Visual Studio.Net. 

Step 4: Create Receive and Send Pipelines

A BizTalk Server Pipeline parses the native input document, delineates and validates the individual records, and then creates an internal XML representation (a document) of the source file and its respective records. A Pipeline is an ordered sequence of message preprocessing or post-processing operations that take place before the input information is handed off to a process orchestration and after it leaves these facilities. 

A “Receive Pipeline” decodes, decrypts, and disassembles the native input data. More precisely, a receive pipeline accepts the message in whatever format it comes in, decrypts or decompresses it as required, breaks the message up if it has multiple parts, converts it into an XML document according to its respective internal BizTalk Server schema, validates it, and then authenticates the identification of the sender of the message. After any, all, or (in the case of an empty pass-through) none of these operations are executed, the messages are handed off to an orchestration and the BizTalk Server MessageBox persistence store. A “Send Pipeline” is structured in reverse; it assembles formats, encrypts, compresses, and digitally signs a message as required by the external recipient.

The fourth step in our development process is to create and configure BizTalk Server Receive and Send Pipelines. This is accomplished in BizTalk Server Pipeline Designer, a tool accessed from the BizTalk Server Orchestration Designer workspace. 

We have now created the schema representations of the input and output documents, the transformation map that facilitates this conversion, the transport mechanisms (Receive Location and Send Port) that allow the external applications to interact with BizTalk Server, and the file handling and record control routines (the Pipelines). 

Step 5: Composing the Events and Process Flow

The fifth step is to compose the events and process flow of the application. This is accomplished in BizTalk Server Orchestration Designer, the main workspace within Visual Studio .NET where an overall BizTalk Server application is developed and implemented. In BizTalk Server Orchestration Designer, visual objects representing messages, messaging events, business rules and logic, information flows, activities, operations, transformations, and sub processes are assembled and linked.  

External systems can be interfaced with Web Services and .Net components that can be consumed by an orchestration.

Step 6: Linking the Design Shapes to Objects

After the process events are diagrammed, the next step is to link the process design step shapes to the objects that implement the process represented by the components that we created previously.  In similar fashion, all other Project assemblies and other implementation objects (transport mechanisms, pipelines, database access procedures, Web services, .NET and COM objects, and other orchestrations) can be bound to the logical process steps within an orchestration. 

Deploying the Completed Applications

After all the logical steps in the orchestration are fully implemented and configured, the orchestration is saved as a Project and an assembly is generated from a build of the orchestration Project. This assembly, representing the overall Solution, is then deployed and installed for execution by the BizTalk Server run-time engine as a completed application. 

The individual Project assemblies (and their subcomponents) that comprise the overall Solution are exposed and self-documenting, modularly independent, and loosely coupled to each other. If the input message is encrypted differently at some time, only the Receive Pipeline decryption component needs to be modified and the overall integrity of the rest of the application is never affected.

Is the platform currently compatible with WS-Interoperability (WS-I) Basic profile, Basic Security Profile, and Simple SOAP Binding Profile? If not, detail corporate plans for standards compatibility, including expected release quarters for necessary components.

Response:

Currently BizTalk Server does not natively support WS-Interoperability (WS-I) Basic profile, Basic Security Profile, and Simple SOAP Binding Profile.  Indigo is the code name for a forthcoming Microsoft technology to support WS-I specifications.  The expected release quarters for the necessary components are not publicly available.   

Describe how the platform can allow for endpoint integration without the use of remote agents, or by using a lightweight component.

Response:

Solutions are generally architected so that they do not need remote agents.  The only case where such are needed is where the target application can not natively support import or export of its data through the available mechanisms.  

Possible transport mechanisms include HTTP and HTTPS, MIME and S/MIME, FlatFile (supporting FTP processes) and programmatic (supporting direct interface via Host Integration Server and/or other remoting techniques).  

Since any of these methods can be used most systems can be effectively integrated without local agents.

Describe how the platform enables organizations to perform standard data exchanges, XML based communications, and file exchanges with other participants, regardless of the existing technology employed by either the transmitting or receiving systems.

Response:

BizTalk Server provides the following set of tools to manage the data exchanges among the participants.

Trading Partner Management.
The BizTalk Server 2004 Business Activity Services include a Trading Partner Management (TPM) component.  This component relies on a TPM database that stores information about trading relationships.  Trading partner agreements can be created to include:

· A profile for each of the partners such as contact person and address, along with technical information such as what protocol should be used to communicate with that partner.

· The business process itself, implemented as one or more orchestrations, along with the role that each of the partners plays.

· An addendum with parameters for the business process that control the behavior of the orchestration implementing it.

Business Process Configuration

The Business Process Configuration service enables users to set parameters for existing orchestrations without recreating them.  The developer creating the original orchestration process defines parameters for that orchestration so it is configurable.

Business Process Provisioning

When several organizations are participating in a business process built around BizTalk Server 2004, getting them all correctly configured can be time-consuming.  Business Process Provisioning allows you to package the information needed by other participants in a business process into a SEED package.  The SEED package can then be deployed to other BizTalk Server 2004 systems to quickly provide them with what they need to play their parts. 

Business Activity Monitoring

This component (BAM) provides a framework for tracking what is going on with a particular business process.  Both BAM activities and BAM views can be created by an analyst or a business user, and not by a developer.  You can access the standard Windows Share Point Services-based interface with Internet Explorer to choose a specific BAM process, and then choose a specific BAM view.  The views are created based on the tracking data you defined when configuration the system.           

Describe how the platform can perform all message transport transparently among different hardware platforms, databases, and operating systems.

Response:

Possible transport mechanisms include HTTP and HTTPS, MIME and S/MIME, FlatFile (supporting FTP processes) and programmatic (supporting direct interface via Host Integration Server and/or other remoting techniques). 

Does the platform currently support WS Reliable Messaging? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

Response:

The platform supports WS-Reliable Messaging.  http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnglobspec/html/wsrmspecindex.asp?frame=true discusses the implementation.

The current implementation, WSE-2.0 provides a foundation for building applications based on Web services specifications published by Microsoft and industry partners including WS-Security (OASIS 2004 standard), WS-Policy, WS-Security Policy, WS-Trust, WS-Secure Conversation and WS-Addressing.

WS-Reliable Messaging could be supported programmatically with this release, but will be natively supported in future releases.
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Microsoft Web Services Specifications

Further information about the WS Specifications can be found at http://msdn.microsoft.com/webservices/understanding/specs/default.aspx 

Does the platform currently support WS Reliability? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

Response:

No, WS-Reliable Messaging will be supported instead.

Does the platform currently support WS-Security? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

Response:

Web Services Enhancements (WSE) 2.0 has been released for .Net framework 1.1.  It supports both WS-Security and WS-Policy.  The technical preview of the BizTalk Server Adapter for WSE 2.0 is available for download from Microsoft.  The final release date for the BizTalk Server Adapter for WSE 2.0 is not available.  

The BizTalk Server Adapter for WSE 2.0 provides the following key benefits:

· The ability to publish an orchestration as a secure web service through an enhanced WSE capable Web service publishing wizard. 

· Support for the key features in WSE 2.0 including WS-Security and WS-Policy.

· Using policy, the ability to graphically consume secure Web services inside orchestration through a new WSE adapter. 

· Coupled with the rapid development features in BizTalk Server 2004 you can now build service oriented architectures including secure Web services with plug-and-play end-points, providing management with built-in scale out capability and extensive system and business level monitoring.

Does the platform use a standards-based approach to transformation services?

Response:

In applications that are composed of loosely coupled interactions between XML objects, document transformation becomes a functionally exposed mapping subprocess. In BizTalk Server this subprocess is created in BizTalk Server Mapper. The transformation maps are used to process and convert the content and structure of any source information (based on its schema representation) into any target document format, such as a report. 

The maps created by BizTalk Server Mapper are based on XSLT, an open standards protocol for transforming XML information.

BizTalk Server Mapper visually displays the source and destination information formats using the schema tree node model used by BizTalk Schema Editor.  Information is mapped from one or more nodes in a source schema to one or more nodes in the destination schema by drawing links between the nodes. Functoids, which provide additional conversion, processing, and abstraction capabilities (looping, cumulative, date and time, iteration, and so forth), are graphically implemented by linking one or more source nodes to a functoid, and then linking the functoid to one or more destination nodes.

Identify the open communications protocols that the platform supports.

Response:

HTTP/S, SOAP, FTP, and  SMTP.

Can the platform make use of any third party databases for the storage of business rules, routing information, metadata information, and schema definitions? Describe.

Response:

No, Microsoft SQL-Server 2000 is required for Microsoft BizTalk for the storage of Business Rules, Routing information, Metadata and Schemas.

Performance

Detail the expected message throughput metrics, in transactions per second, given the load-balanced 2 x 2 CPU deployment topology. What is the source of the metrics (e.g. internal testing, independent performance test, etc.)? What would be the recommended deployment topology to support an average throughput of 15 transactions per second?

Response:

It is not possible to define throughput in “transactions per second” without first defining the transactions, and establishing a lab to do the testing with the given hardware.  This is not possible within the timeframe given for this questionnaire.

Describe the platform’s ability to throttle messages in accordance with the performance limitations of endpoint applications.

Response:

BizTalk Server 2004 has the ability to throttle message processing based on message processing rate and memory.  You can also set the maximum polling interval at which messaging agent polls the message box.

HighWatermark, LowWatermark - These two settings determine the outbound processing rate for messages. They represent high and medium stress-level thresholds, respectively. Both settings define the number of messages processed by BizTalk Server 2004, but not yet consumed by subscribers. When BizTalk Server processes more messages (not yet consumed) than specified by the HighWatermark threshold, it stops processing messages from the message box until the number of active messages decreases below the LowWatermark threshold. 

Note that these settings are per CPU processor. On a dual-processor server, with the LowWatermark threshold set to 100, BizTalk Server 2004 will be at medium stress level until the number of active messages decreases below 200.

HighMemorymark, LowMemorymark - These two settings control the memory thresholds at which BizTalk Server starts and stops processing messages. Both settings define the percentage of overall memory consumed. They affect both inbound and outbound throughput. When BizTalk Server memory consumption reaches the level defined by the LowMemorymark threshold, BizTalk Server increases the stress level. If memory consumption reaches the level defined by the HighMemorymark threshold, then BizTalk Server stops processing messages until memory consumption is released.

These settings also have an impact on orchestrations. BizTalk Server stops creating new orchestrations when the memory consumption reaches the HighMemoryMark threshold. BizTalk Server resumes creating new orchestrations once the memory consumption reaches the LowMemoryMark threshold.

HighSessionmark, LowSessionmark - These two settings determine the inbound processing rate for messages. They represent high and medium stress-level thresholds, respectively. Both settings define the number of parallel database sessions that are persisting messages to the message box. When the number of sessions specified by the HighSessionmark threshold is exceeded, BizTalk Server blocks incoming messages until the number of sessions decreases below the LowSessionmark threshold.

MaxReceiveInterval - These settings specify the maximum polling interval (in milliseconds) at which the messaging agent polls the message box. You can minimize end-to-end latency by reducing the MaxReceiveInterval default value of 500.

Can the platform achieve a 99.9% availability level given the deployment topology and an appropriate SLA with the hosting agency? Provide availability metrics from similar real-world deployments.

Response:

The platform is highly scalable for availability.  Microsoft BizTalk 2004 can be natively set up in clusters so that both cooperative and failover processing are available.  Microsoft SQL-Server 2000 can also be set up in either an Active-Active or an Active-Passive cluster for availability.

There are many public case studies and news stories discussing availability on Microsoft solutions.  For example http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=15011, http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=14002, and http://asia.cnet.com/whitepapers/0,39035785,39059226p,00.htm could be referenced.

Are queued messages recoverable across server bounces? What components/databases are required for this fault tolerance feature?

Response:

Yes.  SQL Server 2000 Server is required for this fault tolerance.  It is recommended to use deploy SQL Cluster for the database high availability.

Describe how the platform can allow processing to continue if one or more connected applications are temporarily unavailable.

Response:

Once a message reaches the MessageBox of the Microsoft BizTalk 2004 Server, it is held in Microsoft SQL-Server for further processing.  Should the outgoing port not be available (either through non-connectivity or by having the port disabled), the material will remain in storage.  When the port is again available (unless business rules say otherwise), transport will be performed.

Obviously, loosely coupled systems must be architected so that applications which may be unavailable are not globally necessary for solution functionality.

Describe the platform’s ability to provision Quality of Service (QOS) levels within the messaging framework.

Response:

Windows Server 2003 and IIS 6.0 both support QOS strategies at the TCP level and at the website level.  This would mean that packets being delivered by HTTP(s) and/or FTP could be apportioned more bandwidth than other messages.  This would have the effect of provisioning QOS at the messaging level.

Describe the platform’s scalability as applications, transactions, and services are added. Describe how performance and scalability have been planned and incorporated into the platform architecture.

Response:

BizTalk Server 2004 offers a flexible scale-out model for distributing workload and routing messages to particular servers. The model consists of four tiers:

· Receiving host (multiple receiving servers)

· Processing host (multiple orchestration servers)

· Transmission host (multiple sending servers)

· MessageBox database (multiple message boxes)
A BizTalk host is a logical container for items such as adapter handlers and orchestrations, which are responsible for receiving, sending, and processing messages. A host can be associated with one or more servers.  A host instance (server) is a physical container installed on each BizTalk server. A host instance runs on its own server, and can interact with either the same MessageBox database or with multiple MessageBox databases. Messages are stored in a MessageBox database, which relies on SQL Server to provide failover, transaction management, and integrated storage. 

Scaling out BizTalk Servers.  BizTalk Server 2004 is a persistent messaging system whereby all data is persisted t disk.  Multiple BizTalk Servers can be setup as a group to process messages.  Adding multiple BizTalk Servers to a host helps scale-out by having multiple machines perform the role designated to the host – for example, orchestration.

Scaling out SQL Servers.  BizTalk Server has hard dependency on SQL Server.  It is strongly recommended that SQL Server be clustered, using either RAID 5 or SAN disks with a backup power supply. 

Since SQL Servers and BizTalk Servers are all sensitive to number of CPUs, CPU power, memory and L2 cache, scale-up would be another option for later scaling.

Describe the platform’s ability to be configured as a redundant cluster of servers. Are additional components required to implement clustering, and if so, what are their costs?

Response:

Multiple BizTalk Servers can be setup as a group.  A host can be configured to group servers with redundancy support.  No additional components are required to implement the redundancy for BizTalk Server.

The BizTalk tier can be further subdivided into three logical tiers:

· Redundant Receiving Servers

· Redundant Processing Servers

· Redundant Transmitting Servers

Since BizTalk Server depends on SQL Server for data persistence, SQL Server needs to be clustered running on a Microsoft Clustering Service (MSCS).

In addition to the SQL Servers being the single point of failure, the Single Sign-On (SSO) Master Secret Server also needs to be configured as a highly available resource.  This is accomplished by clustering the SSO Master Secret Server service.  Since it uses little or no resources, it can be setup on the same cluster on which the SQL Server databases are installed.

It is not recommended to have both BizTalk Server and SSO Master Secret Server (clustered) on the same MSCS cluster.  In addition, installing the BizTalk databases on a clustered SQL Server with local groups is not supported.

To deploy the Microsoft Clustering Service (required by Microsoft SQL Cluster), you need Windows 2003 Enterprise Edition or Data Center Edition.  It will not be supported on Windows 2003 Standard Edition.  To implement MSCS and SQL Server cluster, you need to make sure the hardware is in the Microsoft Hardware Compatibility List (available from Microsoft web site).

Describe the platform’s automatic failover capabilities. Are additional components required to implement automatic failover, and if so, what are their costs?

Response:

BizTalk Server is designed to automatically recover from a SQL Server connection failure.  If one node of the SQL Server cluster failed, BizTalk Server will recover from the failed-over node of the SQL Server cluster.  

Describe the platform’s load balancing capabilities. Are additional components required to implement load balancing, and if so, what are their costs?

Response:

BizTalk Server has native support for load balancing for messaging and orchestrations.  No additional components are required to implement the load balancing. 

However if you want to expose BizTalk Server 2004 orchestrations as Web Services, you need to load balance the Web Services running under Microsoft Internet Information Services (IIS).  There are two options for load balancing web services, software and hardware.  Windows Server 2003 (Web Server Edition, Standard, Enterprise, and Data Center) has built-in Network Load Balancing Service (NLB) without additional license cost.  NLB is designed to spread incoming requests across as many as 32 servers. You can do so to expand enterprise-wide services, such as Web servers. Network Load Balancing also makes sure that your servers respond quickly, even under heavy loads. It does this by automatically detecting when a server stops working, and then quickly reassigning client traffic among the remaining servers. This safeguard can help you provide uninterrupted, continuous service for your critical business programs.

However you choose hardware load balancer, it will be additional cost.

Identify the maximum number of simultaneous connections that can be supported given a 2 x 2 CPU deployment topology. What is the source of the metrics (e.g. internal testing, independent performance test, etc.)?

Response:

The maximum number of simultaneous connections (assuming HTTP transport) would be the maximum number of IIS connections set out for the Web Service.  This would vary based on the hardware memory more than anything, which is not specified.  The minimum default (when choosing to limit connections) is 1000.

Resourcing

Describe the staff (numbers and type) and skills required for ongoing support of the product.  Recommend any specific training.

Response:

Customers find that having two staff members cross-trained in BizTalk is valuable.  That training would be available from one of our training partners, such as NetDesk (http://www.netdesk.com).

As well, having those staff members trained in the development language of choice (for example C# or VB.Net) may also be helpful.  Training can be self taught through the tutorials and online training available at http://msdn.microsoft.com, or through a training partner.

Provide an estimate on the number of generalized (e.g. .NET or Java) developer resources available, both in the State of Washington, and Nationwide.

Response:

Microsoft has no information available on the number of .NET developers in the State or in the United States.

Provide an estimate on the number of specialized (e.g. those experienced with the integration platform) developer resources available, both in the State of Washington, and Nationwide.

Response:

Microsoft has no information available on the number of specialized platform developers in the State or in the United States. 

Describe any specific training required for effective use of your product(s) and who should receive it.

Response:

Microsoft does not recommend any specific training for use of these products.  Many developers have self-studied the materials available online; others prefer training through one of our training partners, such as NetDesk.

What is the availability of courses for your product(s), both formal and self-study. Describe the training provided with new releases. Describe your available training options and training sites available (e.g. instructor led, CBT, etc.).

Response:

Microsoft does not itself offer training in our products.  We rely instead on training partners, such as NetDesk who offer a full line of training on those products.

Describe the platform’s development toolset and its learning curve for developers. Describe the speed with which the toolset can facilitate development of common integration functionality, including developing web-based composite applications, user interfaces, and data consolidation from multiple sources.

Response:

Microsoft Visual Studio.NET is the development toolset.  Any .NET language, such as VB.NET or C# could be used.  The same IDE is in use for any VS.NET project, leveraging existing skill sets and helping productivity.  Features in VS.NET, such as intelligent type-ahead and self-documentation allow productivity early in the ramp-up.  Both Web based and Windows based applications share the same underlying structures and can be mixed in the same solution.  Data from any supported database may be seamlessly used within the applications.

Identify inter-dependencies between the developer toolset / server technology on other products (databases, servers, etc). What are the minimum hardware, software, and OS requirements for a developer to install the platform and toolset locally?

Response:

The platform specifies Windows Server 2003, Visual Studio.NET, Microsoft SQL-Server 2000, Microsoft BizTalk Server 2004 and potentially Microsoft Host Integration Server.  Each of these products has different minimal hardware requirements, which can be found online at:

· Windows Server 2003:  http://www.microsoft.com/windowsserver2003/evaluation/sysreqs/default.mspx

· Visual Studio.NET:  http://msdn.microsoft.com/vstudio/productinfo/sysreqs/default.aspx

· BizTalk Server 2004:  http://www.microsoft.com/biztalk/evaluation/sysreqs/default_2004.asp

· Host Integration Server: http://www.microsoft.com/hiserver/evaluation/sysreqs/default_2004.asp

Provide a detailed description of all systems and user documentation that will be provided with your integrated solution.

Response:

Each component of the platform comes with Help based documentation.  In addition, online documentation, code examples and peer support is available online at http://msdn.microsof.com.  As well, sample code is available as well as prescriptive architectures at the same site.

Describe the ability of the integration platform to be deployed on existing hardware resources.

Response:

Each component has specific requirements for minimal hardware install as listed in question 2.1.51.  Assuming that existing hardware was available that supported those standards, and then the solution could be deployed on existing hardware resources.

Security

Describe the platform’s implementation of an open, standards-based framework for authentication and authorization, including support for HTTPS, SSL, certificate-based authentication, and interfacing with external user stores (e.g. LDAP, 3rd party database).

Response:

BizTalk Server leverages the following Windows Server and SQL Server features to secure inbound and outbound messages, to secure the runtime and configuration information, and to securely integrate with other applications and systems

· Public Key Infrastructure (PKI). BizTalk Server provides security between trading partners through the use of PKI. By exchanging public key certificates, trading partners can authenticate each other and encrypt communications through the use of x.509 certificates to digitally sign and/or encrypt messages. 

· Signing Certificates. To verify that BizTalk Server recognizes the sending party, and that the message has not been tampered with while in transit, BizTalk Server verifies digitally signed messages with the appropriate public key certificate available to the running process by means of a certificate store. BizTalk Server can also sign outbound messages using a private key certificate in order for partners to verify the sender. 

· Encryption Certificates. To ensure messages are not read while they are in transit, BizTalk Server uses the appropriate private key certificate to decrypt inbound messages, and the appropriate public key certificate to encrypt outbound messages. 

· S/MIME: BizTalk Server uses Secure Multipurpose Internet Mail Extensions (S/MIME) to decrypt the messages received and to encrypt the messages before they are sent out. 

· Integrated Windows and SQL Server logon security. BizTalk Server controls access to SQL Server by leveraging SQL Server integrated security. SQL Server integrated security, relies on Windows Authentication to grant access to SQL Server resources. By default, all accounts that need to access one of the SQL Server databases required by BizTalk Server must be given a SQL Server integrated logon and be granted access to the database. 

· Kerberos. BizTalk Server relies on Windows to authenticate intranet users. By default, Windows uses Kerberos V5 as the authentication protocol, although NTLM authentication can also be used. 

· Secured Sockets Layer: Because BizTalk Server takes advantage of Windows Secure Sockets Layer (SSL), trading partners can securely exchange data using HTTP/S. 

· SQL Server roles. BizTalk Server 2004 uses SQL Server roles for resource access control and minimal privileges for the administrator and host accounts to the BizTalk Server databases and resources. 

· Windows certificate stores. BizTalk Server uses the Address Book certificate store for public keys, and the personal certificate store for each host instance service account for the private key certificates used to encrypt outbound messages.

BizTalk Server 2004 also uses the Windows Server Active Directory Service to support security features and can be integrated with any third party security system authorization software product that is LDAP compliant or meets the Kerberos v 5 specifications. Examples of these include RSA Secure ID fob solutions, Schlumberger and ActivCard smart Card solutions providing two-factor authentication

Describe the platform’s ability to restrict or control message delivery based on security-based access rights. How can restrictions be based on individual messages, message groups, or message content?

Response:

BizTalk Server can control message delivery based on security-based access rights in a Pipeline component. Pipelines are the interface between protocol-specific adapters that send and receive messages and the messaging engine, which is responsible for the overall processing of those messages.

BizTalk Server can authenticate the sender of a message (either by using the certificate information or Windows integrated security) in order to validate the identity of the sender of the message. The following figure shows the security features in BizTalk Server 2004 that you can use to authenticate inbound messages. 
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Usually, the final processing step in the pipeline is party resolution. You can create parties, map the party to a signing certificate, or create party aliases. There is a technical guide available on this topic at our Business Process and Integration Developer Center:

http://msdn.microsoft.com/BPI/TechGuides/default.aspx 

Describe how the system keeps track of who accesses information, what they access, when they access it, etc. Describe automatic notification and security monitoring capabilities. 

Response:

As each message passes through the system, BizTalk can be configured to track the complete message flow from the point of entry, to the point of exit. This information is persisted into a tracking database and can be viewed with the provided tools or a custom-built tracking tool. You can use the Message Flow view in the Health and Activity Tracking (HAT) tool to navigate the path taken by a particular message. You can also view the flow of a message visually by using the Orchestration Debugger tool. Information regarding each step of a business process and the path taken, including execution time for each step, can be tracked for each message being processed.

Risk

Provide a description of any performance guarantees (bond or other) your company will provide relating to system performance and satisfaction of functional requirements.

Response:

Performance guarantee’s are dependent on the terms that are established with the services company whom the State of Washington chooses to implement the agreed to solution on the Microsoft Platform.  We have many qualified Microsoft “Gold” partners who are qualified to implement this solution.  

Microsoft Consulting Services is another choice for implementation of the agreed to solution. Our standard language to this request is:

Microsoft cannot agree to a performance bond considering the nature of our project-based work and any “unknowns” with regards to the Agency’s systems.  Through a Fixed Price contract, Microsoft would, however, concede to an (i)objective acceptance criteria evaluation process for services deliverables (s) evidencing they satisfy performance and system requirements and (ii) a 60-day warranty for such services deliverable(s), which would adequately substitute and fulfill agency’s request for a performance bond.

Attach a client list that represents client installations of similar size and scope to that requested by JIN, indicating the product(s) each client purchased and the year they were purchased.

Response:

1.  King County, Washington:   Law, Safety & Justice Project – Countywide project to   integrate LSJ legacy systems to streamline internal processes.  Examples, booking & referral, Jail inmate look-up etc.

Purchase Timeframe:  2004

Microsoft Products:  BizTalk Server, SQL Server, Windows Server 2003, Host Integration Server, Microsoft Operations Manager, IIS, MSDN Universal Subscriptions

2. Ohio Association of Chiefs of Police: Ohio Local Law Enforcement Information Sharing Network (OLLEISN), a statewide information sharing network for local police and sheriff departments; in partnership with the Ohio Office of the Attorney General.

Purchase Timeframe:  2004

Microsoft Products:  BizTalk Server, SQL Server, Windows 2003 Server

3. Indiana Health Professions Bureau: Statewide Prescription Monitoring and Fraud Investigation system; 

Purchase Timeframe:  2004

Microsoft Products:  BizTalk Server, SQL Server, Windows 2003 Server

4. State of Alabama: The Law Enforcement Tactical System (LETS) is an integrated justice information system (IJIS) designed to unify the state’s vast data resources—such as Motor Vehicle Department (MVD), court, and correctional facility records—which were disparately hosted and difficult for outside users to search.

Purchase Timeframe: 2003

Microsoft Products:  SQL Server, IIS 5.0, .NET framework, introducing BizTalk

5. Washington State, Secretary of State: The Digital Archive system provides for the ability to ingest, archive, search and retrieve any number of asset types from local, state and county agencies within the State of Washington.  It accepts information in a variety of data formats and includes features such as web site spidering, email archiving and an intuitive, user-friendly, web-based interface.  The system also features a customizable data model based upon GILS, OAIS and DOD standards that scale to accept new data types and formats.  
Purchase Timeframe:  2004

Microsoft Products:  BizTalk Server, SQL Server, Windows 2003 Server, MSDN Subscriptions

6. Washington State, Department of Transportation, and Ferry’s:  Integrated Payment System.    The purpose of the project is to integrate legacy systems with new technology to provide an integrated point of sale & revenue system.

Purchase Timeframe:  Project in progress – will go live October 2005

Microsoft Products:  BizTalk Server, SQL Server, Windows 2003 Server, Share point Portal Server

Provide three references that could be contacted to verify your company's ability to deliver a solution similar to the one requested for JIN. Include Company Name, Contact, Address and Phone Number and a description of how the product is used within the reference environment.

Response:

Since this is a technology platform decision, I have provided you with references where by Microsoft Consulting Services and Microsoft “Gold” Partners actually delivered the solution.  The purpose of these references is to confirm the satisfaction with the Microsoft Technology Platform’s performance utilized in mission critical solutions, leveraging like Microsoft platforms proposed for the Washington State, JIN integrated solution.

1.  King County, Washington:   Law, Safety & Justice Project – Countywide project to   integrate LSJ legacy systems to streamline internal processes.  Examples, booking & referral, Jail inmate look-up etc. 

Contact Person: 

Trever Esko

LSJ Program Manager

King County – Office of Information Resource Management

trever.esko@metrokc.gov
(206) 263-4780

Overview: 

Integration Solution

The Integration Solution component establishes a comprehensive framework that is designed to link information between King County’s existing applications and to provide similar connectivity and information sharing with other partner agencies, both internal and external to the county government.  The Integration Solution will be built upon an infrastructure suite of Microsoft enterprise severs that includes the following components:

5 Microsoft BizTalk Server:  

6 Microsoft SQL Server:  

7 Microsoft Operations Manager (MOM): 

8 Microsoft Host Integration Server:  

9 Microsoft Internet Information Server (IIS): 

10 Windows 2003 - .Net 1.1 Framework: 

Jail Inmate Look-Up Service Prototype Project (JILS)

The purpose of the JILS is to validate the design and implementation of the Integration Solution.  While the Integration Solution establishes the system foundation, the JILS is a working application built upon the Integration Solution.  This approach provides two important benefits.

1. Validates and proves the Integrated Solution design and implementation – While best practices, physical architecture guides, infrastructure prescriptive methods, and past experience are used to design and implement the Integrated Solution, the most proven approach to validate the Integrated Solution is to build a business application through a full project life cycle.

2. Creates a workable application that provides immediate information sharing and business benefit – The Prototype Project seeks to demonstrate what is possible with the new Integrated Solution foundation and satisfy the following objectives:

11 Make LSJ criminal information more accessible in a secure and role-based manner.

12 Improve the ease and search ability to criminal information.

13 Demonstrate a full life cycle implementation using the Integration Solution and establish good methodology and practice.

The JILS application will leverage each of the Integrated Solution components and will be analyzed and designed with the Integration Solution stack in mind.  Application requirements will be met through server configuration, custom component development, and modeling activities.  

State of Alabama:  Deployed in January 2003, the Law Enforcement Tactical System (LETS) is an integrated justice information system (IJIS) designed to unify the state’s vast data resources—such as Motor Vehicle Department (MVD), court, and correctional facility records—which were disparately hosted and difficult for outside users to search.

Contact Person:  

Maury Mitchell

Director

State of Alabama

mmitchell@acjic.state.al.us

7770 Washington Ave Site 350

Montgomery, Al 36130

Contact Person:

Richard Fiore

IT Project Manager

State of Alabama

7770 Washington Ave Site 350

Montgomery, Al  36130

Overview:

Before migrating to a Web-enabled environment, the state’s criminal justice agencies maintained multiple, disparate databases running on a traditional IBM mainframe platform, using a mix of legacy file formats like VSAM, IMS and DB2., explains Mike Carroll, CIO for the Alabama Judicial System. “It was a very traditional and proprietary setup that served us well for 25 years, but it was also very expensive and limited,” he says. “We wanted to move services from this mainframe system toward a TCP/IP server-based solution with graphical interfaces. We have very valuable data, but we weren’t doing a very good job of distributing it,” adds Carroll. “We wanted to put it into relational databases for the first time, making it available over the Internet, which is obviously very economical.”

 “This project is based on improving the access to existing data and making possible the collection of new data for criminal justice agencies,” adds John David Whetstone, Director of the Southwest Alabama Integrated Criminal Justice System (SAICS) and District Attorney of the 28th Judicial Circuit located in Baldwin County, Ala. “Our feedback from the field is all extremely positive. This is the first access to most of this data that anyone in Law Enforcement has ever had”

 Before unifying the state’s disparate data sources using SQL Server’s RMS capabilities, each database had to be searched separately. Even within MVD’s records, a police officer searching for a vehicle tag number would produce only the owner’s name. The officer would need to then search a completely separate database (usually through a dispatcher) in order to obtain the vehicle owner’s license data.

“Now we can take advantage of the Internet and relational database functions to help our users find what they need regardless of where it is housed,” says Carroll. “And being able to make immediate positive identifications in the field has led to a number of timely arrests that would not have been made without LETS.”

By using the Internet to make search tools and data available to users’ home PCs and to field staff and police vehicles via wireless connections, AOC has dramatically increased the value of its IT architecture. “Extending the resources of the justice system to users in situations where they could not previously utilize them means that our investments in gathering and maintaining all that data pay off in more ways—from greater productivity among office staff to the obvious benefits of providing information directly to officers in the field,” explains AOC’s Hobson.

The LETS solution resides on Dell PowerEdge 6450 servers: one running SQL Server 2000 on the back end and another supporting the Web functionality on Internet Information Server 5.0. The solution draws data from a combination of remote and onsite sources. While the LETS system interacts directly into the MVD’s driver’s license database, AOC imports copies of vehicle data and corrections data into its SQL Server database on a weekly basis, Carroll explains.  

This application has now introduced BizTalk into the mix as well.

3. Washington State, Secretary of State:  

The Digital Archive system provides for the ability to ingest, archive, search and retrieve any number of asset types from local, state and county agencies within the State of Washington.  It accepts information in a variety of data formats and includes features such as web site spidering, email archiving and an intuitive, user-friendly, web-based interface.  The system also features a customizable data model based upon GILS, OAIS and DOD standards that scale to accept new data types and formats.  

Customer Contact:

Adam Jansen

Digital Archives

Jansen, Adam [ajansen@secstate.wa.gov]

509.235.1519
Steve Excel

Assistant Secretary of State (CIO)

sexcel@secstate.wa.gov
360.902.4151

Overview

The primary purpose of the Digital Archives is to preserve and provide access to records of enduring legal and historical significance while minimizing the loss of critical electronic data.  As government records are increasingly generated and stored in computer-based information systems, the state faces the challenge of managing and preserving these digital documents.  Many are critical to the survival of Washington’s history and culture, captured in the day-to-day business of government.

The State of Washington views the Digital Archive Initiative as not only a means to comply with statutory requirements, but also as an opportunity to develop a best-in-class digital archiving facility that can be utilized by the citizens of the State of Washington and those parties interested in best practices in digital archiving and storage.  The state is currently only 1 of 5 states to embark on an ambitious Digital Archiving initiative.  The solution integrates practical work in electronic records management with network-based systems development methodologies and business improvement practices.

The EDS and Microsoft Digital Asset Management (DAM) solution is a partner-developed solution which allows for the quick and efficient storage, retrieval and re-use of digital assets across an enterprise or at the departmental level.  The solution has been developed on a Microsoft .NET technology framework, leveraging EDS’ deep experience in Digital Asset Management, Content Management and its best-of-breed technology approach to developing custom solutions.  The EDS-MS DAM solution also takes advantage of Microsoft’s $250 million investment in rights management technologies to protect digital assets that cannot be replaced or be allowed to fall into the “wrong hands.”

The State of Washington has selected EDS and Microsoft as partners to develop their Digital Archive system based upon the EDS-MS DAM solution.  The system provides for the ability to ingest, archive, search and retrieve any number of asset types from local, state and county agencies within the State of Washington.  It accepts information in a variety of data formats and includes features such as web site spidering, email archiving and an intuitive, user-friendly, web-based interface.  The system also features a customizable data model based upon GILS, OAIS and DOD standards that scale to accept new data types and formats.  The system will run out of the Cheney Washington Digital Archive facility.     
Please provide the dollar amount ($) and percentage (%) of total sales and percentage (%) of product sales that was spent on Research & Development for your proposed solution last year.

Response:  

As part of Microsoft’s corporate policy, we do not publicly disclose technology specific research and development funding.  However, as a company, it is public knowledge that our total fiscal year budget for research and development is $6.8 billion dollars a year

Describe your recommended approach to implement and roll out your solution including any methodology followed.

Response:

If Microsoft Consulting Services were to implement the agreed to Solution for JIN, we would use MSF (Microsoft Solution Framework) as our development and deployment methodology.  At a high level, it is a cyclic-iterative phased solution approach with a defined model structure including Risk Management, Team and Process models. 

The Microsoft Solutions Framework (MSF) provides guidance to manage people and processes in the deploying solutions with Microsoft and third party software. MSF is flexible enough to meet project and organizational needs.  

 

Microsoft Solutions Framework (MSF) helps manage people and processes in the lifecycle of an application or infrastructure system, based on three key models: 

·         Risk Management Model – proactive, continuous assessment of risk and how to mitigate it

·         Team Model – promotes multidisciplinary project teams with clear roles and responsibilities that capitalize on individuals’ competencies to achieve their mission.

·         Process Model – promotes clear project goals, objectives, and scope and a phased-based, milestone-driven, iterative process to achieve measurable results throughout the project.

 

Risk Management Model
In every project there are inherent risks, whether they are project management, technical, financial, or organizational. Successful projects are able to manage and mitigate those risks. An integral part of MSF is risk management and mitigation. This process used throughout the project, through to its successful completion includes:

1.      Identifying the risks and documenting them as risk statements

2.      Analyzing the risks and documenting the potential consequences, probability, loss, and exposure. 

3.      Planning to mitigate the risk by identifying and documenting a mitigation approach. 

4.      Tracking the risks by regularly reviewing the top ten risks and mitigation progress as well as reassessing which risks are the top priority risks that need to be mitigated. 

5.      Controlling the risks by assigning an individual responsibility for mitigating the risk. 

Team Model
The MSF team model provides an effective approach to project management.  It reflects an approach that has been used successfully at Microsoft and many of our customers.  An MSF team includes team members that are involved throughout the design and deployment of a solution.  Members representing the various roles participate in the project team as peers, each contributing to a different but equally important piece of the solution.  Depending on the size of the project, a team member may have responsibility for more than one role. Team roles include:

 

·         Product Management - primarily responsible for developing and documenting the vision and scope that defines the requirements and objectives for the solution and the project.

 

·         Program Management – oversees the overall process and is responsible for defining the specifications of the solution.  

 

·         Development - responsible for the building the solution.

 

·         Testing/QA - validates the design and implementation of the solution. This includes physical testing of the proposed network, server, and desktop configurations. It also includes testing documented procedures for installation, configuration, and deployment processes in a controlled laboratory setting.

 

·         Logistics - responsible for planning the implementation and deployment and ensuring the smooth transition to a stable production environment.  This includes operations planning.

 

·         User Experience - responsible for training operators and appropriate end-users in the proper management and use of the network, server, and desktop environment.

            Process Model
The MSF Process Model defines the solution approach into five distinct phases during the project lifecycle. 

·        Envisioning:  Envisioning is about creating a business vision and defining the scope of work necessary to bring the vision to reality (e.g., business case justification, business studies, etc.).

·        Planning:   Planning continues until we have detailed functional requirements, system and application architectures, the user interface prototype, and a detailed project plan for the remainder of the project.

·        Development: The Development phase begins with the first iteration of development and culminates with the functionality complete milestone (or Beta release).  

·        Stabilization: The Stabilization phase represents testing and acceptance.  

·        Deployment: The Deployment phase includes final development, release management, and deployment.
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· Figure 1 MSF Process Model Phases and Milestones

Phased Solution Approach  

           Envisioning Phase

During the Envisioning phase, the project team (including project sponsors, business analysts and the customer) define the high-level view of the project’s business requirements, goals, and constraints.  The envisioning phase culminates in the vision/scope approved milestone, which indicates that the team and customer agree on the project direction.

             Planning Phase

During the Planning phase, the project team creates detailed business, technical and functional requirements, the system and application architectures, the master project plan, and the master project schedule.  

The Planning phase culminates in the project plan approved milestone, which represents the approval to move forward and begin constructing the solution elements.

             Development Phase

During the Development phase, the project team focuses on the detailed design, building of the product or solution.  

The Development phase culminates in the scope complete milestone, at which point all features of the solution will be in place.  Once the project team delivers a stable Beta release, we move into the next phase, Stabilization.

             Stabilization Phase

The Stabilization phase begins with beta testing of the solution and ends when all defined solution testing is complete. The Stabilization phase culminates in the release milestone.  

             Deployment Phase 

The Deployment phase begins with test completion and deliverable acceptance by the customer of the solution components and ends when the customer places the solution in production.  Deployment includes training of operations and end-users, finalization of system documentation, validation of production environment and sub-systems or data and hand off to the customer operations support teams.  The Deployment phase culminates in the Deployed milestone of a production environment solution.  

 
Microsoft also leverages the Microsoft Operation Framework (MOF) – based on the IT Infrastructure Library (ITIL), to define the processes of Operations and Management, including those related to Release Management.  

 

Describe the evolution path of your product/service, preferably for the next five years. Be specific in the information and the timelines concerning when new capabilities will be available.

Response:  

Today, applications built with BizTalk Server 2004 run on the Microsoft® .NET Framework, making it easier for customers to automate and manage complex business processes by integrating applications, trading partners and employees using BizTalk Server's orchestration engine. 

As the business process needs of organizations continue to evolve, Microsoft remains committed to ensuring the success of its customers by providing comprehensive management and operations tools, improved business user empowerment capabilities, enhanced developer productivity, deeper integration with Windows Server System, and key advancements in performance, deployment, and migration. To help organizations plan for the future, Microsoft is providing a roadmap for the future of its business process integration servers:

BizTalk Server 2006 (formerly referred to as "BizTalk Server codename Pathfinder" 

The fourth release of BizTalk Server will build on the success of BizTalk Server 2004 and offer enhancements for comprehensive management and operations as well as innovations to further empower business users.  In addition, this product will provide deeper integration with the Windows Server System including support for: Windows 64-bit, SQL Server 2005 (formerly referred to as "SQL Server codename Yukon"), Visual Studio 2005 (formerly referred to as “Visual Studio codename Whidbey”), and Virtual Server 2005.

Beyond BizTalk Server 2006 

This version of BizTalk Server will take full advantage of a number of innovations available with the “Longhorn” Server wave and deliver next generation support for enterprise & trading partner integration, business process management and process-based service oriented development. 

BizTalk Server has the largest customer base of any business process and integration server on the market, currently 3800+ customers. Microsoft remains committed to deliver further innovations to developers, IT Professionals and business users through multiple future releases of BizTalk Server. 

Describe the technical support options available for your solution and whether they are included in the purchase price of the product or at an incremental cost. At a minimum include, number of technical support hours available, hours of support, response times, location of support resources, and a description of your problem management and escalation.

Response:

1. Technical Support for Microsoft products is a billable service.  Fortunately, State of Washington, Department of Information Services currently has a contract in place for Microsoft’s Premier technical support.  Assuming the JIN solution will be supported by the DIS, Microsoft Professionals, and then all products included in the Microsoft Platform can be supported through this agreement.  It is my understanding that DIS does bill their customers a service fee for support, so that will need to be factored into your overall support costs.

2. Problem Resolution Support provides assistance for problems with specific symptoms encountered while using Microsoft products, where there is a reasonable expectation that the problems are caused by Microsoft products.  Problem Resolution Support is available 24 hours a day, 7 days a week.  Requests for support may be submitted via telephone or electronically through the Premier online website by your designated contacts, except for Severity 1 and A which must be submitted via telephone as set forth below in Section 2.3(a). Problem Resolution Support can include any combination of the following:  



a.
Problem Request (Break-Fix).  An assisted break-fix support request, also known as an incident, is defined as a single support issue and the reasonable effort needed to resolve it.  A single support issue is a problem that cannot be broken down into subordinate issues. If a problem consists of subordinate issues, each shall be considered a separate incident.  Incidents requiring an onsite visit will be charged on an hourly basis and will include charges for reasonable travel and living expenses.  In certain situations, we may provide you with a modification to the commercially available Microsoft product software code to address specific critical problems (“Hotfixes”) in response to an assisted break-fix support request.  Hotfixes are designed to address your specific problems and are not regression tested.  Except as otherwise provided herein or in an Exhibit, Hotfixes may not be distributed to unaffiliated third parties without our express written consent.  

You have purchased either of the following types of Problem Resolution Support:

· Fixed Priced Incidents include the commercially reasonable amount of Services necessary to troubleshoot and resolve the support issue.  The total number of incidents is set forth in the attached Fee and Named Contacts Schedule(s).  

You are responsible for setting the initial severity level (1-C) and can request a change in severity level at any time.  The incident severity will determine the response levels within Microsoft and estimated response times and your responsibilities are defined in the following table:

	Severity1
	Customer’s situation
	Expected Microsoft Response
	Expected Customer Response

	1
	14 Critical business impact: 

15 Customer has complete loss of a core (mission critical) business process and work cannot reasonably continue

16 Needs immediate attention
	17 MS Resources at customer site as soon as possible.

18 Rapid Escalation within Microsoft to Product teams

19 Notification of Senior Executives at Microsoft

20 1st call response in 1 hour or less
	21 Notification of Senior executives at customer site

22 Allocation of appropriate resources to sustain continuous effort on a 24x7 basis

23 Rapid access and response from change control authority

	A
	24 Significant business impact: 

25 Customer’s business has significant loss or degradation of services

26 Needs attention within 1hour
	27 1st call response in 1 hour or less

28 continuous effort on a 24x7 basis

29 Notification of Senior Managers at Microsoft.
	30 Allocation of appropriate resources to sustain continuous effort on a 24x7 basis

31 Rapid access and response from change control authority

32 Management notification

	B
	33 Moderate business  impact: 

34 Customer’s business has moderate loss or degradation of services but work can reasonably continue in an impaired manner.

35 Needs attention within 2 Business hours
	36 1st call response in 2 hours or less

37 Effort during Business Hours2 only


	38 Allocation of appropriate resources to sustain Business Hours continuous effort

39 Access and response from change control authority within 4 Business Hours

	C
	40 Minimum business impact: 

41 Customer’s business is substantially functioning with minor or no impediments of services.

42 Needs attention within 4 Business hours
	43 1st call response in 4 hours or less

44 Effort during Business Hours2 only


	45 Accurate contact information on case owner

46 Responsive within 24 hours.


You are responsible for setting the initial severity level (1-C) and can request a change in severity level at any time.  The incident severity will determine the response levels within Microsoft and estimated response times and your responsibilities are defined in the following table:

1Severity is controlled by the customer in consultation with their Microsoft support contact.

2 Business Hours is 6AM to 6PM Pacific Time, Monday thru Friday excluding holidays.  

You may be required to perform problem determination and resolution activities as requested by us.  Problem determination and resolution activities may include performing network traces, capturing error messages, collecting configuration information, changing product configurations, installing new versions of software or new components, or modifying processes. 

You are responsible for implementing the procedures necessary to safeguard the integrity and security of your software and data from unauthorized access and to reconstruct lost or altered files resulting from catastrophic failures.  

Rapid Onsite Support Services.  Onsite emergency support is available as an additional billable service.  Our ability to provide onsite emergency support is subject to our resource availability, and the tasks performed will vary depending on the situation, environment, and business impact of the problem

3.  For JIN Solution specific assistance with integration issues or proactive work, Microsoft Consulting Services or one of Microsoft’s “Gold” Partners can be set up to work in a more reactive support context.  Prices will vary, but will be typically from $250 per hour down to $140 per hour.  Under the existing Microsoft Premier Support Contract, developer support can be secured to assist with support issues that relate more to integration specific problems.  This support costs $210 per hour, and can be reactive 7X24 support or a more proactive service.

Describe your warranty and maintenance coverage for the implemented environment. Include all available warranty/maintenance options and whether they are included in the integration price or an incremental cost.

Response:

1. Per the Microsoft Master License Agreement with the State of Washington the “Limited product warranty is as follows:  We warrant that each version of a product will perform substantially in accordance with our user documentation.  This warranty is valid for a period of one year from the date an enrolled affiliate first runs a copy of the version.  To the maximum extent permitted by law, any warranties imposed by law concerning the products are limited to the same extent and the same one-year period.  This warranty does not apply to components of products that an enrolled affiliate is permitted to redistribute under applicable product use rights, or if failure of the product has resulted from accident, abuse or misapplication.  If you notify us within the warranty period that a product does not meet this warranty, then we will at our option either (i) return the price paid for the product or (ii) repair or replace the product.  To the maximum extent permitted by law, this is your exclusive remedy for any failure of any product to function as described in this subsection.

2. The integration price as it relates to this project is a services cost and is not defined as part of this response.  The services costs can be easily quoted once we have specifics around the final technology configuration.

3. Technical Support/Maintenance for the Microsoft products supporting the overall solution would be covered partially under the price of the License + Software Assurance and would be an additional cost for higher level support that included mission critical support.  See 1.1.63 for pricing options and current Microsoft technical support available through, State of Washington Department of Information Services.

Support / Maintenance

Does the platform have a browser-based and/or a web-services-based management console? Describe its querying capabilities, e.g. allowing for users to query based on message type, date/time, and message originator/recipient (where the querying user must be either party to the transaction).

Response:

Yes. The Health and Activity Tracking (HAT) tool provides a Web-based user interface that you can access over HTTP to access detailed information through different views and queries. HAT provides exhaustive capabilities for tracking, monitoring and analyzing processing events and message properties (both content and context) in near real-time as well as cumulative historical process activity and messaging information. Health and Activity Tracking, Business Activity Monitoring and the Tracking Profile Editor are complimentary tools for configuring, extracting and presenting process activity information that is indicative of the operational status and performance metrics of processes and events, as well as the business intelligence that can be abstracted from the content and properties of the messages as well as the event level messaging and process context information. 

Describe message logging. All messages sent across JINDEX must be logged. Sender, receiver, date/time, and message type will be recorded at a minimum.

Response:

As a message passes through the system, BizTalk Server can track the whole message at several steps in the process, as well as track specifc pieces of the message that may be relevant. The complete message flow from the point of entry, to the point of exit, is persisted into a separate set of SQL Server tracking tables for viewing with the provided tools or a custom-built tracking tool. In addition to the message tracking, BizTalk also tracks data related to the Service being executed (i.e. a pipeline or orchestration). The following events are tracked by default: Service start and stop events, Orchestration events required by the debugger, and Message send and receive events.

Describe how users can examine logs both for debugging and audit purposes. Access rights to examine logs should be restricted. All users should be able to examine transactions where they were either the sender or the receiver. Only selected users should be able to examine complete logs.

Response:

There are various ways in which users of a BizTalk system can analyze information regarding a business process. In general, the operations staff and/or administrators will access this information via the Health and Activity Tracking (HAT) tool. This tool is briefly described in question 2.1.65. However, another common tool used mainly by business users and/or business analysts is the Business Activity Monitoring (BAM) tool. By opening a window into running business processes, BAM provides business analysts direct visibility into transactions—an area that has traditionally been closed to them. BAM does this by concentrating and analyzing data for heterogeneous information sources, and presenting a real-time view of business state, trends, and critical conditions. BAM gives business analysts the data they need at the time they need it, enabling them to make better business decisions based on more relevant data.

BAM tells you “how” your business is performing. It answers questions such as:

· How long did it take for this process to be approved?

· How fast was this order filled after it was received?

· How many process cycles occurred in the last month? In the last year?

· How many purchase orders were processed last week?

· How much is our total revenue this year?

BAM makes it possible for developers, business analysts, and end users to extract the data they need from their business processes either individually or collaboratively
Are service status and availability visible to authorized users?

Response:

Yes. BizTalk Server 2004 provides a centralized Microsoft Management Console (MMC) to manage the BizTalk topology. The MMC provides for the following:

· Adding new BizTalk servers to a farm providing scale-out of the processing machines.

· Adding new SQL Server Message Boxes providing scale-out of the database machines.

· Mapping hosts to create hot instances across one or more physical machines for performance and reliability

· Configuring adapters across one or more machines

· Stopping and starting various artifacts (i.e. Receive Ports, Send Ports and Orchestrations)

Are service usage metrics visible to administrative users?

Response:

Yes. Usage metrics can be gathered by querying the Tracking database via the HAT tool described in 2.1.65; or, usage metrics can be gathered and analyzed with the Business Activity Monitoring (BAM) features of BizTalk Server. The BAM analysis tools utilize Excel for easy analysis and manipulation of data via pivot tables. In addition, the same data can be accessed through a BAM query Web service which is enabled through Windows® SharePoint™ Services (WSS).
Describe the platform’s ability to provide notification of message delivery failure, and maintain state to rollback and restore data in the event of failure.

Response:

Notification of message delivery failure can be accomplished on a per service and/or orchestration basis by including the notification mechanism (i.e. send email) within the error handling section of a business process and/or custom pipeline. Moreover, another product called Microsoft Operations Manager (MOM) delivers enterprise-class operations management by providing comprehensive event management, proactive monitoring and alerting, reporting, and trend analysis. The Application Management Pack for BizTalk, the extensive product support knowledge base included in Microsoft Operations Manager, is the key to helping reduce the day-to-day support costs associated with running applications and services in a Microsoft Windows–based IT infrastructure. 

Microsoft Operations Manager (MOM) provides a centralized, event-driven, more efficient and practical mechanism to monitor your entire enterprise configuration, including your BizTalk Server implementation.

Managing state is crucial to the success of E-Business, and BizTalk Orchestration has several features to help with state management, including a robust transaction model and facilities for exception handling. The ability to maintain state and rollback data is accomplished within each individual instance of a running BizTalk process (i.e. an orchestration). BizTalk orchestrations support the concept of atomic, timed, and long-running transactions. 
Can relational databases be used to capture information to support audit, reporting, and administration functions?

Response:

Yes. BizTalk Server 2004 is a persistent messaging system whereby all data is persisted to disk. However, no data is persisted locally on the BizTalk servers; all data is persisted within one or more SQL Server databases. Therefore, by nature of the BizTalk architecture, all auditing, reporting, and administrative data is contained within a relational database.

Please explain the process for applying software bug fixes and new releases.  Are any tools provided to assist with upgrades?  What is the impact on any customizations or changes made to the base application when upgrades are performed? How many new releases were introduced over the last 2 years for your product/solution?

Response:

An upgrade path is defined for every Microsoft product in order to minimize the migration effort.

For example, BizTalk 2004 is provided with a Migration Wizard that creates a Visual Studio .NET project including:

· Converted maps

· Converted schema (XDR->XSD)

· Pipelines

· Deployment XML binding file
· Send and Receive Ports with URI information

The release of BizTalk server 2004 represents Microsoft’s third generation of Enterprise Integration technology. The product was first introduced in December 1999 with BizTalk 2000, later followed by the release of BizTalk 2002. The current release of BizTalk Server has been available since early 2004. In addition, development on the next release of BizTalk is already under way, code-named “PathFinder”.

To be more responsive to customer feedback, and continue to make the development of documentation more efficient, the Microsoft BizTalk Server 2004 documentation team has moved to a staged delivery model. Each release of BizTalk Server 2004 Help includes more in-depth information, updates and corrections, and new topics.
Describe how service producers (the owners of a particular service) can suspend and resume their services.  Suspending a service would take it offline from the JINDEX, essentially insulating it from receiving any messages from the framework. Resuming a service would bring it back online.

Response:

A running BizTalk solution relies on the concept of a ‘host’. A ‘host’ is a logical container for BizTalk entities, including business processes (i.e. orchestrations) and receive and send handlers. Thus, a host can be configured to perform activities such as receiving, processing, and sending messages for a specific group of users. Using the BizTalk Administration MMC, users can enable and disable the capability of BizTalk to receive, process, and send messages as appropriate. In addition, there is a complete API available for creating your own user interfaces for these purposes. There are numerous samples that ship with BizTalk Server and are distributed as part of the SDK.

Industry Review

Describe any assessments of your product by the Gartner Group.

Response:

Gartner has placed the Microsoft BizTalk Solution in the top right section of their Magic Quadrant (following figure).  Gartner's Magic Quadrant positions vendors in a particular segment based on their vision and ability to execute that vision.  According to Gartner, Leaders are vendors that are performing well today, have a clear vision of industry direction, and are actively building competencies to sustain their leadership position.  

Within two years of the introduction of BizTalk Server, Microsoft moved to the Leader quadrant, demonstrating an approach to Integration that shows stronger product leadership and greater vision than our competitors.

     The Application Integration Vendor 2Q03 Magic Quadrant  (Source Gartner)
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Describe any assessments of your product by Forrester Research.

Response:

Will discuss at the Q&A Session

Describe any other independent assessments of your product.

Response

The same analysis performed by Gartner was also performed by the METAGroup in January 2004.
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In addition, BizTalk Server is also receiving significant industry recognition from both press and analyst.  On Jan. 4th, 2005, InfoWorld named BizTalk Server 2004 “Technology of the Year” for Business Process Automation.  

About InfoWorld’s “Technology of the Year” Award

InfoWorld's annual Technology of the Year awards recognize the top 10 technologies that made the greatest impact during the past year, as well as identifying the products that best exemplify the implementation of those technologies. The Technology of the Year awards are not open to outside nominations; only products reviewed by the InfoWorld Test Center during the previous year are eligible. Selections are made by InfoWorld Test Center analysts and editors. Look for the Technology of the Year awards in early 2005. 

http://www.infoworld.com/awards
Another report recently released by Nucleus Research [http://www.nucleusresearch.com/index.html]  has BizTalk Server ranked as the number 1 integration solution. The Nucleus ROI Scores are based on Nucleus analysts’ independent assessment of the vendor’s ability to deliver positive ROI to potential customers and on data gathered from an individual vendor’s customers as well as other users in the market sector. At your request, we would be happy to supply the complete report to you in a .pdf format.
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About Nucleus Research

Nucleus Research is a global provider of ROI-focused research and advisory services. We take a bottom-line, real-world approach to our research and deliver information based on the results a solution delivers during actual deployments. By assessing hundreds of deployments every year, our analysts help our clients with the ongoing technology and financial expertise they need to make the right decisions and maximize the return from their technology investment.

We are the only firm to blend a financial analysis approach with comprehensive technology expertise. Our factual approach allows us to deliver the accurate research you won't find anywhere else.
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47 SUMMARY

47.1 Document Purpose

The State of Washington (the State) is currently engaged in establishing the Justice Information Network (JIN) program office. JIN is a statutory initiative aimed at improving public safety by integrating disparate systems throughout the State. 

This Vendor Questionnaire will assist the State in gathering information to supplement material already acquired from Request For Proposal Number -A04-RFP-005—the award of which has led to the engagement of Online Business Systems for technical assistance and an impending decision between Sonic and Microsoft as the integration software for JIN. This document consists of 76 questions pertaining to integration platform features, functionality, and architecture. Vendors are requested to provide written responses to the JIN Program Director, Brian Leduc (brianl@dis.wa.gov) by 14 January 2005. A follow-up face-to-face question and answer session is tentatively scheduled in Olympia Washington for 18 January 2005.

Any information contained in the Response that is proprietary or confidential must be clearly designated on each page of the Response. Marking of the entire Response or entire sections of the Response as proprietary or confidential will neither be accepted nor honored. The State will not accept Responses where pricing is marked proprietary or confidential.  Vendor’s proposal should include a statement identifying each page of your Response which contains any proprietary information.

To the extent consistent with chapter 42.17 RCW, the Public Disclosure Act, the State shall maintain the confidentiality of Vendor’s information marked confidential or proprietary. If a request is made to view Vendor’s proprietary information, the State will notify Vendor of the request and of the date that the records will be released to the requester unless Vendor obtains a court order enjoining that disclosure. If Vendor fails to obtain the court order enjoining disclosure, the State will release the requested information on the date specified.

47.2 Project Description

The first phase of this program will implement Case and Criminal History (CACH) queries. CACH will design the foundation and platform for future justice information sharing initiatives within the State enterprise and participating local government entities.  The CACH project will result in a statewide plan and technology foundation for securely and reliably sharing information amongst the constituents of the JIN justice community. The initial information sharing solution will be implemented upon this technology foundation, providing web-services based access to two primary consolidated state case and criminal history data repositories for justice information – the Administrative Office of the Courts (AOC) and the Washington State Patrol (WSP). This technology foundation will be known as the JIN Data Exchange, or JINDEX.

This project will deliver an integration technology foundation that will be based upon the fundamentals of a service-oriented architecture (SOA). 

The project delivery team will design and develop a solution that makes optimal use of existing infrastructure and with the smallest possible effect on existing systems, designing and developing a working model for sharing justice information among state and local members of the justice community.  

47.3 Related Projects / Background Material

	Artifact
	Description

	RFP Number -A04-RFP-005
	State of Washington DIS Request for Proposal

	JIN CACH Project Charter V12
	Approved Project Charter.

	JIN CACH Project

Customer Requirements Report V25
	Customer Requirements report.  
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Andy Ross
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David Neufeld
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48 Questions

Cost

Provide a detailed breakdown of platform licensing costs, including costs for all required/interdependent components (per CPU costs for server, adapters, databases, operating system, application server). It is expected the solution will be deployed on 2 x 2 CPU machines with automatic failover and load balancing. Adapters would be required for standard database products, JDBC/ODBC, SOAP/Web Services, and HTTP(S) if these are not included in the technology 'bundle'.

The cost of the ESB on a 2 x 2 CPU Machines with CAA (Continuous Availability Architecture), or automatic failover and load balancing is: $80,000.00.  Connectivity for JDBC/ODBC, SOAP/Web Service and HTTP(S) comes included at no extra cost.  Please see attached CAA definition document

Orchestration Server for automating Business Processes and/or long running transactions is $12,500 per CPU.  Some routing capabilities are available free via the ESB service containers.

XML server for storing in flight XML data/documents during the business process or long running transactions is $10,000 per CPU.

You can run these products on the same or different servers.  They can even be deployed on different platforms (i.e. .NET, J2EE, etc.).  The products require different levels of CPU’s.  Each product is a service on top of the ESB.  Typically the CPU count for the Orchestration Server and the XML server would be less than the proposed ESB example.

Detail annual and recurring costs, including license renewal, support and maintenance, SLA levels, etc.

Sonic Software’s Support and Maintenance cost is 20% of the product cost for standard 8 to 5 support and 25% for premium 7 X 24.  You get free updates and upgrades to the products purchase under active support.  There are no other recurring costs other than Support and Maintenance.  Please see the attached document that describes Sonic Support and Maintenance program.

Agency licenses – if individual justice agencies choose to implement the same technology as that used by the JINDEX, identify the costs for additional production licenses. 

ESB brokers that allow for standard failover via clustering of brokers (similar to other vendors' failover) are priced at $10,000.00 per CPU.  The ESB CAA broker with automatic stateful failover is priced at $40,000.00.   Connectivity for JDBC/ODBC, SOAP/Web Service and HTTP(S) comes included with both options at no extra cost.  In some cases the other agencies might only need a service container.  Service Containers are Free.  You can deploy as many service containers as you need for no additional cost.  This is great for small agencies.

Lightweight component capability/cost - in order to support a widely-distributed heterogeneous environment, if a component is required to be deployed remotely for systems interfacing, describe how this can be accomplished in a lightweight fashion and the cost, if any, for required components

Services and Process in a Sonic ESB are instantiated in lightweight, java based containers, allowing you to deploy them remotely across a heterogeneous platform over an enterprise network.  Deployment and use of these light-weight containers are at zero cost and royalty free.  A lightweight installation of the container on your server can be done remotely if you have remote access and authorization rights to the server.  The remote server must also be able to communicate the server running the Sonic Management Console.  Once this is completed, the services can be deployed to your remote locations and participate in processes and business conversations.

Development/Test licenses – the ability to freely, or at low cost, deploy non-production licenses to developers in various state agencies would be a great benefit to adding to the uptake of the JIN, and to enable ‘poorer’ counties and justice agencies to participate in integrated justice. Given the purchase of an enterprise license for the JINDEX, identify licensing restrictions and costs for developers and test (non-production) instances of the technology.

QA/Test licenses are price at a 50% discount off standard pricing.  Sonic has a single development environment call Integration Workbench.  The IW is the development platform for Sonic Business Integration Suite of products (i.e. Sonic ESB, Orchestration Server, XML Server, etc.).  The Integration workbench is priced at $3750 per user.  If Washington JIN makes an enterprise purchase with Sonic we will make a number of development licenses available at no cost commensurate with the size of the commitment.  Leveraging the use of no cost Sonic ESB service containers will also assist in keeping down the cost within the smaller remote agencies.

Feature Set

Describe the platform’s capability to implement reliable messaging, to include definable conversations and configurable parameters, including number of retries, time between retries, and escalation/notification procedures (e.g. email alerts)

The communications layer of the Sonic ESB is SonicMQ- the underlying message bus technology that provides reliable messaging to the other components interfacing with the Sonic ESB. The messaging system provides guaranteed delivery in accordance to the rules laid down by the JMS specification.  On the basic level, JMS specifies a set of requirements to guarantee message receipt and delivery.  These are used in all messaging levels using guaranteed reliable delivery.  To further expand the notion of reliability, Sonic ESB includes the use of stateful conversations.  Process can be constructed to implement stateful conversation between multiple services involving multiple levels of rules to enforce time limits of the conversation responses, actions to enact if a conversation does not resume when expected, actions to enact based upon the response during a conversation, the number of retries during a conversation when trying to enlist a remote service and the consequent actions to be taken if the retires are exhausted.  

The actions can be the form of a simple rerouting of the message, or as complex as escalating the message to a supervisor, sending an email notification of the condition and adding an entry to a database log tracking the movement and actions of all data within the process.

If data must move between segments of the bus, the connectivity to the remote locations can be configured via the GUI console to include the number of times connection retries will be attempted, the time between retries and the number of times a retry condition will be attempted, e.g. retry connections every 30 seconds, attempt this for 4 connections, after 4 connections wait 10 minutes and retry connection attempts again.  Schedule this for 5 times.  A non-connection event can be required to be produced a notification of non-connectivity (but it is not mandatory) and it can also stipulate for the message to be rerouted either to a holding location or to another service or process for actions.

Describe the platform’s protocol(s) that supports once-only delivery of messages.

The Sonic ESB solution sits on top of a world class messaging bus based on the JMS standard which includes a once-and-only-once persistent message delivery mode.  This ensures that the message delivery will be guaranteed, even in the event of a failure such as hardware or network.

Describe the platform’s ability to provide return receipts of message deliveries.

Sonic provides multiple return receipt modes.  The simplest mode is the use of the standard JMS acknowledgement.  When a producer sends a message, it can be sent to require an acknowledgement when it is received by the Broker.  This does not imply any further acknowledgments from direct consumers of the message.  

Another mode is the request/reply mechanism support natively by JMS.  Using the mode, the producer of the message can either send the message synchronously waiting for the consumer’s response or asynchronously receive the response to the consumed message.

These, however, are not sufficient in many circumstances if only a receipt of delivery is expected.  An ESB Process will automatically generate receipts for all messages that are processed along the chain of services and events thus enabling a full tracking of all message traffic.  The receipts can be sent back to the originator or they can be directed to another location such as a traffic tracking process, audit tracking database or even as an email to operations personnel if they need to receive special receipts for specific messages.

Describe the platform’s ability to dynamically reconfigure message routing without impacting any services.

The Sonic ESB solution provides Intelligent Routing, which Automates business document routing between services on the Sonic ESB using rule expressions, document contents, and message attributes. Routing information travels with messages to enable endpoints to dynamically route communications without reliance on a centralized integration broker. This routing methodology eliminates performance bottlenecks, single points of failure, and the rigid security models of traditional hub-and-spoke integration brokers.

Describe the platform’s capability for content-based message routing.

Sonic ESB provides a pre-configured, customizable content-based routing service that makes message routing decisions based on the content (body) of the message. While messaging middleware alone can do rudimentary message filtering based on message headers and properties, complex routing algorithms that involve the message content - either explicitly or through references - can be achieved through content-based routing.

Describe the platform’s ability to implement orchestration services, preferably in a standards-based manner.

One of the most powerful advantages of a distributed service-oriented architecture is the ability to combine a multitude of services to build composite.  Sonic ESB’s unique decentralized approach provides the ability to assemble and orchestrate services in an ESB process. As each service is executed, it has all the information it needs to directly invoke and execute the next service in the composite application. This approach removes the need for a central controller, as the process moves from service to service during execution of the process. This distributed ESB process can incorporate services residing in external (partner) enterprises as well as those within the host enterprise.

To facilitate the rapid creation and deployment of ESB processes, Sonic ESB includes a content-based routing (CBR) service and a transformation service. These services, when used in conjunction with the distributed framework, provide the building blocks for creating more complex services and ESB processes.

ESB processes can integrate legacy applications, packaged applications, invoke external web services, and be exposed as web services making use of our standards-based integration technologies, such as our award winning message bus, XML based tools, content based routing for decision making, services and web services,.

Sonic ESB allows the configuration of services to form a logical process. A process can be thought of as a series of services that provide message processing in transit to the message’s final destination. Different services plug into the framework and provide the processing of the messages.

Describe the platform’s ability to supports store-and-forward messaging.

Store and forwarding is inherent in the JMS specification.  The client puts a message on the broker, the broker stores it in persistence, and forwards to the client.  In a cluster environment, the brokers can also act as clients to other brokers, thus making the messaging bus and the messages and services connecting through this enterprise wide, scalable, and robust.

Describe the platform’s adapter availability; this may include off-the-shelf adapters to connect to the relevant technologies, or guidelines for creating such adapters. Describe any existing technology gaps in adapter coverage, and plans to address these gaps.

The Adapters for Sonic ESB enable service-based interactions between Sonic ESB and over 200 applications and systems including: prepackaged applications (e.g. SAP and PeopleSoft), B2B systems (e.g. EDI, SWIFT, HIPAA, etc.), mainframe applications, and legacy data systems.

With Sonic ESB, organizations can expand their integration reach, reduce their integration costs, and significantly enhance their business agility

There are two types of productized adapters offered by Sonic.  The most common are licensed from iWay Software under the name “Adapters for ESB.”

There is also an Adapter Development Kit (ADK) supplied by the Sonic ESB product to develop a customized adapter that utilizes the J2EE Connector Architecture. This adapter will plug in to Sonic ESB, allowing the application to exchange information with other applications communicating on the enterprise service bus.  This development toolkit contains interfaces and classes for use in building message adapters to interface with vendor-supplied J2EEConnectors. Using the ADK, one can integrate a J2EE Connector by building the message adapter to interface with the client side of a J2EE Connector. This standard approach will minimize the need for specific skill sets that may be required by the target system.

We partner with adapter partners that specialize in adapters, and we have a solid integration with their solution.  There are no known gaps.  We have screen scraping technology through one of our partners if there isn’t direct adapter connectivity to a system.

Identify all bundled adapters, i.e. those that are included in the platform licensing costs.

See Appendix A at the end of this document.

Describe the platform’s transformation services, including the capabilities for logical (e.g. field merges), structural (e.g. format changes), and translation (e.g. cross-mapping sets of distinct codes/metadata) transformations. Describe if/how these transformations can be defined as business rules to be performed during any activity involving a specific data source. 

The transformation tools available as part of the Sonic ESB solution enables you to specify data transformations that allow you to manipulate data, the data’s format, merge and separate fields, and translations, etc. These capabilities are done through standard XML technologies such as XSLT, XPath and XQuery

Once the transformations are defined, they can be used standalone or incorporated into processes controlled by any other integration technology, including application servers, integration brokers, and custom applications.

Does the platform support automatic WSDL creation? Describe.

WSDL support is directly integrated into Sonic ESB’s Distributed Management Framework. When a service or ESB process is defined in Sonic ESB, the WSDL required to register it as a Web service is easily generated through a graphical interface in the development IDE, Stylus Studio. The resulting definition file can then be registered with an external UDDI directory where it becomes available to any application that wants (and is authorized) to use the Web service.

Using Stylus Studio’s web service call composer, you can design, compose, and test a web service call without writing any code.
Does the platform have a built in UDDI server? Describe.

A UDDI server is not included; however, we leverage the use of outside best of breed UDDI servers.

Does the platform support automatic UDDI creation/consumption? Describe.

Sonic provides multiple return receipt modes.  The simplest mode is the use of the standard JMS acknowledgement.  When a producer sends a message, it can be sent to require an acknowledgement when it is received by the Broker.  This does not imply any further acknowledgments from direct consumers of the message. 

Another mode is the request/reply mechanism support natively by JMS.  Using this mode, the producer of the message can either send the message synchronously waiting for the consumer’s response or asynchronously receive the response to the consumed message.

These, however, are not sufficient in many circumstances if only a receipt of delivery is expected.  An ESB Process will automatically generate receipts for all messages that are processed along the chain of services and events thus enabling a full tracking of all message traffic.  The receipts can be sent back to the originator or they can be directed to another location such as a traffic tracking process, audit tracking database or even as an email to operations personnel if they need to receive special receipts for specific messages.

Does the platform support have inherent capabilities to support the following patterns for information sharing/integration? (1) query, (2) push, (3) pull, (4) publish, and (5) subscribe? Are additional adapters or components required for any of these patterns (and if so, what are the component costs)?

Publish and subscribe patterns are natively supported by JMS therefore these are supported directly by the Sonic ESB.  The ‘push’ pattern indicates the need for data being pushed asynchronously to endpoints while the ‘pull’ pattern indicates the need for direct synchronous data requests from endpoints.  Sonic ESB supports both the synchronous and asynchronous patterns.  None of the above mentioned patterns require any additional components or incur any additional costs. 

Does the platform support the validation of individual messages against relevant XSD?

Yes, the Sonic ESB solution supports the validation of messages against the relevant XSD schema or DTD.

Describe the platform’s ability to log high-priority messages to persistent storage without impacting performance.

The messaging bus that is part of the Sonic ESB solution allows you to persist messages to storage as part of the JMS specification.  This can be done without impacting performance, because this is a fundamental feature of the product.

A common data format to be used on the JINDEX will be JusticeXML v3.0. This complex schema set includes numerous imported / included schemas, and cyclical references to other schemas. Describe the platform’s schema management capabilities, its ability to support complex schema sets such as JusticeXML. Describe any known issues, and plans to resolve them.

There are no known issues, we use our XML data server to support and store complex schemas without having to predefine the schema.  We natively support XQuery and XPath against the schemas.  One of our customers in Washington city government is currently using JusticeXML.

Portability / Standards Conformance

Describe the process for creating interfaces to other third party products or custom applications.

Sonic ESB provides different process depending on the type of interface required.  

If a third party product or custom application, to be referred to as external application, is able to expose itself using WSDL or SOAP interface, Sonic ESB provides a GUI tool in inspect the WSDL and created all the necessary interface components directly including the tools to map incoming data types to the required WSDL parameters.  

If the external application provides Java, C, C++ or COM API calls into the application, Sonic provides wrapper capabilities to wrap these function or method calls as a native client on the bus.  

If the external application only enables HTTP POST or GET into the interface, Sonic provides direct HTTP POST or GET capabilities from the BUS into an external interface in a synchronous (request/response) or asynchronous (fire and forget) process.

If the external application enables itself to only send HTTP POST or GETS interactions, Sonic provides a native HTTP POST or GET mechanism directly into the BUS.  This does not require any external Web Server or Servlet engine.  The HTTP input is converted on receipt, without any interaction or programming, from HTTP to Bus Message format.  The format can be mapped depending on the mime type.  This interaction can take the form of asynchronous (fire and forget) processes or synchronous (request/response) processes.  

Is the platform currently compatible with WS-Interoperability (WS-I) Basic profile, Basic Security Profile, and Simple SOAP Binding Profile? If not, detail corporate plans for standards compatibility, including expected release quarters for necessary components.

We do not currently test our products against the WS-I profiles. The Sonic Web services functionality is provided by the inclusion of the Apache AXIS SOAP implementation. This implementation is one of the most used and tested SOAP implementations available. The Apache organization is a member of the SOAP Builders initiative (as are Sonic) and this initiative conducts face-to-face interoperability testing over nearly every SOAP implementation available. We believe that this provides a better test of true interoperability than testing against a common profile (a la WS-I).

However, we do believe that testing against the WS-I Basic Profile does offer some benefits and we plan to incorporate this certification into the testing for our next major release (Aruba targeted for H2, 2005).

Describe how the platform can allow for endpoint integration without the use of remote agents, or by using a lightweight component.

Sonic ESB defines endpoints as either JMS destinations, services implemented as components of a light weight container, JCA defined endpoints, exposed SOAP interfaces or other JMS implemented clients.

The only endpoint that requires a Sonic Broker is a pure JMS destination.  All other endpoints can be implemented without incurring additional licensing or remote agents.  A light weight container can be hosted at any remote location that supports a JVM.  The container can house synchronous services that act only when data is received by the container or they can house asynchronous services that can act independently such as a remote polling service bringing data into the bus.  Each service in the container can be used as individual endpoints or they can be used as a single endpoint tied together in a process.  

Third Party applications or exposed SOAP interfaces can be used as endpoints without the need to deploy any Sonic specific code.  

Describe how the platform enables organizations to perform standard data exchanges, XML based communications, and file exchanges with other participants, regardless of the existing technology employed by either the transmitting or receiving systems.

Sonic ESB is built with the JMS standard, enabling disparate systems to connect to the message bus.  The messages placed on the bus can be of different data types and formats.  Sonic ESB supports industry standard data exchange capabilities based in XML, such as XSLT, XPath, XQuery and XML schemas.  The use of standards based XML enables applications to exchange data in a self-describing manner.

Sonic ESB supports multiple exchange formats such as JusticeXML, HICFA, EDI, SQL formats and a multiple of other formats.

Describe how the platform can perform all message transport transparently among different hardware platforms, databases, and operating systems.

Sonic ESB is built with the JMS standard, allowing many different types of systems such as applications, hardware platforms, databases, and other types of entities to connect to it.  Sonic ESB uses Dynamic Routing Architecture to provide a robust, secure way to send messages to any destination on the message bus.

Does the platform currently support WS Reliable Messaging? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

WS Reliable Messaging will be supported in the next release of Sonic ESB.  The time frame for release is H2, 2005.

Does the platform currently support WS Reliability? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

WS Reliability will be supported in the next release of Sonic ESB.  The time frame for release is H2, 2005.

Does the platform currently support WS-Security? If not, detail corporate plans for compatibility with this standard, including expected release timeframe for necessary components.

WS-Security will be supported in the next release of Sonic ESB.  The time frame for release is H2, 2005.

Does the platform use a standards-based approach to transformation services?

Sonic ESB uses the XML standards such as XSLT, XPath, XQuery and XML schemas.

Identify the open communications protocols that the platform supports.

The Sonic ESB solution supports many communication protocols with the ability the easily extend its support to incorporate additional transports if required. Below is a list of communication protocols supported out-of-box:

FTP

HTTP(S)

SNMP

SMTP

JMS

SSL

80211.b

APPC

DECNet

LU 0

LU 2

LU 6.2

NetBIOS

WAP

XCF

Can the platform make use of any third party databases for the storage of business rules, routing information, metadata information, and schema definitions? Describe.

Yes.  However, because of the distributed nature of our platform, we don’t need to store this type of information in a database.  A third-party database is therefore not recommended because it introduces a single point of failure into the architecture.

Performance

Detail the expected message throughput metrics, in transactions per second, given the load-balanced 2 x 2 CPU deployment topology. What is the source of the metrics (e.g. internal testing, independent performance test, etc.)? What would be the recommended deployment topology to support an average throughput of 15 transactions per second?

Throughput metrics is dependant upon more factors then the CPU topology and infrastructure.  Throughput is dependant upon the bandwidth available on the network, the size of the messages, the types of messaging required and other factors.

SonicMQ brokers are rated at 10 MB/sec throughput.  Given a standard message size of 1 Kb, a single broker can support 10,000 msgs/sec.  However, if persistent messaging is required, then the ability of the disk I/O subsystem becomes the limiting factor as to the number of messages that can be synchronized to the file system per second.  If the bandwidth is 1gbs then it can support 120MB/sec but if the system is using a 56kbs bandwidth, then the maximum metric is 7KB/sec.  

To sustain 15 transactions/sec with a 2 X 2 implementation would require passing 14KB/sec through each Broker.  This is assuming a 2KB message and a transaction involving one message in and one message out. This is well within the rated level of message traffic for a SonicMQ Broker.

Describe the platform’s ability to throttle messages in accordance with the performance limitations of endpoint applications.

Sonic ESB manages the flow of messages on the bus in accordance to the limitations of the client. Managing message flow is important when the clients produce more messages than the clients are able to consume.  Sonic ESB uses flow control to throttle the producer of messages while the consumers can clear their buffers of received messages.  Once space becomes available, the producers are able to continue to produce in a throttled manner.  A single slow consumer does not have to cause system throttling due to the Flow To Disk mechanism available.  Sonic will write the overflow messages of the slower consumers to disk while the faster consumers can continue process their messages.  This is an alternative flow control mechanism and may be implemented on a consumer by consumer basis.

Can the platform achieve a 99.9% availability level given the deployment topology and an appropriate SLA with the hosting agency? Provide availability metrics from similar real-world deployments.

Yes.  We can provide 5 9’s reliability through our Continuous Availability Architecture.  ESB is a distributed service oriented architecture that allows redundant instances of each service, to be deployed, ensuring continuous operation. If a server is unavailable, the standby can assume the active role without any loss of service.  Proven, reliable failover is built in to the Sonic ESB messaging infrastructure.

Generally, these are customer proprietary statistics that they do not share with us.  However, anecdotally, we have had customers tell us that using the CAA fail-over mechanism provides them with 15 second fail-over and continuous availability.  They have also indicated that due to CAA, they have been able to meet their SLA requirements.  

Are queued messages recoverable across server bounces? What components/databases are required for this fault tolerance feature?

Yes, they can be if you configure for persistent messages, which are then persisted to the database provided as part of the Sonic ESB product.  No additional components or databases are required.

Describe how the platform can allow processing to continue if one or more connected applications are temporarily unavailable.

Applications connected to the ESB message bus are represented by services.  All services can be replicated in many locations throughout the message bus.  If an application is temporarily unavailable, the process state can be maintained, and messages can still be processed by a service in another location.  You do not need to know where these other instances of the services are located, because location of the services, and behind them, the applications is transparent.

However, if the application is mission critical and no other instance is available, the messages destined for that application will be held in state and in a guaranteed reliable manner until the application is once again available.  Based on rules for that service, if the application remains off-line for a proscribed period of time, a notification can be generated alerting Administrators that action needs to be taken.  Also based on the rules for that service, the messages destined for that application may be rerouted to an alternate service, placed into a holding queue or database and then retrieved when the application is once again on-line.

Describe the platform’s ability to provision Quality of Service (QOS) levels within the messaging framework.

Quality of Service refers to message delivery configuration that a producer specifies. Generally, Quality of Service affects the availability, reliability, scalability, and performance of message delivery. Loose Quality of Service uses a minimum number of features to maximize performance. A tighter Quality of Service uses multiple features, such as fault tolerant client connections, acknowledgements, and duplication elimination to maximize reliability, availability and transactional integrity.

Quality of Service is supported by such message producer parameters as the Acknowledgement Mode, Message Expiration, Delivery Mode, Guaranteed Persistence, Priority, Redelivery, etc.

Describe the platform’s scalability as applications, transactions, and services are added. Describe how performance and scalability have been planned and incorporated into the platform architecture. 

Sonic ESB is layered on top of our premier enterprise messaging bus. Much of the scalability, resilience, and performance of Sonic ESB are inherited from the underlying messaging infrastructure, together with the embedded management framework, for configuring and managing very large, distributed systems.
Clustering of our Sonic ESB architecture allows for replicated instances of services, adapters and message brokers to be deployed, providing linear scalability and performance scaling of heavy message loads or high connection count with no impact on running operations.

Describe the platform’s ability to be configured as a redundant cluster of servers. Are additional components required to implement clustering, and if so, what are their costs?

A group of Sonic brokers can be configured to act as a single node. Clients automatically failover or load balance among brokers within a cluster, and clusters deliver messages to clients regardless of which broker they are physically connected to. You can configure dynamic routing of messages among clusters to achieve additional fault tolerance.

No additional components are required to implement clustering.

Describe the platform’s automatic failover capabilities. Are additional components required to implement automatic failover, and if so, what are their costs?

Sonic’s Continuous Availability is better than failover, where failover by definition could include some down time of the server and services.

Sonic’s Continuous Availability Architecture can be clustered to provide constant availability of enterprise resources by providing a active/standby mechanism that keeps the pair synchronized as it runs.  If an active server becomes unavailable, the standby is able to assume the role and responsibilities as the active server.  When the downed server becomes available again, it now becomes the standby machine.  Both machines are equally capable to handle this role; it would only be by your choice that you would switch the original back to being the active role.

Client and application connections can be fault tolerant.  When the broker or the network experiences a fault, the clients can resume when the broker (or the standby becomes the active broker) becomes available again.  This is done with no additional coding or knowledge of the client.  Other network paths/channels can also be set up to ensure continuous operations of the cluster of servers.

No additional components required, however for best practices purposes, separate servers for the backup instances are recommended.  This is still much less costly than the hardware solutions that require shared disks, with fault tolerant servers and hardware.

Describe the platform’s load balancing capabilities. Are additional components required to implement load balancing, and if so, what are their costs?

In a clustered environment, when there are multiple instances of any type of service or resource, load balancing is automatically and seamlessly built in to the product.  No additional components are required to implement load balancing.

Identify the maximum number of simultaneous connections that can be supported given a 2 x 2 CPU deployment topology. What is the source of the metrics (e.g. internal testing, independent performance test, etc.)?

Internal testing and independent performance testing indicates that the number of simultaneous connections depends upon more then just a 2 X 2 CPU deployment topology.  The actual operating system affects the number of threads that can be managed and the amount of memory that can be managed.  These affect the number of simultaneous connections that can be supported.  Also, the number of messages that are being used by the connections and the size of the messages all contribute to the number of supported connections.  

In addition, there is a difference between the maximum number of connections supported and the recommend number of connections for a given proposed solution.

Sonic ESB does not require one connection per service to be orchestrated or placed in a SOA solution.  The use of Sonic Lightweight JMX managed containers provides the backbone for multiple services to be instantiated within the same container sharing similar connections and also the ability to share name space attributes.  Services that are instantiated within the same container to not have to create connections to the local persistence broker but rather can pass data between objects using shared memory spaces.  

Given the Sonic ESB architecture, 1000’s of services can be deployed across a highly distributed environment, depending on the methodology for use of the light weight JMX managed container, using a fail-over fault-tolerant 2 x 2 CPU Broker.

Resourcing

Describe the staff (numbers and type) and skills required for ongoing support of the product.  Recommend any specific training.

A typical project team includes an Architect, two to three developers, and a system administrator.  Skills and recommended education are detailed below.

Please see Appendix B for details on skills set and courses.

Provide an estimate on the number of generalized (e.g. .NET or Java) developer resources available, both in the State of Washington, and Nationwide.

Sonic ESB is based on Java and XML.  So any qualified Java developer can quickly become effective developing applications that make use of the ESB.  

According to Joe Keller, Sun VP of Java Technology, Web Services, and Tools Marketing; “About 46 percent of all developers use Java for at least part of their work. In terms of the primary languages for enterprise development, that's the highest compared to 42 percent of developers writing in C or C++, followed then by C#. The only other language that has significant share is Visual Basic, which is not really used for enterprise software development, but more for corporate application and departmental/workgroup use. About 51 percent of developers use Visual Basic or Visual Basic.Net.”

Provide an estimate on the number of specialized (e.g. those experienced with the integration platform) developer resources available, both in the State of Washington, and Nationwide.

Sonic partners with both Regional and Global systems integration partners forming our Partner Network.  Partners certify on Sonic products through special training curriculum.  Sonic has trained more than 30 individuals in the Pacific Northwest at three different partners.

Describe any specific training required for effective use of your product(s) and who should receive it.

Sonic has a course for each of our core products.  Courses are typically 3 or 4 days in length and can be taught on-site or taken at Open Enrollment classes.  Please see Appendix B for more information.

What is the availability of courses for your product(s), both formal and self-study. Describe the training provided with new releases. Describe your available training options and training sites available (e.g. instructor led, CBT, etc.).

Sonic’s courses are instructor led.  They can be taught on-site or they may be taken through our Open Enrollment offerings in Bedford, MA.  Service Oriented Integration with ESB and SonicMQ Administration are taught monthly.  Other courses are taught bi-monthly.  JMS Messaging with SonicMQ is available only as an on-site course.  For up to date Open Enrollment schedules please visit the education page of our website.  http://www.sonicsoftware.com/cgi-bin/soniced.cgi/v-course.w
Describe the platform’s development toolset and its learning curve for developers. Describe the speed with which the toolset can facilitate development of common integration functionality, including developing web-based composite applications, user interfaces, and data consolidation from multiple sources.

Sonic ESB has focused on employing a single toolset for developers, the Sonic Integration Workbench.  This single tool for developers contains a Java IDE, an XSLT GUI mapping tool, a Process Creation and Deployment Tool, a BPM (Orchestration) Creation and Deployment tool, an HTML generation tool, and XSD validation and creation tool, an XML creation and validation tool, an Action List creation and deployment tool, a WSDL introspection tool and WebService integration tool, a Database Service GUI tool (that includes query, schema lookup, insert, update, delete and stored procedure usage), and multiple wizards to facilitate the use of the toolset.

The learning curve of the tool is minimal, depending on the knowledge of the developer of the underlying standards based methodology.  If a developer has an understanding of XSLT, the XSLT GUI Mapper will be an easy tool to master as it is based on XSLT standards.  If a developer has an understanding of WSDL and WebServices, the WebService Mapper will be an easy tool to master as it is based on Web Service and WSDL standards but implemented in a GUI environment.   This is true for all the other functions within the tool.  It is predicated on the use of industry standards.  With a basic knowledge of industry standards, the developer will quickly understand how to use that particular subset of the tool.

From this single tool, services created to use WSDL, services created for Database access, services for transformation, services for adapter to external entities such as SAP or SQLServer or .NET applications, routing rules, content based decision rules, and other types of services regardless of where they will actually be deployed in the enterprise can be gathered into a single process or a complex process using the GUI interface in the Workbench.  

The act of using the GUI tool to generate an orchestrated process using these services also generates the rules used to route the data between the services without requiring the developer to write special code for the routing, fault handling or exception handling.  In fact, fault handling process can be created and exception handling process can be created and then link to from within any Business Process.

The tool enables patterns such as scatter-gatherer, application file drop, gateway, splitter/stripper, content enricher, resequencer, and so forth.  A single data entry object may cause the invocation of multiple asynchronous paths to be fired which may then be grouped such that a timer is invoked at the beginning of the split.  The process can then wait for the asynchronous paths (which may be complete processes in themselves) to return their data if that is the rule imposed.  If the timer is fired before all paths return, a rule can be invoked to determine what to do next.  Perhaps the last bit of data is not important and the process can continue, perhaps the process can continue but a log entry is created to indicate the condition, perhaps the process is placed on another wait cycle, perhaps the process is placed in an error condition.  The GUI tool enables the developer to create these rules and conditions.

As data is returned, the GUI enables the developer to create aggregation rules using industry standard tools such as XPath, XSLT and XQuery.  The GUI also enables the developer to make use of aggregation services that may be created by the end user specific to your business requirements.

Identify inter-dependencies between the developer toolset / server technology on other products (databases, servers, etc). What are the minimum hardware, software, and OS requirements for a developer to install the platform and toolset locally?

Stylus Studio, the development environment for Sonic ESB solution interacts with all other products such as databases, servers, and applications through the service interface.  This is done through the use of JCA based integration adapters mentioned earlier.  Once a service has been created to access the product, Stylus Studio is used to configure the service for usage in an ESB process or conversation.

Stylus Studio runs on the Windows based environment on an Intel platform.

Provide a detailed description of all systems and user documentation that will be provided with your integrated solution.

	Sonic ESB
	Sonic ESB is an enterprise service bus that enables companies to integrate applications across the extended enterprise using a standards-based, service-oriented architecture (SOA).

SonicMQ is included with Sonic ESB and is the industry's most robust and resilient standards-based enterprise messaging system, delivering unmatched service availability, high performance, exceptional management capabilities and unsurpassed scalability for vast and sophisticated enterprise deployments. The patent-pending Sonic Continuous Availability Architecture ensures system uptime while our Dynamic Routing Architecture® and advanced clustering technologies ensure unlimited scalability to vast numbers of messages, users and brokers.

	Sonic Orchestration Server
	The Sonic Orchestration Server is a business process management (BPM) server that extends and enhances the capabilities of the Sonic ESB (enterprise service bus) to support long-running transactions and complex data flows. It naturally leverages the extensive reach of the Sonic ESB to include any service in a coordinated and managed process. Orchestration Server makes complex business process change dramatically easier, and significantly enhances business agility.  The Orchestration Server naturally leverages the extensive reach of the ESB to include any service in a coordinated and managed process.

	Sonic XML Server
	Sonic XML Server extends and enhances the XML processing model of the Sonic ESB (enterprise service bus) by providing native, optimized XML processing, storage and query services. A key element of the Sonic Business Integration Suite, Sonic XML Server provides the performance organizations need to exchange XML data between systems efficiently as well be able to retain and analyze information in flight. Using Sonic XML Server, organizations can simplify processing and storage of XML documents with greater speed and scalability and retain a high degree of flexibility in their systems – all at a lower cost than alternative solutions.

	Stylus Studio
	Industry-leading, award-winning development environment for creating, developing all aspects of your integration solution.  This is the single, comprehensive graphical development environment to develop all your integration applications and solutions in the Sonic Business Integration Suite.  In addition to a comprehensive toolset for managing XML data transformation and aggregation, Stylus Studio also provides an XQuery Mapper, Editor, and Debugger.  A business analyst can also model and simulate processes, and configure services all from a single development tool.


Describe the ability of the integration platform to be deployed on existing hardware resources.

Sonic ESB Solution is an open standards integration platform that can connect to hundreds of different systems through the message bus architecture, web services or one of the many adapters listed in Appendix A.  We have the ability to deploy the lightweight brokers and services on any platform that supports a certified JVM.

Security

Describe the platform’s implementation of an open, standards-based framework for authentication and authorization, including support for HTTPS, SSL, certificate-based authentication, and interfacing with external user stores (e.g. LDAP, 3rd party database).

The conformance levels of security policies identified in the software are RSA algorithms.  Other algorithms may be implemented such as IAIK, AES, Blowfish, etc.  Sonic enables the use of external security cipher suites.

Sonic ESB comes with a built-in, multi-level security framework that has pluggable entry points for external security services. It is designed to provide a complete security solution out-of-box, including authentication, authorization and encryption. Beyond this, it provides easily configured interoperability with existing security structures; particularly transport security (i.e. SSL), firewalls, proxy servers and LDAP repositories. Like all Sonic configuration entities, security can be set up and managed from any remote access point and is federated to permit multiple domains to interact easily, once access to endpoints is granted.

The Sonic ESB incorporates a full PKI-based security infrastructure. SSL support is available for JMS, HTTP clients and Service Containers, Authentication may be password-based, or standard digital certificates from multiple certificate authorities may be used. Users may be authenticated both within the ESB and by using external security infrastructures such as Active Directory. Access control is also provided for service destinations within the ESB by allowing read and write permissions to be set. Users of the system may be assigned to groups for access control.

Sonic enables the creation of multiple configuration, security and process domains (Management console or API) which can be managed autonomously by distinct administrative domains. This ability to federate these core aspects of the integration architecture provides the necessary flexibility to deploy across different organization boundaries. Once the domains are federated, they can participate in a global exchange of information while sustaining a high degree of compartmentalization. From a security standpoint, only the administrators of the corresponding Authentication domain can administer each Sonic ESB service. This enables a federated and delegated model of security management.

Describe the platform’s ability to restrict or control message delivery based on security-based access rights. How can restrictions be based on individual messages, message groups, or message content?

SonicMQ provides data protection through a set of Quality of Protection (QoP) options. Quality of Protection options are based on topics (in the Publish and Subscribe domain) or on queues (in the PTP domain). The system administrator sets Quality of Protection policies on topics or queues. The policy can be none, integrity, or privacy. These policies can be set for an individual topic or queue, or for all topics or queues that match a template.

QoP options allow a system administrator to specify whether a message will have no protection, integrity, or privacy and integrity. Message protection takes place when a Quality of Protection (QoP) value of integrity or privacy and integrity is specified for a topic or queue:

Integrity — Ensures that the message is not altered in transit. Integrity verifies that the message content upon delivery matches its original published form. Corruption of data can be accidental or intentional. Communications programs commonly use a checksum algorithm to check transmitted data for accidental corruption. Specialized cryptographic checksums, called message digests, can check transmitted data for intentional corruption as well. To validate the integrity of message content, SonicMQ uses the cryptographic checksum Message Digest 5 (MD5) algorithm along with a secret key to produce a Message Authentication Code (MAC). MACs are equivalent to encrypted digests and are used to protect the integrity of a message.

Privacy — In addition to integrity, privacy ensures that the message cannot be intercepted and read while in transit. SonicMQ gives a message privacy by using encryption. Encryption scrambles the message content before sending it over the wire and restores the original form upon delivery. If the message is intercepted before delivery (that is, someone attempts to read or modify it as it goes over the wire) the data is not in readable form. Integrity ensures that the message is not altered in transit, whereas privacy additionally ensures that the message cannot be intercepted and read while in transit. Since SonicMQ always ensures that a message that has privacy also has integrity, the term privacy can be used for both privacy and integrity. 

Describe how the system keeps track of who accesses information, what they access, when they access it, etc. Describe automatic notification and security monitoring capabilities. 

The Sonic ESB enables total auditing of all data movement on the bus.  This is not mandatory but can be implemented as needed.   The output of this tracking of data movement and access is output as part of the SOA process which means that the outcome can be configured as needed per usage.  In one usage, the tracking can be sent to another process which can generate alerts depending on the content.  In another use case, the tracking can be simple stored as raw data rows in a database to be acted upon at a later date or to be held for long-term compliance storage regulations.

As these are just functions of the ESB architecture, the nature of the information can be configured to include any pertinent data as needed by the process.  This data can included, but is not limited to: services accesses, data end points accessed, content of data accessed, date and time of access, data and time of data modifications, and so forth.

The system as native notification capabilities for security breaches, event notifications, metrics notifications and so forth.  The dissemination of these notifications and events can be configured for different end routes depending on their configured level of concern.  A few examples, but not a complete set, can include conditions such as:

A remote service becomes unavailable causing a notification of unavailability.  This event can generate an email, a pager, a database entry as well as other parallel notifications.

A remote service becomes available causing a notification of availability.  This external event can generate an internal data event to activate a process, reroute internal services, etc.

A security breach is detected such as multiple access rejections.  This event can generate an email or pager notification as to whom, when and where the event is occurring.

There are approximately 1000 points of native instrumentation points that can be configured.  On top of these native instrumentation points, at any point in a process, internal events can be generated or configured specific to a process or service.

Risk

Provide a description of any performance guarantees (bond or other) your company will provide relating to system performance and satisfaction of functional requirements.

Sonic would be willing to provide a corporate guarantee from its parent, Progress Software Corporation, or if the term “system performance” and “functional requirements” are further clarified, a corporate bond may be considered

Attach a client list that represents client installations of similar size and scope to that requested by JIN, indicating the product(s) each client purchased and the year they were purchased.

	Company Name
	Product(s) Purchased
	Purchase Date

	ABNA Plc
	Sonic ESB
	March 2002

	AltaGas Ltd.
	Sonic ESB
	November 2004

	American Red Cross
	Sonic ESB
	January 2004

	Ameriquest Mortgage Company
	Sonic ESB
	November 2004

	Arbella Insurance Group
	Sonic ESB
	September 2004

	Axfood IT AB
	Sonic ESB
	September 2003

	BAA Plc
	Sonic ESB
	August 2004

	Cole Taylor Bank
	Sonic ESB
	July 2004

	DCS Fleet
	Sonic ESB
	September 2002

	Deutsche Bank AG London
	Sonic ESB
	September 2004

	DigitalGlobe, Inc.
	Sonic ESB
	May 2004

	First Command Financial Services
	Sonic ESB
	February 2004

	General Parts, Inc.
	Sonic ESB
	February 2004

	Hollywood Entertainment
	Sonic ESB
	December 2003

	Lydian Data Services
	Sonic ESB
	November 2004

	Mentor Graphics Corporation
	Sonic ESB
	August 2003

	Northrop Grumman IT
	Sonic ESB
	October 2003

	Northrop Grumman Mission Systems
	Sonic ESB
	October 2003

	Prebon Technology Group
	Sonic ESB
	February 2004

	Proflowers, Inc.
	Sonic ESB
	December 2003

	Register.com, Inc.
	Sonic ESB
	June 2004

	Rotech Systems Group
	Sonic ESB
	March 2003

	SBC Communication Services, Inc.
	Sonic ESB
	May 2003

	The Gillette Company
	Sonic ESB
	December 2003

	The Sharper Image
	Sonic ESB
	June 2004

	Wachovia
	Sonic ESB
	September 2004


Provide three references that could be contacted to verify your company's ability to deliver a solution similar to the one requested for JIN. Include Company Name, Contact, Address and Phone Number and a description of how the product is used within the reference environment.

City of Seattle

Diane Mathson, SeaJIS Project Manager

206-684-4784

diane.mathson@Seattle.Gov
Mentor Graphics

Jon Ford, Internet Systems Manager

503-685-0811

jon_ford@mentorg.com

AltaGas

Dave Watt, CIO

(403) 691-7575

The Sharper Image

Brett Hawkins, director of IT

(415) 445-1559

bhawkins@sharperimage.com
Please provide the dollar amount ($) and percentage (%) of total sales and percentage (%) of product sales that was spent on Research & Development for your proposed solution last year.

Sonic Software spends 18 million dollars on Research & Development last year.  That reflects roughly 50% of total sales going to R&D.

Describe your recommended approach to implement and roll out your solution including any methodology followed.

Sonic Professional Services has developed several standard engagements.  We execute these engagements with our most successful clients where our role is that of ESB design advisor and deep product expert.  

The typical experience begins with an ESB Assessment in which we overlay an ESB architecture onto the client’s business needs.  This may be followed by ESB Prototyping if there are high risk scenarios or technical unknowns in the client’s solution that require a deeper understanding of the design options.  During development Sonic will perform reviews to ensure that proven design patterns and best practices are being followed.  Prior to deployment and immediately thereafter Sonic will assist in final tuning of the environment and finalizing a management and monitoring approach.  Sonic also recommends weaving-in the appropriate training throughout the engagement.

Our experience is that client’s who follow a course similar to the above are always successful in their implementation of ESB.  Client’s who have attempted to “go it alone” typically will return to request some assistance prior to final deployment.  This tends to elongate their implementation timelines since fixing a problem in design always takes less time than fixing a problem during development or post-deployment.

Implementation planning is highly dependent upon the size of the deployment, business requirements, and technical requirements.  One of the most important aspects of Sonic Business Integration Suite is that it uses an “incremental” approach to deployment and integration.  Rather than the “rip and replace”, Sonic embraces a “leave and layer” approach, allowing customers to grow their ESB and integration capabilities incrementally over time rather than implementing an “all or nothing”, monolithic integration suite.  

The above dependencies not withstanding, Sonic provides this sample implementation plan based on our experience with highly successful client launches.  

Because of the native standards based approach to development of the Sonic Integration Suite, deployment cost as a percentage of software can be as low as ⅓ of software fees depending on the experience of the client team with MOM, JMS, J2EE and EAI concepts.  This is because Sonic is standards based from the bottom up.  Other products in the integration space are frequently a veneer of standards on a base of long-developed proprietary code.  Sonic's standards advantage translates to smaller implementation teams required for Sonic and the client.

	Step No
	Activity
	Estimated Sonic Effort
	Estimated Client Effort

	1
	EAI Architecture and Framework
	10 days
	2 weeks

	2
	Advanced Operations and Administration Workshop
NOTE:  This covers topics and techniques beyond the scope of the standard SonicMQ Systems Administration course
	3 days
	3 days

	3
	ESB Prototyping (Optional)
	3 days
	3 days

	4
	Integration Scenario Development
NOTE: The intention here is that Sonic will provide detailed design assistance and code review for the first few integration scenarios or until the client is comfortable with the toolset and the approach.
	2 days

(per scenario)
	3-5 days development

	5
	Installation and Configuration (per site)
	0 days
	1-2 days

	6
	Pre-Deployment Review
	3 days
	3 days

	
	Total Estimated Effort
	25 Days*
	


*Assumes Sonic will support three separate integration scenarios in step 3.

After Step 5, the system is incrementally enhanced using "integration scenarios", which represent a mini project on the bus.  On average, integration scenarios take 3 to 5 days, which, includes development and unit testing.  Allow one additional day for deployment.

Sonic’s role would be as advisor and deep product expert.  Client’s typically fill the roles of Project Manager, Enterprise Architect, Business Analyst, Developer, QA, etc.  To fill gaps in a client’s project team capabilities Sonic can recommend Systems Integration partners who are certified on Sonic software and can provide qualified resources for the non-Sonic roles.

Describe the evolution path of your product/service, preferably for the next five years. Be specific in the information and the timelines concerning when new capabilities will be available.

Please see Attachment:  Proprietary - Futures document

Describe the technical support options available for your solution and whether they are included in the purchase price of the product or at an incremental cost. At a minimum include, number of technical support hours available, hours of support, response times, location of support resources, and a description of your problem management and escalation

Please see the attached Support and Maintenance Document.  The cost of Support and Maintenance annually is 20% of product cost for Basic and 25% for Premier 7 X 24.

Describe your warranty and maintenance coverage for the implemented environment. Include all available warranty/maintenance options and whether they are included in the integration price or an incremental cost.

Please see the attached Support and Maintenance Document.  The cost of Support and Maintenance annually is 20% of product cost for Basic and 25% for Premier.

Support / Maintenance

Does the platform have a browser-based and/or a web-services-based management console? Describe its querying capabilities, e.g. allowing for users to query based on message type, date/time, and message originator/recipient (where the querying user must be either party to the transaction).

The Sonic Management Environment provides comprehensive instrumentation to monitor changes in the runtime environment and facilitate informed management decisions. These monitoring capabilities include the ability to:

View and record various metrics that interpret raw statistical information captured for important aspects of the runtime environment

Subscribe and view notifications that encapsulate information about critical events that occur in the runtime environment. These monitoring facilities are backed up by operational facilities to further interrogate the runtime environment. For example, broker connections can be monitored by plotting a metric for the number of connections, or by subscribing to notifications generated when a threshold is exceeded on that metric. Having detected an undesirable condition, an operator can interrogate a list of connections to the SonicMQ broker to determine the type of connection, the connection host IP address, and the associated user identity.

Describe message logging. All messages sent across JINDEX must be logged. Sender, receiver, date/time, and message type will be recorded at a minimum.

The Sonic ESB enables complete tracking and auditing of any data moved across the bus.  The tracking rules can be implemented on a Process by Process basis and is not imposed across all Processes.

Tracking can be as simple as the date and time a data object enters the system and leaves the system or it can be as complex as the individual Process or Regulations require.  A complex auditing and tracking can be something like: the username that initiated the original data, the data and time the data entered the Process, the data and time the data object entered and left each service in the Process, specific content related data that resulted from the outcome of the service the data just exited, and the final destination or receiver of that data object.

If user interactions such as Workflow Worklists are required, each physical user that touches or sees the data can be recorded and logged.  This can include the amount of time the data object remained in the in basket before it was acted on by the user.

Describe how users can examine logs both for debugging and audit purposes. Access rights to examine logs should be restricted. All users should be able to examine transactions where they were either the sender or the receiver. Only selected users should be able to examine complete logs.

Complete log listings for production debugging and monitoring are restricted to Administrators or members of the Administrators group.  The Administrator can enable or disable file level log activity, console level log activity and external log activity (such as to a 3rd party database, the Sonic XMLServer, to an external monitor, etc).  

Logs and audit trails can be stored in the XMLServer and access can be restricted based on a set of rules.  These rules may include group access rights, user access rights or a more complex set of access rights depending on the needs of the regulatory section.

Are service status and availability visible to authorized users?

Yes.  The Sonic Management Environment enables you to monitor and manage all components in a highly distributed SonicMQ messaging infrastructure from a central location. Monitoring and management can be performed across containers, clusters, and routing nodes. It can be used to manage and observe metrics, notifications and logs for a wide range of SonicMQ components.

Are service usage metrics visible to administrative users?

Yes.  The Sonic Management Environment enables you to monitor and manage all components in a highly distributed SonicMQ messaging infrastructure from a central location. Monitoring and management can be performed across containers, clusters, and routing nodes. It can be used to manage and observe metrics, notifications and logs for a wide range of SonicMQ components.

Describe the platform’s ability to provide notification of message delivery failure, and maintain state to rollback and restore data in the event of failure.

Distributed transaction processing (DTP) allows a set of messages from heterogeneous sessions to form a composite transaction. An example of a distributed transaction is a transfer of funds between bank accounts. Withdrawal from one account and deposit into another account comprise one balanced transaction. Every effort must be taken to assure that the transaction - even though it might involve two different banks can - and likely will - complete successfully. If it cannot succeed, no part of it can be recorded.

A SonicMQ application has access to all the required components for distributed transactions. When a SonicMQ application imports javax.transaction.xa, the XAResource and XID classes are included so that - together with the XA connection factories, connections, and sessions in javax.jms - the Java Transaction API is enabled. A SonicMQ application initiates a transaction by using the JTA to communicate with the transaction manager. The RM uses the XA protocol to connect to the transaction manager ™.

Can relational databases be used to capture information to support audit, reporting, and administration functions?

Yes.  Sonic ESB can use the PSC database that comes with the solution, or a third party database such as Oracle may also be used.

When a process is running in an ESB, the endpoints of the individual services can be anything, which will allow all the auditing information to be accessible, which then allows this information to be stored in the relational database.

Please explain the process for applying software bug fixes and new releases.  Are any tools provided to assist with upgrades?  What is the impact on any customizations or changes made to the base application when upgrades are performed? How many new releases were introduced over the last 2 years for your product/solution?

The process for applying patches is very simplified within a Sonic Architecture.  Patches are provided as replacement jar files and are applied to the root installation directories as replacements to the existing files.  This methodology ensures that all dependent files are deployed at the same time and are not dependent upon patching existing files. To date, any additional patch within a major version has not affected any customizations or changes to base applications but is cumulative.

When a patch affects the basic nature of the application requiring modifications to basic infrastructure, this is promoted to a minor or point release.  In the case of a point release, an upgrade utility is provided to assist in the upgrade.  The current installation and configuration are always automatically backed up before the upgrade proceeds.  In the case of a failed upgrade, for whatever reason such as a disk failure, power failure, etc, the backup is available to be used without having to resort to a recovery process.  

When a major version change is released, an upgrade utility is provided as part of the process.  The upgrade utility is the same utility used for the point release upgrade with the same capability and process.  

Sonic supports downward and upward compatibility for releases.  This ensures that an enterprise deployment does not have experience a complete upgrade cycle at the same time but rather a staggered upgrade cycle can be implemented. 

Sonic Software has provided the following release dates for the past two years:

	SonicMQ

	5.0 
	February2003 

	5.0.1 
	April 2003 

	5.0.2 
	September 2003 

	6.0 
	April 2004 

	6.1 
	October 2004 

	Sonic ESB

	5.0 
	April 2003

	5.0.1 
	September 2003

	5.5 
	April 2004

	6.1
	January 28,2005  (planned date)


Describe how service producers (the owners of a particular service) can suspend and resume their services.  Suspending a service would take it offline from the JINDEX, essentially insulating it from receiving any messages from the framework. Resuming a service would bring it back online.

At any point in time, if a service producer is external to the bus but being used as an endpoint of the bus, when the service is suspended any data that is destined for that endpoint may be persisted and held until the service becomes active.  The data does not have to be persisted but may be rerouted to another process or resubmitted for reprocessing.  The data may also have a timeout associated with the use of that service and action may be applied to the data if the timeout is activated.  As this case indicates an external service, the suspension or activation is outside the scope of the bus, but the handling of the data to the service is handled by the ESB.

Depending on the configuration of the security within the ESB, it may be such that only administrators have direct access to service level controls.  If this is the case, then an interface may be constructed to accept requests for service actions.  The specific access to these service action levels can be restricts such that only owners of a specific service may submit action request to control a specific service.  API level calls exist such that a specific service interface can be suspended, resumed or shutdown.

Service interfaces can be constructed such that when certain message types are received by that service, it will cause the service to suspend itself from receiving any message other then messages indicating it to resume activity.  

Industry Review

Describe any assessments of your product by the Gartner Group.

See Appendix C for list of articles

Describe any assessments of your product by Forrester Research.

See Appendix C for list of articles

Describe any other independent assessments of your product.

See Appendix C for list of articles

49 Appendices

49.1 Appendix A:  List of Adapters

The list of adapters can also be found at:

http://www.iwaysoftware.com/products/iWay_adapter_List.html
Application System Adapters

Ariba

AXIOM mx/open 

Baan

BroadVision

Clarify

Commerce One

Hogan Financials 

i2 Technologies

J.D. Edwards

Lawson

Manugistics 

Microsoft CRM 

MySAP.com

Oracle Applications

PeopleSoft

SAP R/3

Siebel

Vantive

Walker Interactive

e-Business Adapters

AS1/AS2

Comma-Delimited Files 

cXML 

ebXML

EDI-ANSI X12 (American)

EDI-EDIFACT

EDIG@S

EDIINT

FIX

FIXML

Flat (positional) Files 

HIPAA

HL7

ISO 15022

ISO 8583 

OAG BOD

Structured Files 

SWIFT

SWIFTML

Transora 

UCCnet

xCBL

Transaction Processing Adapters

Bull TDS

Bull TP8

CICS (adapter not on mainframe)

CICS (adapter on mainframe)

IMS/TM (adapter not on mainframe)

IMS/TM (adapter on mainframe)

Software AG Natural

Tuxedo

Terminal Emulation Adapters

3270 (Mainframe, zSeries)

5250 (AS/400, iSeries)

Touchpoint Adapters

Analysis Codes

Bill of Material

Catalogs

Change Quality

Chart of Accounts

Component Issues

Container Move

Customer

Inventory

Item

Item Maintenance

Locations

Order Changes

Preliminary Invoices

Production Order 

Purchase Order

Receipts

Requisition

Returns

Sales Order

Suppliers

Users

Work Order

Work Order Status Change

Application Bridges

Baan to Baan

J.D. Edwards to Baan

J.D. Edwards to J.D. Edwards

J.D. Edwards to Oracle

Oracle to Baan

Oracle to Oracle

SAP to Baan

SAP to J.D. Edwards

SAP to Oracle

SAP to SAP

Connector Technologies

.NET 

ActiveX 

CORBA

iWay 

JCA

JDBC™ 

Microsoft DTS

MQSeries 

ODBC 

OLE DB 

SOAP 

Data Adapters

Adabas 

Adabas/C 

ALLBASE/SQL

C-ISAM (Informix)

C-ISAM (Microfocus)

C-ISAM ACCUCORP 

CA-Datacom

CA-IDMS/DB

CA-IDMS/SQL

Cloudscape 

D-ISAM 

DB2

DB2/400 

DBASE 

DBMS 

EJB

ENSCRIBE 

Essbase 

Excel 

Flat Files 

FOCUS Data Access 

Foxpro 

IDS-II 

ImageSQL 

IMS

InfoMan

Informix

Ingres

Interplex 

ISAM 

KSAM 

Lotus Notes 

Microsoft Access

Microsoft OLAP Services 

Microsoft SQL Server

Millennium

Model 204

MUMPS (Digital Standard MUMPS)

MySQL 

NOMAD

NonStop SQL 

Nucleus

Omnidex 

OpenIngres 

Oracle

PROGRESS

QSAM 

Rdb 

Red Brick

RMS 

SAP BW 

SAP R/3

SQL/DS 

SUPRA

Sybase

Sybase/IQ 

System 2000 

Teradata

TOTAL

TurboIMAGE 

Unisys DMS 1100/2200 

UNISYS DMS II

UniVerse

VSAM

XML 

Technology Adapters

Any J2EE Application Server 

BEA MessageQ 

BEA WebLogic Application Server

BEA WebLogic Integration

C

C++

cc:mail (VIM) 

COBOL

COM

FOCUS

FORTRAN

FTP 

Fujitsu Interstage 

Geographical Information Systems (GIS)

HTTP 

IBM WebSphere Application Server

IBM WebSphere MQ (MQ Series) 

IBM WebSphere MQ Integrator

Internet Mail (SMTP/MIME) 

JacORB

Java

JMS 

Lotus Notes (VIM) 

Microsoft BizTalk Server

Microsoft Exchange (MAPI)

Oracle 9iAS Integration 

Oracle AQ 

Oracle AS10g

Oracle PL/SQL

Orbix

Pascal

POP

Python

RDBMS

RPG

SAP eXchange Infrastructure (XI)

SAP Web Application Server

Sonic ESB 

SonicMQ 

SunONE Application Server

TIBCO JMS

TIBCO Rendezvous

Visibroker

49.2 Appendix B:  Skills Set and Courses

A typical project team includes an Architect, two to three developers, and a system administrator.  Skills and recommended education are detailed below.

Skills by Role

Administrator Skills

Administrators should have basic skills in Windows NT or UNIX system and familiarity with distributed computing concepts.  

Additionally an administrator must have or acquire the following skills and knowledge in order to administer and configure the system.  Sonic offers the SonicMQ Systems Administration Course which is 3-days in length to train Administrators in the skills listed here.

Concepts, domains, objects, and terminology of the Java Message Service (JMS)

SonicMQ-specific administration tools

Dynamic routing nodes

SonicMQ broker clusters

SonicMQ security mechanisms

Use of administrative tools to manage undeliverable messages

Basic troubleshooting methods (identify the problem, replicate the problem, resolve the problem, etc.)

Developer Skills

Developers should have basic skills in Java language fundamentals, including classes, interfaces, and objects. 

Additionally developers must have or acquire the following skills and knowledge in order to develop the messaging system.  Sonic offers the JMS Messaging with SonicMQ Course which is 4-days in length to train developers in the skills listed here.

SonicMQ's implementation of the Java Message Service (JMS) specification 

Configuring and managing processes and components

Enhancing an existing application with messaging  

Architecture and concepts of SonicMQ

Publish/subscribe (pub/sub) and point-to-point (PTP) domains

Use of administrative tools to configure and manage a SonicMQ installation

Use of JMS and SonicMQ APIs for messaging

Proven techniques to improve performance in a messaging application

Architect Skills 

(also may apply for Developers)

Architects and Developers should have experience setting up Internet distributed applications under various protocols and understand Java language fundamentals, including classes, interfaces, and objects.  They should also have experience developing applications with JMS and SonicMQ, including connections and sessions, the point-to-point and publish and subscribe messaging domains, and the Sonic Explorer tool.   Developers with no prior Sonic experience should review and complete exercises in the product documentation "Getting Started with SonicMQ" to gain this product specific knowledge.

Additionally a Developer or Architect must have or acquire the following skills and knowledge in order to develop distributed applications with Sonic ESB.  Sonic offers the Service-Oriented Integration with Sonic ESB which is 3-days in length to train Developers and Architects in the skills listed here.

Concepts and architecture of a distributed, service-based application

Manage distributed applications using the Sonic ESB administrative tools

Configure HTTP protocol handlers

Generate WSDL documents describing a Sonic ESB service

Create and manage services in a Sonic ESB Service Container

Configure a Content-based Routing service

Configure an XML Transformation service

Create and modify a distributed process

Write a custom service type using the Sonic ESB API

Familiarity with the Sonic ESB JCA adapter package

Recommended Sonic Training




Sonic offers clients standard lecture and lab style training either on-site or via public open enrollment at our dedicated training facilities in Bedford, MA.  Sonic also offers custom workshops and consulting engagements that blend education with hands-on design experience in the context of the client's own business solution.

Sonic Software Standard Courses

SonicMQ Systems Administration

Target Audience:
Systems Administrators

Course Length: 
Three (3) days

Course Description:
Introduces the configuration and administration of SonicMQ, Sonic Software's implementation of the Java Message Service (JMS) 1.0.2 specification. SonicMQ enables the development of efficient, secure messaging systems that allow organizations to communicate with other business systems over the Internet.

JMS Messaging with SonicMQ

Target Audience:
Developers

Course Length:
Three (3) days

Course Description:
Introduces SonicMQ, an implementation of the Java Message Service (JMS) specification. The course covers both the APIs supporting the JMS specification and tools and features specific to SonicMQ. Hands-on exercises guide the student through configuring and managing important processes and components, and in enhancing an existing application with messaging.

Service Oriented Integration with Sonic ESB

Target Audience:
Architects, Developers

Course Length:
Four (4) days

Course Description:
This course introduces Sonic ESB™, a messaging-based platform for implementing distributed, service-based architectures and the integration of disparate systems. It covers the major functional areas of Sonic ESB™: HTTP direct protocol support, WSDL generation, the Distributed Process Framework, and JCA-based resource adapters. Hands-on exercises guide the student through configuring and managing Sonic ESB™ components and processes.

Business Process Management with Sonic Orchestration Server

Target Audience:
Architects, Developers, Business Analysts

Course Length: 
Three (3) days

Course Description:
This course teaches you to graphically model processes, identify and define the XML documents involved in those processes, map process elements to services in a service-oriented architecture, and configure and deploy the business processes being defined. As a part of this course you will execute and monitor the business processes that are developed.

Sonic XML Server

Target Audience:
Architects, Developers

Course Length:
Three (3) days

Course Description:
This course provides the fundamentals for taking advantage of Sonic's XML Server as a high speed mid-tier cache.  XML Server is a native XML datastore accessible to other endpoints on the ESB for the temporary storage of XML documents.

Sonic Custom Courses

Sonic will customize our standard courses to the needs of the client.  For example, Sonic will extend a course adding advanced topics for seasoned users of the products.  Courses can also contain labs that are specific to the client's project or environment.  Depending on the modifications to the course there may be charges for creating additional material.  These charges are defined at the time a course modification is scoped by Sonic and the client.

49.3 Appendix C:  List of Analyst Reviews

This is a list of documents that accompany this questionnaire:

1.
Innovator Awards 2004:  Middleware and Application Integration Winner, XML Message Router Improves Logistics For Agri-Business.

2.
Computer World

3.
eWeek:  Sonic ESB Update Unites Data Sources

4. Forrester – Integration Landscape 2005

5. Forrester – What is an Enterprise Service Bus

6. Forrester – ESB1

7. Forrester – Predicts 05 ESB

8. Forrester – Seeking simple integration try a lightweight ESB

49.4 Appendix D:  “Attachment” Documents

These document accompanies the Questionnaire

1.  Support and Maintenance Policy

2.
Continuous Availability Architecture whitepaper

3.
Proprietary - Futures

































































































Washington Justice Information Network 


Criminal and Case History Query Project


Alternatives Document


 





March 2, 2004








Version 5 (FINAL)








[image: image9.jpg]NFORMATION NETWORK



[image: image10.jpg]NFORMATION NETWORK



[image: image11.jpg]NFORMATION NETWORK



